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ACTION CALENDAR
        June 20, 2017

To: Honorable Mayor and Members of the City Council

From: Dee Williams-Ridley, City Manager

Submitted by: Andrew R. Greenwood, Chief of Police

Subject: MOU Compendium Items: Item #3.6: Agreement with City & County of San 
Francisco for Distribution of UASI Grant Funds; Item #3.12: Berkeley Police 
Department Relationship with NCRIC as codified in BPD General Order N-17

RECOMMENDATION
Approve Police Department MOU Compendium revised Item # 3.6, Agreement with City & 
County of San Francisco for Distribution of UASI Grant Funds, and revised Item # 3.12, 
Relationship with Northern California Regional Intelligence Center (NCRIC). 

SUMMARY
The City of Berkeley seeks to best safeguard our community through judicious use of funding 
and support from outside agencies to maximize services, safety, and resources for Berkeleyans. 
The City does so in a manner in accordance with our community’s values. Berkeley Police and 
other City staff partner with, train with and seek resources from neighboring agencies to 
appropriately respond to small- and large-scale events. Berkeley Police actions are governed by 
City policies and community values at all times, in our own city, and whenever we are outside of 
Berkeley working with neighboring agencies. The Police Department’s performance, in 
accordance with community values, is demonstrated on a daily basis, and is particularly evident 
under extreme duress and scrutiny, such as during recent, violent clashes in February, March 
and April, 2017. 

On March 14, 2017 the Berkeley Police Department presented for City Council approval its 
agreements with other law enforcement agencies, police departments or private security. 
Council approved the majority of agreements but requested clarifying information, staff review, 
and analysis on the sections regarding NCRIC and grant funding from the Bay Area Urban 
Areas Security Initiative (UASI), a consolidation of the separate San Francisco, San Jose and 
Oakland urban areas, through whom Bay Area law enforcement agencies apply for and receive 
federal UASI Grant Funding.  Any City of Berkeley grant application to Bay Area UASI is 
separately presented to Council for approval, as required by Council Resolution No. 65901 
adopted on September 18, 2012. The fiscal agent of Bay Area UASI, and with which Berkeley 
has an agreement, is the City and County of San Francisco, a sanctuary city whose policies 
regarding the relationship between local and federal law enforcement closely matches 
Berkeley’s. 
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The Berkeley Police Department’s use of the terrorism and criminal-related information sharing 
system known as NCRIC is governed by Berkeley PD’s General Order N-17, which, most 
recently, fully incorporated recommendations from the Police Review Commission and, on 
October 27, 2015, was unanimously approved by the full City Council. Berkeley Police use the 
Council- and PRC-approved policy to guide our interactions with NCRIC. 

BACKGROUND
On March 14, 2017, Council requested clarifying information, staff review, and analysis 
regarding agreements with Bay Area UASI (Item 3.6 in the compendium of Berkeley PD 
agreements) and NCRIC (Item 3.12).

ITEM 3.6: AGREEMENT WITH CITY AND COUNTY OF SAN FRANCISCO FOR 
DISTRIBUTION OF UASI GRANT FUNDS
Item 3.6 has been redrafted for clarity, is incorporated herein as Attachment A, and now 
includes a history of all previous fiscal agent agreements which have been approved by Council, 
and the equipment or training obtained therefrom. 

Item 3.6 refers to the recent fiscal agent agreement providing for the City and County of San 
Francisco, the fiscal agent for allocated UASI grant funds, to distribute grant funds to the City of 
Berkeley. This fiscal agent agreement was entered into following City Council’s December 13, 
2016 adoption of Resolution 67,785-NS, authorizing the City Manager to accept an Urban Area 
Security Initiative grant, and any amendments, in the amount not to exceed $125,373.00, to 
fund the purchase of a reinforced van capable of protecting civilians or staff occupants from 
gunfire. 

ITEM 3.12: RELATIONSHIP WITH NORTHERN CALIFORNIA REGIONAL INTELLIGENCE 
CENTER (NCRIC) 
Staff revised the item to ensure accuracy, clarity and transparency, and amended existing 
language accordingly, see Attachment B. Current Berkeley PD General Order N-17 is provided 
for reference, see Attachment C.

FISCAL IMPACTS OF RECOMMENDATION
FISCAL AGENT AGREEMENT
If revised Item 3.6 is approved, the city is able to reduce General Fund costs for critical 
resources and training, such as disaster preparedness training. The fiscal agent agreement 
arises from Council’s previous approval to receive grant funds for the reinforced panel van. The 
vehicle allows residents and officers to be safely transported in hazardous situations and, in 
accordance with community values, does not have a military appearance.

Had Council not approved the application for, and approval to receive, $125,373.00 in grant 
funds to purchase a reinforced panel van, effects on cost would be substantial. The inability to 
apply for and receive grant-funded equipment would impair the ability of City  departments – 
including Fire, Police and Health, Housing & Community Services –  to obtain equipment 
directly related to emergency preparedness, mitigation and response. Community and 
employee safety would be adversely affected. Resources previously obtained through grant 
funding could not have been purchased, or the funds would have to come from the city’s 
general fund, thus reducing general fund availability for other purposes.

Page 3 of 79



Agreements, Understandings or Policies between the Berkeley ACTION CALENDAR
Police Department and Other Law Enforcement Agencies June 20, 2017

3

NCRIC
If approved, investigative costs decrease. If not approved, Berkeley-specific criminal 
investigations would be hindered and potentially jeopardized due to the lack of access to 
information. Isolating the City from neighboring communities limits understanding of crime 
trends and patterns in criminal behavior. Safeguarding the community is helped by accessing 
information regarding criminal activity, unusual regional occurrences, and training opportunities. 
Community safety would be adversely affected without these interactions. Rescinding General 
Order N-17, regarding Suspicious Activity Reporting (SAR), would completely remove oversight 
and review of relevant information, and eliminate City Council review of SARs reports. Berkeley 
PD believes that the November 9, 2016 policy is effective and should not be rescinded. 

UASI BACKGROUND INFORMATION: LOCAL GOVERNANCE; GRANT FUNDING HISTORY; 
TRAINING, URBAN SHIELD, BERKELEY FIRE DEPARTMENT

UASI / LOCAL GOVERNANCE STRUCTURE OF REGIONAL EMERGENCY 
PREPAREDNESS EFFORTS
UASI is a grant program funded by the Department of Homeland Security. Grant funds are 
intended to serve urban areas, under the direction of local and regional approval authorities, to 
address region-specific emergency preparedness, event mitigation and response, and reduce 
the risk of terrorism. Each area is comprised of regions. These regions govern the distribution of 
grant funds. The City of Berkeley is part of the East Bay region. Local East Bay law enforcement 
agencies may apply for grant funding for equipment (not weapons) to support disaster-and 
emergency-preparedness, event mitigation, and response. Once the local approval authority 
determines allocations of grants to agencies, the recipient agency enters into an agreement with 
the City and County of San Francisco, which thereby acts as the fiscal agent to ensure grant 
compliance and reimburses authorized grant expenditures to the grantee agency. 

BAY AREA UASI / GRANT FUNDING HISTORY

The City of Berkeley has taken the following actions with regards to seeking Bay Area UASI 
grants:

 September 23, 2008: The City Council approved a Bay Area UASI Grant Agreement 
which funded the department with $256,661.00 for the purchase of a bomb robot and 
Urban Shield backfill expenses, Council Resolution 64,202-N.S. 

 May 5, 2009: The City Council approved a Bay Area UASI Grant Agreement which 
funded the department with $38,566.00 for the purchase of a portable x-ray system and 
the refurbishment of a decommissioned ambulance for transporting a bomb disposal 
unit, Council Resolution 64,431-N.S.  

 April 20, 2010: The City Council continued approval of the legacy Bay Area UASI Grant 
Agreement, Council Resolution 64,847-N.S.

 November 8th, 2011: Action Calendar Item #23 was presented to City Council for the 
annual approval of existing agreements. The Council approved the majority of the 
agreements but requested additional information regarding five agreements including 
Bay Area UASI and NCRIC, Council Resolution 65,505-N.S.

o February 14, 2012: an Action Calendar Item #14 was developed by Berkeley 
PD to address the remaining agreements including Bay Area UASI and NCRIC. 
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Council approved the remaining Mutual Aid MOUs but directed the City 
Manager to modify Berkeley PD General Order J-1 and adopt a resolution 
stating that the COB will not comply with ICE civil immigration detainers.

o May 15, 2012: an Action Calendar Item #41a was submitted to the Council with 
recommendations from the PRC to modify and accept the remaining mutual aid 
policies.

o May 22, 2012: an Action Calendar Item #2a and #2b for a Special Meeting but 
was held over to June 19, 2012 Special Work Session and Special Meeting.

o June 19, 2012: Action Items #1A, #1B, and #1C were submitted by the PRC, 
CM (Berkeley PD), and Council Member Arreguin. 

 September 18, 2012: Action Item #10 – Council approved the Resolution which 
required Council review and approval for all grant applications for equipment, if the 
equipment was being provided to the Police Department through Bay Area UASI funds; 
and directed the City Manager to direct the Police Department to continue to follow its 
own policies and procedures when participating in Bay Area UASI training and to 
continue to send all Bay Area UASI related training orders to the PRC for review, 
Council Resolution 65,901-N.S.

 November 12, 2013: City Council approved a Bay Area UASI Grant application to fund 
the department with $85,793.00 for the purchase of a 3D Laser Scanner Measurement 
Device, Council Resolution 66,370-N.S.  

 October 28, 2014: City Council approved the Bay Area UASI Grant Agreement, Council 
Resolution 66,836-N.S.

 November 18, 2014: City Council approved a Bay Area UASI Grant application to fund 
the police department for the purchase of a Reinforced Panel Van, Council Resolution 
66,851-N.S.

 November 15, 2016: Consent Calendar Item #8 - City Council approved a Bay Area 
UASI Grant application to fund the Department with $68,999.00 for the purchase of a 
Portable Live Video X-ray System for bomb disposal, Council Resolution 67,737-N.S.

 December 13, 2016: Consent Calendar Item #21 - Moved to Action Calendar.  City 
Council approved the Bay Area UASI Grant for $124,373.00, for the purchase of a 
Reinforced Panel Van, Council Resolution 67,785-N.S.

 April 25, 2017: request City Council approval to purchase the van previously approved 
by City Council under Resolutions 66,851-N.S. and 67,785-N.S., above.

 UASI Funding for emergency preparedness, Berkeley Fire Department – 

o June 26, 2007: City Council adopted a Resolution which approved the CM 
signing an MOU with Bay Area UASI to secure up to $18,000.00 to purchase six 
disaster equipment caches for emergency preparedness. These caches were 
used for fraternity, sorority, and student cooperative housing units in Berkeley, 
Council Resolution 67,738-N.S.

 Bay Area UASI funding via Alameda County Office of Emergency Services: 
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o Berkeley Fire Department and the police department are currently moving 
towards using a service called AC Alert.  AC Alert is a high speed telephonic 
communication service which will be used in conjunction with Nixle to push out 
different types of emergency information to the public.  AC Alert was introduced 
by the Alameda Office of Emergency Service and is funded through Bay Area 
UASI.

BAY AREA UASI / TRAINING COURSES
Below is a sample of training funded by Bay Area UASI, and provided as no-cost training 
opportunities to the Berkeley Police Department. 70 officers have trained in a total of 127 
classes, as listed below. The cost of putting on each course is included (and totals well over 
$200,000):

 Tactical Lifesaver (medical training, triage, 1st aid, etc) – $19,000
 MACTAC (Multiple simultaneous attack response) – $42,000
 Operational Response to Mass Casualty Incidents (ORMAC) – $15,260
 Critical Incident Response for Field Officers – $2,900
 Critical Incident Response for Supervisors and Managers – $8,230
 Special Weapons and Tactics, Advanced – $43,776
 Commanders Course – $11,256
 Essential Emergency Management Concepts: Earthquake – $41,213
 Remotec Robots Tactical Maintenance & Advanced Operations – $35,000
 Hazardous Materials First Responder Operations – $9450
 Readiness Training Identification Preparedness Planning - Consortium
 Social Media for Natural Disaster Response and Recovery - Consortium
 Campus Emergencies Prevention, Response and Recovery - Consortium
 Homemade Explosives: Awareness, Recognition and Response

Berkeley Fire has had a total of 87 Berkeley Fire employees attend UASI-funded training since 
2011 and have attended a total of 176 separate classes. Berkeley Fire has 127 sworn 
employees.  Note that all members of the Berkeley Fire Department’s Hazardous Materials 
team members attend the A through G series. The list of courses is as follows, noting training 
costs that total more than $500,000:

 Haz Mat A – $14,000
 Haz Mat B – $19,716
 Haz Mat C – $19,970
 Haz Mat D – $19,850
 Haz Mat F – $38,000
 Haz Mat G – $38,000
 Haz Mat Assistant Safety Officer – $13,450
 Haz Mat Incident Commander – $12,650
 All Hazards IC (E/L-950) – $13,755
 All Hazards Incident Safety Officer (E/L-954)– $18,000
 All Hazards Operations Section Chief (E/L-958)– $18,000
 All Hazards Division Group Supervisor (E/L-960) – $20,000
 All Hazards Plans Section Chief (E/L-962) – $20,000
 All Hazards Logistics Section Chief (E/L-967) – $20,000
 All Hazards Communications unit Leader (E/L-969) – $12,000
 All Hazards Finance Section Chief (E/L-975) – $20,000
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 All Hazards Incident Management Teams (O-305) – $42,000
 Confined Space Rescue – $25,000
 Rescue Systems I – $26,000
 Rescue Systems II – $28,000
 Rescue Systems III – $23,000
 Operational Response to Mass Casualty Incidents (ORMAC) – $15,260
 Open Water Rescuer – $12,000
 Rescue Boat Tech – $12,000
 Rescue Boat Specialist – $16,000

TRANSPARENCY IN TRAINING
All police department training courses are announced in Departmental Training Bulletins, all of 
which are forwarded to the Police Review Commission for the Commission’s information and 
review. 

BAY AREA UASI / URBAN SHIELD TRAINING EXERCISE
Bay Area UASI funding supports Urban Shield, an internationally recognized training exercise 
focused on regional emergency preparedness, designed to prepare civilian and public safety 
government employees to respond effectively to natural and man-made disasters. Urban Shield 
exercises have evolved and expanded over the years, and trainings are currently designed for 
county and city communications staffs, tactical teams, explosive ordinance disposal teams, 
firefighters, and hostage negotiators, et al. There are no other training exercises comparable in 
scale or scope to Urban Shield’s comprehensive, in-depth, and large-scale training scenarios. In 
the City of Berkeley, Fire, Police, Emergency Services, Public Health and civilian staff use the 
training. 

Individual teams bring their own training, tactics, and policies to each scenario they address, 
whereupon they are then rated, and given the opportunity to review and discuss their response 
to each situation. Urban Shield does not provide scenario-by-scenario trainers; teams use their 
own tactics. In each of the past ten years, Berkeley PD has sent eight Special Response Team 
members to the tactical scenarios. Some SRT members have attended several times; some 
only once. This exposes staff to training scenarios and simulations not otherwise available. 
Further, scoring of scenarios is weighted towards performance dimensions such as leadership, 
planning, information gathering and assessment, teamwork and participation—all factors which 
are directly relevant to the day-to-day incident management skills of our personnel. 

All participating City staff engage in all scenarios while adhering to City policies. For example, 
Berkeley PD follows Berkeley PD’s Use of Force Policy while responding to a scenario. 
Responding to significant natural or man-made disasters inevitably requires collaboration with 
other agencies and cannot be trained for appropriately if separated from neighboring agencies.  

Urban Shield helps prepare our civilian and sworn staff to respond to critical incidents and multi-
casualty incidents that may occur, and have occurred within our city. The Urban Shield exercise 
is the only available opportunity for sworn and non-sworn staff to work through realistic 
scenarios with role players who act as witnesses, victims, suspects and casualties. Urban 
Shield’s scenarios can take place in airplanes, boats, trains and other types of infrastructure that 
we may not have access to until an emergency response is needed. The communications 
exercise in 2016, which civilian City staff participated in, focused on distributing potable water to 
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1.8 million households in the Bay Area following a catastrophic earthquake. The upcoming 
exercise for City OES staff will focus on providing shelter in the event of a catastrophic event.

Terrorist, mass casualty, and active shooter incidents continue to occur in the US and around 
the world; without warning. Should such an event occur in Berkeley, Berkeley Police, Fire, and 
EMTs will be the first responders and as such address the threat, mitigate the impacts to the 
victims, and restore order to the community. To that end, it is vitally important for our officers 
and firefighters to be as prepared as possible when called upon to respond. The wide range of 
scenarios offered by Urban Shield support officers’ preparedness and training for the worst 
imaginable circumstances.  

Urban Shield’s scenarios are based on real life events, including:

 Hospital Attack in Pakistan
August 8, 2016 Quetta, Pakistan - Mass shooting/suicide bombing - Suspects killed 70 
and injured 130 others.

 Orlando Nightclub Shooting
June 12, 2016 Orlando, Florida - Mass shooting/Hostage situation - Suspect killed 49 
people and wounded 53 others inside a nightclub. 

 San Bernardino Attack
December 2, 2015 San Bernadino, California - Mass shooting/Attempted bombing. Two 
suspects killed 14 and injured 22 others.  

 Planned Parenthood Shooting
November 27, 2015 Colorado Springs, Colorado -  Mass shooting/Standoff - Suspect 
shot three people near a clinic including a police officer who responded to the scene. 
Nine other people were shot including 5 police officers and 4 civilians.

 Charlie Hebdo Shooting
January 7, 2015 Paris, France - Mass shooting - Two suspects killed 12 people in an 
office building.

 Sandy Hook Elementary School Shooting
December 14, 2012 Newtown, Connecticut - Mass shooting - Suspect fatally shot 20 
children and six adult staff members.

 Aurora Theater Shooting
July 20, 2012 Aurora, Colorado - Mass shooting/Tear Gas/Explosive devices - Suspect 
shot and killled 12 people and 70 others were injured. Tear gas was used by the suspect 
and officers initially couldn’t access the theater due to smoke.  

 Virginia Tech Shooting
April 16, 2007, Blacksburg, Virginia - Mass shooting/Bomb Threat/Mobile Suspect - 
Suspect shot and killed 32 people. 

 Beslan School Siege
September 1, 2004 Beslan, Russia Chechan - Mass shooting/Hostage situation/Standoff 
- Rebels took approximately 1200 people hostage for three days.  330 were killed and 
more than 700 people were wounded.

 Columbine High School
April 20, 1999 Columbine, Colorado - Mass shooting/Over 99 explosive devices - Two 
teenagers killed 12 students and one teacher. 
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Our community is home to major science labs, prominent institutions, stadiums, entertainment 
venues, nightclubs, schools, movie theaters, churches, cafes, restaurants, as well as numerous 
outspoken leaders and activists; any number of which could be targeted. Attacks such as those 
listed occur without warning, and can occur at any time. Urban Shield is leading the country in 
preparing emergency responders to similar incidents.

BAY AREA UASI / BERKELEY PD SPECIAL RESPONSE TEAM FORCE OUTCOMES; 
OVERALL DEPARTMENTAL TRAINING BENEFITS

The Berkeley Police Department’s Special Response Team (SRT) members have participated 
in Urban Shield for the past ten years. During that period, there have been no shootings or 
serious injuries to suspects, team members, or community members arising out of tactical 
operations. (In its 40 years of existence, Berkeley’s tactical team operations have resulted in 
shootings in only two cases: The Henry’s hostage rescue in Sept. 1990, and the Cramer’s 
Robbery case, in 2002.) 

In the ten years of participating in Urban Shield, the SRT has worked over 75 full or partial 
deployments. The variety of formal missions have included:

 28 high-risk search and/or arrest warrant services operations, in support of homicide, 
robbery, weapons investigations, et al. 

 22 dignitary protection missions, either as primary or support.
 14 Patrol Support operations, covering some barricades, block searchers, and similar 

incidents
 14 + Crowd management support operations, including the recent violent clashes in 

March and April.

Additionally, the Berkeley Police SRT experience at Urban Shield has resulted in tools and 
training for the Department. Notably, the training led the department in 2015 to issue every 
officer a tourniquet, a critical life safety tool that Berkeley PD officers have since used, such as 
when providing aid to victims of the 2015 balcony collapse. The training has also helped 
Berkeley Police in numerous medical interventions. At the request of local Muslim leaders, 
Berkeley Police implemented and trained in the Rescue Task Force concept and active shooter 
training at Zaytuna College.

ADDITIONAL INFORMATION REGARDING BAY AREA UASI, GRANT FUNDING, AND 
BERKELEY PD PARTICIPATION IN URBAN SHIELD. 

 Berkeley PD can invite PRC members or City Council members to Urban Shield to 
observe and evaluate the exercises, our team and the team’s abilities. 

 The Alameda County Board of Supervisors has created an Urban Shield Task Force to 
examine and report back to the Board regarding the Urban Shield Exercise. The Task 
Force includes numerous non-elected community members, including representatives of 
the Stop Urban Shield Coalition. Their report is expected in August.

 Participation in Urban Shield in no way compromises Berkeley policies regarding 
cooperation with ICE, per General Order J-1 (139). 

 Bay Area UASI’s grant program only provides funds for equipment and training, but not 
for the purchase of weapons. 
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 Council oversight remains in place, on an item-by-item basis, every grant application 
made to Bay Area UASI is first brought to Council for review and approval.

 All equipment purchased through Bay Area UASI grants is used in accordance with 
Berkeley PD policies, staffed by Berkeley PD personnel, and is not under the control of 
the federal government.

 The police department is not obliged to take part in any operation not in line with our 
community’s values.

 On October 28th, 2013, the Berkeley Police Department validated the use of its own 
tactics through the Urban Shield exercise and placed 1st out of 35 teams.  The event was 
discussed in an in depth article in Berkeleyside, see attachment E. 

o On March 25, 2014 the PRC recommended council pass a proclamation 
recognizing Berkeley PD’s 2013 Urban Shield Team. The Council passed a 
proclamation stating, “Urban Shield 2013 included training scenarios based on 
real-world emergencies and critical events. In Urban Shield 2013 the Berkeley 
Police Department's Special Response Team demonstrated its skill and 
dedication to its mission by finishing in first place among the thirty-five competing 
police teams….the Mayor and City Council of Berkeley, do hereby honor and 
celebrate the Berkeley Police Department's Special Response Team and its 
individual members for their victory in the Urban Shield 2013 exercise.”  (See 
Attachment E)

 Last year, in September 2016, our Department’s local training and tactics were again 
validated when the Berkeley PD SRT’s eight-person team scored fifth overall, achieving 
the highest score of all Departments with part-time special response teams.

BAY AREA UASI / BERKELEY FIRE DEPARTMENT and OFFICE OF EMERGENCY 
SERVICES
BFD, OES, Public Health and civilian staff participate with UASI trainings as follows:

 Berkeley OES has previously been on the Urban Shield Yellow Command Exercise 
Evaluation Team, which provides staff with exposure to complex, intense exercises and 
the opportunity to learn from the drills of others. These events include and work in 
collaboration with other law enforcement agencies to simulate the realities of first 
responders.

o OES and civilian city staff have participated in the one day series of workshops. 
Sessions attended included lessons learned from the Water Point of Distribution 
exercise, Joint Information System planning, and learning from the responders to 
the San Bernardino shooting incident.

o In 2017 and 2018 Yellow Command is focused on Regional Shelter Planning and 
will provide opportunities to test large scale shelter plans, which will be integral to 
the Bay Area’s earthquake response.

o In 2017 a new element is being added to Urban Shield to incorporate community 
disaster preparedness and CERT teams.
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 UASI Mass Care and Sheltering Sub-Committee, which is the only source for regional 
planning for care and shelter concerns.   

 UASI Emergency Management Working Group, which brings together regional partners 
to address emergency management, planning, and recovery issues.   

 UASI Joint Information System Working Group, which is a platform for Public Information 
Officers throughout the Region to collaborate and assist each other during planned 
events and emergencies.

 Medical and Public Health Workgroup.
 Emergency Public Information and Warning Workgroup. 
 Training and Exercise Programs (Classes are provided free of charge throughout the 

region. Many are needed for EOC credentialing and would be expensive to attend 
without UASI funding.) Training includes:

o Emergency Management Training
o Disaster Recovery, Planning, and Mitigation
o Essential Emergency Management Concepts
o Earthquake Response
o Public Information Officer/Joint Information Center Training
o Specialized training developed based on identified emergency management 

needs

NCRIC-SPECIFIC BACKGROUND INFORMATION
NCRIC / SUMMARY
NCRIC is the Northern California Regional Intelligence Center. NCRIC holds a partnership with 
federal, state, and local public safety agencies and coordinates the sharing of criminal 
intelligence. Berkeley PD may receive and share confidential or law enforcement sensitive 
public safety oriented information with NCRIC to facilitate criminal investigations or to promote 
the safety of the community and/or law enforcement. There is not an actual agreement with 
NCRIC, but rather the department’s General Order N-17, which provides guidance on how and 
when Berkeley PD can obtain and share information with NCRIC, particularly with regards to 
Suspicious Activity Reporting.

NCRIC / INFORMATION SHARING; TERRORISM LIAISON OFFICER PROGRAM; LICENSE 
PLATE READER DATA; SUSPICIOUS ACTIVITY REPORTS (SARS)
There are currently 135 members of the police department who receive NCRIC’s updates. 
These updates generally consist of law-enforcement-sensitive general officer safety information, 
regional cases of note, and descriptions of unusual occurrences across the state.

NCRIC trains designated Berkeley Police officers on the identification, handling and reporting of 
potential terrorism incidents. These officers, referred to as Terrorism Liaison Officers, receive 
training in identifying criminal behavior that may have ties to terrorism, including potential 
threats from home-grown violent extremists and lone-wolf type attacks. Sharing information 
across jurisdictions is critical. Sometimes one piece of criminal information gains greater context 
and importance when considered with relevant facts in other jurisdictions. Information sharing 
failures have been a significant factor in the failure to disrupt or avert terrorist attacks, including 
9/11. Berkeley PD’s designated staff keep the departmental staff knowledgeable about current 
terrorist tactics, techniques, and trends. NCRIC information sharing also informs Berkeley PD 
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about regional crime trends and threats, as well as general officer-safety information. A 
Berkeley PD designated officer may contact NCRIC to seek assistance in evaluating a threat, 
and to seek support in assessing risk and determining appropriate action to be taken in light of a 
specific threat or investigation. This is particularly valuable as Berkeley PD assesses threats 
coming from external sources, as can be the case when investigating potential terrorism-related 
threats. 

Berkeley does not provide LPR data to NCRIC or any other entity. However, NCRIC provides 
access to aggregated license plate reader data from other jurisdictions. Access to NCRIC’s LPR 
data supports investigation of Berkeley crimes, including violent felonies. The NCRIC LPR 
interface provides for the ability to run partial, incomplete license plate fragments – an 
investigative feature not otherwise readily available, but extremely valuable, since partial plate 
fragments are all that many witnesses are able recall. It is therefore extremely valuable for 
investigators, who are able to develop suspect information from these inquiries. As of June 6, 
NCRIC LPR information is supporting two active armed robbery cases, and an auto burglary 
investigation of a possible series. In 2016 there were a total of 124 Automated License Plate 
Recognition (ALPR) queries from twelve different police officers. The queries are an 
investigative tool to develop leads on suspect vehicles, and to identify and locate offenders after 
an incident has occurred. For 2017, as of April 1, 2017, there have been 46 queries from eight 
different police officers. All officers are required to submit their reason for their access, (e.g. a 
case number), and that information is later audited by NCRIC.

NCRIC / SUSPICIOUS ACTIVITY REPORTS (SARS)
Berkeley PD submits SARS to NCRIC.  The criteria for these reports is outlined in General 
Order N-17. In addition to being subject to internal review and controls, SARS reports are also 
reported to the Berkeley City Council. 
SARS Submittal History: 

 2012-2013: 11 reports (submitted to City Council in the 10/15/13 Report)
 2014: 5 reports (submitted to City Council in the 10/28/14 Report)
 2015: 2 reports (submitted to City Council in the 12/1/15 Report)
 2016: 1 report (submitted to City Council in the 3/14/17 Report)

CURRENT SITUATION AND ITS EFFECTS
FISCAL AGENT AGREEMENT & NCRIC 
Fiscal agent agreement(s) and Berkeley PD’s policy with regards to NCRIC are two sections 
contained within Berkeley PD’s Compendium of Memorandum of Understandings, which 
contains Berkeley PD’s agreements with multiple local, state and federal agencies.

On March 14, 2017 the Council approved the entire Compendium with the exception of UASI 
and NCRIC and requested further information on both items. A detailed explanation has been 
set forth above.

RATIONALE FOR RECOMMENDATION
Section 3.6 has been revised for clarity, and now more specifically and accurately describes the 
fiscal agent agreement which is entered into after Council approves the request to apply for 
equipment, and approves receipt of grant funds to purchase the equipment through the 
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regionally controlled Urban Area Security Initiative grant approval process. There is no other 
agreement with UASI.

 The UASI grant funding program is utilized on a case-by-case basis.  Any application for 
a UASI grant is first brought before council for approval.

 Equipment purchased through UASI Grants is under the sole control of the Berkeley 
Police Department. Equipment obtained through a UASI grant is not federally controlled, 
and is not controlled by any entity other than the Berkeley Police Department.

 The Police Department operates all equipment in accordance with all applicable City 
Council and Department General Orders and Policies. 

Section 3.12 has been revised for clarity, and sets forth that the relationship between the 
NCRIC and the Berkeley Police Department is described within Berkeley Police Department 
General Order N-17. There is no other agreement with NCRIC.  

 Berkeley Police Department General Order N-17 outlines policy and procedures for 
participating with NCRIC, and provides detailed language for the Suspicious Activity 
Report (SAR) process, including, in accordance with our community values: 

o Under N-17 Section 5, “Non-violent civil disobedience is specifically exempted 
from SARs reporting, and such activities shall not be reported as SARs.”

o Under N-17 Section 6, “SARs must not be submitted based on ideology, social or 
political opinion or advocacy of religious beliefs or association with a particular 
group…”

 The Police Department operates in accordance with all City Council and Department 
General Orders and Policies as applicable. 

ENVIRONMENTAL SUSTAINABILITY
There are no identifiable environmental effects or opportunities associated with the subject of 
this report

CONTACT PERSON
Andrew Greenwood, Chief of Police, 510-981-5700

Attachments: (See Attachments in original item, as listed below)
A. Revised Face Sheet for MOU Compendium Item 3.6 (Fiscal Agent Agreement(s))
B. Revised Face Sheet for MOU Compendium Item 3.12 (NCRIC)
C. Berkeley PD General Order N-17: SUSPICIOUS ACTIVITY REPORTING AND 

RELATIONSHIP WITH THE NORTHERN CALIFORNIA REGIONAL INTELLIGENCE 
CENTER

D. City Council Proclamation 
E. Berkeleyside Article
F. Resolution
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Office of the City Manager

2180 Milvia Street, Berkeley, CA 94704 ● Tel: (510) 981-7000 ● TDD: (510) 981-6903 ● Fax: (510) 981-7099
E-Mail: manager@ci.berkeley.ca.us  Website: http://www.ci.berkeley.ca.us/manager

ACTION CALENDAR
June 20, 2017
(Continued from May 16, 2017)

To: Honorable Mayor and Members of the City Council
From: Dee Williams-Ridley, City Manager
Submitted by: Andrew Greenwood, Chief of Police
Subject: MOU Compendium Items: Item #3.6: Agreement with City & County of San Francisco 

for Distribution of UASI Grant Funds; Item #3.12: Berkeley Police Department 
Relationship with NCRIC as codified in BPD General Order N-17

RECOMMENDATION
Adopt a Resolution approving Police Department MOU Compendium revised Item # 3.6, 
Agreement with City & County of San Francisco for Distribution of UASI Grant Funds, and revised 
Item # 3.12, Relationship with Northern California Regional Intelligence Center (NCRIC). 

SUMMARY
The City of Berkeley seeks the judicious use of funding from outside agencies to maximize 
services and resources for Berkeleyans in a manner that strengthens the community’s values.  On 
March 14, 2017 the Berkeley Police Department presented for City Council approval its 
agreements with other law enforcement agencies, police departments and/or private security.  
Council approved the majority of agreements but requested clarifying information, staff review, 
and analysis on the sections regarding NCRIC and grant funding from the Bay Area Urban Area 
Security Initiative (UASI), a consolidation of the separate San Francisco, San Jose and Oakland 
urban areas, through whom Bay Area law enforcement agencies apply for and receive federal 
UASI Grant Funding.  Any City of Berkeley grant application from Bay Area UASI is separately 
presented to Council for approval, as required by Council Resolution No. 65901 adopted on 
September 18, 2012. The fiscal agent of Bay Area UASI and with which Berkeley has an 
agreement is the City and County of San Francisco, a sanctuary city whose policies regarding the 
relationship between local and federal law enforcement closely matches Berkeley’s. 

The Berkeley Police Department’s use of the terrorism and criminal-related information sharing 
system known as NCRIC is governed by BPD’s General Order N-17, which, most recently, fully 
incorporated recommendations from the Police Review Commission and, on October 27, 2015, 
was unanimously approved by the City Council. 

BACKGROUND
On March 14, 2017, Council requested clarifying information, staff review, and analysis regarding 
agreements with Bay Area UASI (Item 3.6 in the compendium of BPD agreements) and NCRIC 
(Item 3.12).
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Item 3.6: Staff determined the item cover page information was in need of revision in order to 
ensure accuracy, clarity and transparency. Upon review, staff determined the agreements 
originally attached to the item are no longer in effect, and therefore removed them. 

Item 3.6: The most recent fiscal agent agreement provides for the City and County of San 
Francisco, the fiscal agent for allocated UASI grant funds, to distribute grant funds to the City of 
Berkeley. This fiscal agent agreement was entered into following City Council’s December 13, 
2016 action to adopt Resolution 67,785-NS, authorizing the City Manager to accept an Urban 
Area Security Initiative grant, and any amendments, in the amount not to exceed $125,373.00, to 
fund the purchase of a Reinforced Panel Van.

Item 3.6 has been redrafted for clarity, incorporated herein as Exhibit A, and now includes a 
history of previous fiscal agent agreements which have been approved by Council, and equipment 
or training granted therefrom. 

Item 3.12: Staff determined the item cover page information was in need of revision in order to 
ensure accuracy, clarity and transparency, and amended existing language accordingly, see 
Exhibit B. Current BPD General Order N-17 is provided for reference, see Attachment 2.

FISCAL IMPACTS OF RECOMMENDATION
FISCAL AGENT AGREEMENT
If revised Item 3.6 is approved, cost is neutral. The fiscal agent agreement arises from Council’s 
previous approval to receive grant funds for a reinforced panel van. The vehicle allows residents 
and officers to be safely transported and is in accordance with community values to avoid using 
vehicles that have an overly military appearance.

Had Council not approved the application for, and approval to receive, $125,373.00 in grant funds 
to purchase a reinforced panel van, effects on cost would be substantial. The inability to apply for 
and receive grant-funded equipment would impair the police department’s ability to obtain 
equipment directly related to emergency preparedness, mitigation and response, thus reducing 
community resiliency. Community and employee safety would be adversely affected. Resources 
previously obtained through grant funding could not have been purchased, or the funds would 
have to come from the city’s general fund, thus reducing general fund availability for other 
purposes.

NCRIC
If approved, cost would be neutral. If not approved, effect on cost cannot be calculated. Absence of, 
or reduced interaction with NCRIC would inhibit investigations. Public and employee safety would 
be adversely affected.

UASI-SPECIFIC BACKGROUND INFORMATION: UASI GRANT FUNDING, TRAINING, URBAN 
SHIELD, BERKELEY FIRE DEPARTMENT; 
UASI GRANT FUNDING HISTORY
UASI is a grant program funded by the Department of Homeland Security. The funds are intended 
to serve urban areas, to address emergency preparedness, event mitigation and response, and 
reduce the risk of terrorism. Each area is comprised of regions. These regions govern the 
distribution of grant funds. The City of Berkeley is part of the East Bay region. Local East Bay law 
enforcement agencies may apply for grant funding for equipment (not weapons) to support 
disaster-and emergency-preparedness, event mitigation, and response. Once the local approval 
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authority determines allocations of grants to agencies, the recipient agency enters into an 
agreement with the City and County of San Francisco, which thereby acts as the fiscal agent to 
ensure grant compliance and reimburses authorized grant expenditures to the grantee agency. 
The City of Berkeley has taken the following actions with regards to seeking UASI grants:

 September 23, 2008: The City Council approved a UASI Grant Agreement which funded 
the department with $256,661.00 for the purchase of a bomb robot and Urban Shield 
backfill expenses, Council Resolution 64,202-N.S. 

 May 5, 2009: The City Council approved a UASI Grant Agreement which funded the 
department with $38,566.00 for the purchase of a portable x-ray system and the 
refurbishment of a decommissioned ambulance for transporting a bomb disposal unit, 
Council Resolution 64,431-N.S.  

 April 20, 2010: The City Council continued approval of the Legacy UASI Grant 
Agreement, Council Resolution 64,847-N.S.

 November 8th, 2011: Action Calendar Item #23 was presented to City Council for the 
annual approval of existing agreements. The Council approved the majority of the 
agreements but requested additional information regarding five agreements including 
UASI and NCRIC, Council Resolution 65,505-N.S.

o February 14, 2012: an Action Calendar Item #14 was developed by BPD to 
address the remaining agreements including UASI and NCRIC. Council approved 
the remaining Mutual Aid MOUs but directed the CM to modify BPD General 
Order J-1 and adopt a resolution stating that the COB will not comply with ICE civil 
immigration detainers, except as to dangerous persons who will be held for no 
more than 48 hours.

o May 15, 2012: an Action Calendar Item #41a was submitted to the Council with 
recommendations from the PRC to modify and accept the remaining mutual aid 
policies.

o May 22, 2012: an Action Calendar Item #2a and #2b were submitted but were 
held over to June 19, 2012 Special Work Session and Special Meeting.

o June 19, 2012: Action Items #1A, #1B, and #1C were submitted by the PRC, CM 
(BPD), and Council Member Arreguin. 

 September 18, 2012: Action Item #10 – Council approved the Resolution which required 
Council review and approval for all grant applications for equipment, if the equipment was 
being provided to the Police Department through UASI funds; and directed the City 
Manager to direct the Police Department to continue to follow its own policies and 
procedures when participating in UASI training and to continue to send all UASI related 
training orders to the PRC for review, Council Resolution 65,901-N.S.

 November 12, 2013: City Council approved a UASI Grant application to fund the 
department with $85,793.00 for the purchase of a 3D Laser Scanner Measurement 
Device, Council Resolution 66,370-N.S.  

 October 28, 2014: City Council continued their approval of the previously submitted UASI 
Grant Agreement, Council Resolution 66,836-N.S.
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 November 18, 2014: City Council approved a UASI Grant application to fund the police 
department for the purchase of a Reinforced Panel Van, Council Resolution 66,851-N.S.

 November 15, 2016: Consent Calendar Item #8 - City Council approved a UASI Grant 
application to fund the Department with $68,999.00 for the purchase of a Portable Live 
Video X-ray System for bomb disposal, Council Resolution 67,737-N.S.

 December 13, 2016: Consent Calendar Item #21 - Moved to Action Calendar.  City 
Council approved the UASI Grant for $125,373.00, for the purchase of a Reinforced 
Panel Van, Council Resolution 67,785-N.S.

 April 25, 2017: request City Council approval to purchase the Reinforced Panel Van 
previously approved by City Council under Resolutions 66,851-N.S. and 67,785-N.S., 
above.

 UASI Funding for emergency preparedness, Berkeley Fire Department - June 26, 2007: 
City Council adopted a Resolution which approved the CM signing an MOU with UASI to 
secure up to $18,000.00 to purchase six disaster equipment caches for emergency 
preparedness. These caches were used for fraternity, sorority, and student cooperative 
housing units in Berkeley, Council Resolution 67,738-N.S.

 UASI funding via Alameda County Office of Emergency Services: Berkeley Fire 
Department and the police department are currently moving towards using a service 
called AC Alert.  AC Alert is a high speed telephonic communication service which will be 
used in conjunction with Nixle to push out different types of emergency information to the 
public.  AC Alert was introduced by the Alameda Office of Emergency Service and is 
funded through UASI.

UASI TRAININGS (NON-URBAN SHIELD, NON-SCENARIO BASED)
Below is a sample of training UASI has provided as free training opportunities to the Berkeley 
Police Department:

 Explosive ordinance awareness: Understanding and recognizing explosive devices
 Medical training: Triaging, first aid, etc. for mass casualty incidents
 Response to school shootings: Responding, getting medical attention to the victims
 Public Information training
 Disaster recovery: Obtaining federal resources
 Hazmat response training: Recognizing specific toxics and chemicals
 Campus emergency prevention: Preventing and responding to an emergency
 Incident command system training on various levels of disaster management

TRANSPARENCY IN TRAINING
All police department training courses are announced in Training Bulletins. All Training Bulletins 
are forwarded to the PRC for the Commission’s information and review. 

UASI / URBAN SHIELD
UASI funding supports Urban Shield, an internationally recognized training exercise that is 
designed to prepare civilian and public safety government employees for natural and man-made 
disasters. Trainings are designed for county and city communications staffs, tactical teams, 
explosive ordinance disposal teams, firefighters, and hostage negotiators. There are no other 
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training exercises that are comparable in scale or scope to Urban Shield’s comprehensive, in 
depth, and large-scale training scenarios. In the City of Berkeley, Fire, Police, Emergency 
Services, Public Health and civilian staff use the training. 

Urban Shield does not provide scenario-by-scenario trainers. Rather, individual teams bring their 
own training, tactics, and policies to each scenario, where they are then rated, and given the 
opportunity to review and discuss each scenario. 

Any participating City staff engage in all scenarios while adhering to City policies, such as BPD 
and its Use of Force Policy. Responding to significant natural or man-made disasters inevitably 
requires collaboration with other agencies.  

Urban Shield helps prepare our civilian and sworn staff to respond to critical incidents and multi-
casualty incidents that may occur, and have occurred within our city. The Urban Shield exercise is 
the only available opportunity for our officers to work through realistic scenarios with role players 
who act as witnesses, victims, suspects and casualties. Urban Shield’s scenarios can take place 
in airplanes, boats, trains and other types of infrastructure that we may not have access to until an 
emergency response is needed. The communications exercise in 2016, which civilian City staff 
participated in, focused on distributing potable water to 1.8 million households in the Bay Area 
following a catastrophic earthquake.

Terrorist, mass casualty, and active shooter incidents continue to occur in the US and around the 
world; without warning. Should such an event occur in Berkeley, Berkeley Police, Fire, and EMTs 
will be the first responders and as such address the threat, mitigate the impacts to the victims, and 
restore order to the community. To that end, it is vitally important for our officers and firefighters to 
be as prepared as possible when called upon to respond. The wide range of scenarios offered by 
Urban Shield support officers’ preparedness and training for the worst imaginable circumstances. 

Urban Shield’s scenarios are based on real life events, including:

 Hospital Attack in Pakistan
August 8, 2016 Quetta, Pakistan - Mass shooting/suicide bombing - Suspects killed 70 and 
injured 130 others.

 Orlando Nightclub Shooting
June 12, 2016 Orlando, Florida - Mass shooting/Hostage situation - Suspect killed 49 
people and wounded 53 others inside a nightclub. 

 San Bernardino Attack
December 2, 2015 San Bernadino, California - Mass shooting/Attempted bombing. Two 
suspects killed 14 and injured 22 others.  

 Planned Parenthood Shooting
November 27, 2015 Colorado Springs, Colorado -  Mass shooting/Standoff - Suspect shot 
three people near a clinic including a police officer who responded to the scene. Nine other 
people were shot including 5 police officers and 4 civilians.

 Charlie Hebdo Shooting
January 7, 2015 Paris, France - Mass shooting - Two suspects killed 12 people in an office 
building.

 Sandy Hook Elementary School Shooting
December 14, 2012 Newtown, Connecticut - Mass shooting - Suspect fatally shot 20 
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children and six adult staff members.

 Aurora Theater Shooting
July 20, 2012 Aurora, Colorado - Mass shooting/Tear Gas/Explosive devices - Suspect 
shot and killled 12 people and 70 others were injured. 

 Virginia Tech Shooting
April 16, 2007, Blacksburg, Virginia - Mass shooting/Bomb Threat/Mobile Suspect - 
Suspect shot and killed 32 people. 

 Beslan School Siege
September 1, 2004 Beslan, Russia Chechan - Mass shooting/Hostage situation/Standoff - 
Rebels took approximately 1200 people hostage for three days.  330 were killed and more 
than 700 people were wounded.

 Columbine High School
April 20, 1999 Columbine, Colorado - Mass shooting/Over 99 explosive devices - Two 
teenagers killed 12 students and one teacher. 

Our community is home to major science labs, prominent institutions, stadiums, entertainment 
venues, nightclubs, schools, movie theaters, churches, cafes, restaurants, as well as numerous 
outspoken leaders and activists; any number of which could be targeted. Attacks such as those 
listed occur without warning, and can occur at any time. Urban Shield is leading the country in 
preparing emergency responders to similar incidents. 

Additional information regarding UASI and BPD participation in Urban Shield:

 BPD can invite PRC members or City Council members to Urban Shield to observe and 
evaluate the exercises, our team and the team’s abilities. 

 The Alameda County Board of Supervisors has created an Urban Shield Task Force to 
examine and report back to the Board regarding the Urban Shield Exercise. The Task 
Force includes numerous non-elected community members, including representatives of 
the Stop Urban Shield Coalition. Their report is expected in August.

 UASI’s grant program provides funds for equipment and training, but not weapons. 

 On October 28th, 2013, the Berkeley Police Department validated the use of its own tactics 
through the Urban Shield exercise and placed 1st out of 35 teams.  The event was 
discussed in an in depth article in Berkeleyside, see attachment 3.

 On March 25, 2014 the PRC recommended council pass a proclamation recognizing 
BPD’s 2013 Urban Shield Team.  The Council passed a proclamation stating, “Urban 
Shield 2013 included training scenarios based on real-world emergencies and critical 
events. In Urban Shield 2013 the Berkeley Police Department's Special Response Team 
demonstrated its skill and dedication to its mission by finishing in first place among the 
thirty-five competing police teams….the Mayor and City Council of Berkeley, do hereby 
honor and celebrate the Berkeley Police Department's Special Response Team and its 
individual members for their victory in the Urban Shield 2013 exercise.”  (See Attachment 
4)

 Last year, the Berkeley Police Department had the highest score of all Departments with 
part-time teams, and scored fifth overall.
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 Participation in Urban Shield does not compromise policies regarding cooperation with 
ICE, per General Order J-1 (139). 

 Every grant application made to UASI is brought to Council for review and approval.

 Equipment purchased through UASI grants is used in accordance with BPD policies, 
staffed by BPD personnel, and is not under the control of the federal government.

 The police department is not obliged to take part in any operation not in line with our 
community’s values.

UASI / THE BERKELEY FIRE DEPARTMENT and OFFICE OF EMERGENCY SERVICES
BFD, OES, Public Health and civilian staff participate with UASI as follows:

 Berkeley OES has previously been on the Urban Shield Yellow Command Exercise 
Evaluation Team, which provides staff with exposure to complex, intense exercises and 
the opportunity to learn from the drills of others. These events include and work in 
collaboration with other law enforcement agencies to simulate the realities of first 
responders.

o OES and civilian city staff have participated in the one day series of workshops. 
Sessions attended included lessons learned from the Water Point of Distribution 
exercise, Joint Information System planning, and learning from the responders to 
the San Bernardino shooting incident.

o In 2017 and 2018 Yellow Command is focused on Regional Shelter Planning and 
will provide opportunities to test large scale shelter plans, which will be integral to 
the Bay Area’s earthquake response.

o In 2017 a new element is being added to Urban Shield to incorporate community 
disaster preparedness and CERT teams.

 UASI Mass Care and Sheltering Sub-Committee, which is the only source for regional 
planning for care and shelter concerns.   

 UASI Emergency Management Working Group, which brings together regional partners to 
address emergency management, planning, and recovery issues.   

 UASI Joint Information System Working Group, which is a platform for Public Information 
Officers throughout the Region to collaborate and assist each other during planned events 
and emergencies

 Medical and Public Health Workgroup 
 Emergency Public Information and Warning Workgroup 
 Training and Exercise Programs (Classes are provided free of charge throughout the 

region. Many are needed for EOC credentialing and would be expensive to attend without 
UASI funding) Training includes:

o Emergency Management Training
o Disaster Recovery, Planning, and Mitigation
o Essential Emergency Management Concepts
o Earthquake Response
o PIO/JIC Training
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o Specialized Training developed based on identified emergency management needs 

NCRIC-SPECIFIC BACKGROUND INFORMATION
NCRIC / SUMMARY
NCRIC is the Northern California Regional Intelligence Center.  NCRIC holds a partnership with 
federal, state, and local public safety agencies and coordinates the sharing of criminal intelligence.  
BPD may receive and share confidential or “law enforcement sensitive” public safety oriented 
information with NCRIC to facilitate criminal investigations or to promote the safety of the 
community and/or law enforcement.  There is not an actual agreement with NCRIC, but only the 
department’s General Order N-17 which provides guidance on how and when BPD can obtain and 
share information with NCRIC

NCRIC / INFORMATION SHARING
There are currently 135 members of the police department who receive NCRIC’s updates.  The 
updates consist of general officer safety information, such as when a weapon is concealed in an 
unusual way, and descriptions of unusual occurrences across the state.  

For 2016 there were a total of 124 Automated License Plate Recognition (ALPR) queries from 
twelve different police officers. The queries are an investigative tool to develop leads on suspect 
vehicles, and to identify and locate offenders after an incident has occurred. 

For 2017, as of April 1, 2017, there have been 46 queries from eight different police officers.

All officers are required to submit their reason for their access, (e.g. a case number), and that 
information is later audited by the IT department at NCRIC.

NCRIC / Suspicious Activity Reports (SARS)
BPD submits SARS to NCRIC.  The criteria for these reports is outlined in General Order N-17. 
SARS Submittal History: 

 2012-2013: 11 reports (submitted to City Council in the 10/15/13 Report)
 2014: 5 reports (submitted to City Council in the 10/28/14 Report)
 2015: 2 reports (submitted to City Council in the 12/1/15 Report)
 2016: 1 report (submitted to City Council in the 3/14/17 Report)

CURRENT SITUATION AND ITS EFFECTS
FISCAL AGENT AGREEMENT & NCRIC 
Fiscal agent agreement(s) and BPD’s policy with regards to NCRIC are two sections contained 
within BPD’s Compendium of Memorandum of Understandings, which contains BPD’s agreements 
with multiple local, state and federal agencies.  

On March 14, 2017 the Council approved the entire Compendium with the exception of UASI and 
NCRIC and requested further information on both items. A detailed explanation has been set forth 
above.

RATIONALE FOR RECOMMENDATION
Section 3.6 has been revised for clarity, and now more specifically and accurately describes the 
fiscal agent agreement which is entered into after Council approves the request to apply for 
equipment, and approves receipt of grant funds to purchase the equipment through the regionally 
controlled Urban Area Security Initiative grant approval process. There is no other agreement with 
UASI.
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 The UASI grant funding program is utilized on a case by case basis.  Any application for a 
UASI grant is brought before council for approval.

 Equipment purchased through UASI Grants is under the sole control of the Berkeley Police 
Department. Equipment obtained through a UASI grant are not federally controlled, and 
are not controlled by any entity other than the Berkeley Police Department

 The Police Department operates in accordance with all City Council and Department 
General Orders and Policies as applicable. 

Section 3.12 has been revised for clarity, and sets forth that the relationship between the NCRIC 
and the Berkeley Police Department as described within Berkeley Police Department General 
Order N-17. There is no other agreement with NCRIC.  

 Berkeley Police Department General Order N-17 outlines policy and procedures for 
participating with NCRIC, and provides detailed language for the Suspicious Activity 
Report (SAR) process: 

o Under N-17 Section 5, “Non-violent civil disobedience is specifically exempted from 
SARs reporting, and such activities shall not be reported as SARs.”

o Under N-17 Section 6, “SARs must not be submitted based on ideology, social or 
political opinion or advocacy of religious beliefs or association with a particular 
group…”

 The police department operates in accordance with all City Council and Department 
General Orders and Policies as applicable. 

ENVIRONMENTAL SUSTAINABILITY
There are no identifiable environmental effects or opportunities associated with the subject of this 
report.

CONTACT PERSONS
Andrew Greenwood, Chief of Police, 510-981-5700
Attachments/Exhibits:

1. Resolution
 Exhibit A: Revised Face Sheet for MOU Compendium Item 3.6 - Fiscal Agent 

Agreement(s)
 Exhibit B: Revised Face Sheet for MOU Compendium Item 3.12 - NCRIC

2. Berkeley PD General Order N-17: SUSPICIOUS ACTIVITY REPORTING AND
RELATIONSHIP WITH THE NORTHERN CALIFORNIA REGIONAL INTELLIGENCE
CENTER

3. Berkeleyside Article
4. City Council Proclamation
5. 2016 UASI Grant Fund Agreement
6. March 14, 2017 Council Report
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RESOLUTION NO. ##,###-N.S.

APPROVING POLICE DEPARTMENT MOU COMPENDIUM REVISED AND UPDATED 
ITEMS 3.6 AND 3.12, AS OF APRIL 25, 2017, WHICH EXPRESS TERMS AND 
CONDITIONS OF ALL CURRENT FISCAL AGENT AGREEMENTS RESULTING FROM 
COUNCIL-APPROVED GRANT FUNDING FROM THE URBAN AREA SECURITY 
INITIATIVE GRANT APPROVAL AUTHORITY, AND INFORMATION SHARING, 
COOPERATION AND ASSISTANCE BETWEEN THE BERKELEY POLICE 
DEPARTMENT AND THE NORTHERN CALIFORNIA REGIONAL INTELLIGENCE 
CENTER, AS DESCRIBED IN BERKELEY POLICE DEPARTMENT GENERAL ORDER 
N-17

WHEREAS, the Berkeley Police Department has established written agreements and 
policies; and

WHEREAS, such agreements and policies are needed to enhance investigative 
resources and emergency services provided to the citizens of Berkeley, creating a safer 
environment for all; and

WHEREAS, this agreement and policy have been in existence and approved by City Council 
on numerous previous occasions as described above, and is now further clarified and more 
accurately described.

NOW THEREFORE, BE IT RESOLVED by the Council of the City of Berkeley that the 
Council approves the Police Department MOU Compendium’s revised Items: 3.6, 
Agreement with Fiscal Agent for Distribution of Urban Area Security Initiative Grant Funds, 
and revised item 3.12, Relationship with Northern California Regional Intelligence Center 
(NCRIC) as codified in police department General Order N-17, as set forth in City Manager 
Report dated April 25, 2017, a copy of which is attached hereto, marked Exhibit A and B 
and made part hereof.

BE IT FURTHER RESOLVED that record copies of aforementioned documents to be on 
file in the Office of the City Clerk, and be available electronically via the City of Berkeley 
website.
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CITY COUNCIL REVIEW/APPROVAL BINDER
BERKELEY POLICE DEPARTMENT

AGREEMENTS, LETTERS AND UNDERSTANDINGS RE
MUTUAL AID, INFORMATION SHARING AND COOPERATION

WITH OTHER LAW ENFORCEMENT, MILITARY ENTITIES, AND 
PRIVATE SECURITY ORGANIZATIONS 

(Berkeley Municipal Code §2.04)

Exhibit A

Item # 3.6 (2017 Revision)
Title: AGREEMENT WITH THE CITY & COUNTY OF SAN FRANCISCO FOR THE 

DISTRIBUTION OF UASI GRANT FUNDS

Type: Agreement with Fiscal Agent to receive reimbursement

Compendium 
Approvals: Initial: April 10, 2010 / Current: April 25, 2017

Summary:

The Urban Area Security Initiative provides for a grant funding program which is 
managed by the Department of Homeland Security, supported by FEMA, and with 
the City and County acting as the fiscal agent through which grant funding is 
distributed. The funds are provided to support emergency and disaster 
preparedness and response. This agreement is entered into after Council has 
authorized the City Manager to apply for, and receive, grants. Upon Council 
approval for the City Manager to receive the funds, the City Manager executes the 
agreement with the Fiscal Agent.

Rationale:

The Police Department’s application for grant in UASI’s grant funding program 
allows the department to purchase expensive and necessary equipment that 
promotes public safety and serves the law enforcement mission.   Participation in 
UASI’s grant funding program facilitates supports the goals of local and regional 
preparedness and emergency response to disasters and acts of violence.

Cost:
Item 3.6 is intended to provide information regarding a fiscal agent agreement. 
With the December 13, 2016 action, Council approved the receipt of grant funds 
and directed the City Manager to enter into the current Fiscal Agent agreement. 

Current Fiscal 
Agent Agreement

Fiscal Agent Agreement ending February 28, 2018, provides for reimbursement of 
a maximum of $125,373 to support the purchase of a reinforced panel van.

Previous Fiscal 
Agent 

Agreements 
(No longer 

attached)

1. Fiscal Agent Agreement and amendment, ending December 31, 2009, 
provided for the reimbursement of a total amount not to exceed $258,267 to 
support the purchase of a robot for the Emergency Ordinance Disposal team, 
EOD related training ,and reimbursement for expenses associated with 
operating a scenario training site during an Urban Shield exercise. 

2. Fiscal Agent Agreement ending November 30, 2010, provided for the 
reimbursement of a total amount not to exceed $39,066 to support the 
purchase of a portable X-Ray device for the Emergency Ordinance Disposal 
team, and refurbishment of a vehicle for EOD team purposes.

Recommendation: Continued Approval

Implementation: The Police Department will continue to operate in accordance with all City Council 
and Department general orders and policies as applicable.
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CITY COUNCIL REVIEW/APPROVAL BINDER
BERKELEY POLICE DEPARTMENT

AGREEMENTS, LETTERS AND UNDERSTANDINGS RE
MUTUAL AID, INFORMATION SHARING AND COOPERATION

WITH OTHER LAW ENFORCEMENT, MILITARY ENTITIES, AND 
PRIVATE SECURITY ORGANIZATIONS 

(Berkeley Municipal Code §2.04)

Exhibit B

Item # 3.12 (2017 Revision)

Title:
BERKELEY POLICE DEPARTMENT RELATIONSHIP WITH NORTHERN 
CALIFORNIA REGIONAL INTELLIGENCE CENTER (NCRIC) AS GOVERNED 
BY GENERAL ORDER N-17

Type: Written Policy: BPD General Order N-17
Compendium 

Approvals: Initial: April 10, 2010 / Current: April 25, 2017

Summary:

Berkeley Police Department General Order N-17 governs the relationship between 
the Berkeley Police Department and NCRIC.
NCRIC facilitates the legal sharing of terrorism and criminal-oriented information. 
In this effort, NCRIC produces/disseminates intelligence, conducts training, and 
provides investigative and analytical case support to federal, state and local law 
enforcement agencies. NCRIC strives to ensure the protection of privacy and civil 
liberties of citizens in its assistance to local, state and federal agencies with their 
mission of protecting the communities they serve from the threats and dangers of 
terrorist, gang, narcotics and organized criminal activities.  Local Terrorism Liaison 
Officers (TLOs) facilitate information sharing and investigative collaboration.
The Police Department has a comprehensive policy regarding the provision of a 
Suspicious Activity Report to NCRIC, including several steps of review, and the 
reporting to City Council, in redacted form, of all SARs submitted to NCRIC.
The Police Department may receive and share confidential or ‘law enforcement 
sensitive” public safety-oriented information with NCRIC to facilitate criminal 
investigation or to promote the safety of the community and/or law enforcement.  
The Police Department has designated sworn employees to act as TLO’s in 
addition to their normal assigned duties, as described within General Order N-17)

Rationale:

Police Department interaction with NCRIC, governed by General Order N-17, 
promotes public safety and serves the law enforcement mission. 
Transparency of Suspicious Activity Reporting to NCRIC is accomplished through 
reporting redacted SARs with City Council.

Cost:

If Approved:  Cost will be neutral.  Approval will continue to support current law 
enforcement activity, funded in existing budget.
If Not Approved:  Effect on cost cannot be calculated.  Absence of or reduced 
interaction would inhibit investigations and impact successful prosecution.  Public 
and employee safety would be adversely affected.  Increased local enforcement 
responsibility would increase local costs.

Recommendation: Continued Approval

Implementation: The Police Department will continue to operate in accordance with all City Council 
and Department general orders and policies as applicable.
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BERKELEY POLICE DEPARTMENT

ISSUE DATE:  November 9, 2016 GENERAL ORDER N-17

Attachment 2

SUBJECT: SUSPICIOUS ACTIVITY REPORTING AND RELATIONSHIP WITH THE 
NORTHERN CALIFORNIA REGIONAL INTELLIGENCE CENTER

PURPOSE

1 - The terrorist attacks of September 11, 2001, and subsequent attacks throughout 
the world have demonstrated the necessity of an organized and integrated 
information sharing system at all levels of law enforcement. In order to prevent, 
prepare for, respond to, and investigate potential acts of terrorism and other 
violent criminal threats, it is necessary to establish an efficient system of 
communication whereby critical information can be quickly disseminated within 
the Berkeley Police Department (BPD) and to various local, state and federal law 
enforcement agencies.

2 - National guidelines have been developed and implemented throughout the 
United States through the National Criminal Intelligence Sharing Plan, the 
Findings and Recommendations of the Suspicious Activity Report Support and 
Implementation Project and the Nationwide Suspicious Activity Reporting 
Initiative (NSI) to establish a means for the sharing of information, known as 
Suspicious Activity Reporting (SAR). The information sharing plan was 
developed by law enforcement agencies to establish an all-crimes approach to 
gathering, processing, reporting, analyzing, and sharing of suspicious activity 
related to potential terrorism and crime. By maximizing information from citizens, 
law enforcement, and public safety officials, criminal acts can be detected and 
disrupted and incidents that have occurred can be properly investigated.

3 - The Berkeley Police Department will continue to attempt to detect crime before it 
occurs, including terrorism, through various means such as Suspicious Activity 
Reporting (SAR). The SAR program will provide a format for the Department to 
accurately and appropriately gather record, analyze and share suspicious activity 
or, in cases of named or identified individuals or groups, information that gives 
rise to a reasonable suspicion of criminal activity, including those activities 
related to foreign or domestic terrorism.

LIMITATIONS

4 - If the information gathered is developed into criminal intelligence, the Department 
will ensure that the information privacy and legal rights of all persons will be 
recorded and maintained in strict compliance with existing federal, state and 
Department guidelines regarding criminal intelligence systems as defined in (28 
Code of Federal Regulations (CFR), Part 23 including subsections 23.20 (a) and 
23.20(b)), the California Constitution and the California Attorney General’s Model 
Standards and Procedures for Maintaining Criminal Intelligence Files and 
Criminal Intelligence Operational Activities and the California State Threat 
Assessment System Concept of Operations.
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ISSUE DATE:  November 9, 2016 GENERAL ORDER N-17
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(a) A project shall collect and maintain criminal intelligence information 
concerning an individual only if there is reasonable suspicion that the 
individual is involved in criminal conduct or activity and the information is 
relevant to that criminal conduct or activity.

(b) A project shall not collect or maintain criminal intelligence information about 
the political, religious or social views, associations, or activities of any 
individual or any group, association, corporation, business, partnership, or 
other organization unless such information directly relates to criminal 
conduct or activity and there is reasonable suspicion that the subject of the 
information is or may be involved in criminal conduct or activity.

5 - Non-violent civil disobedience is specifically exempted from SARs reporting, and 
such activities shall not be reported as SARs.

6 - SARs must not be submitted based on ideology, social or political opinion or 
advocacy of religious beliefs or association with a particular group.  Criminal 
activity that would not ordinarily result in a SAR does not become worthy of a 
SAR when the subject’s speech or expression indicates a particular ideological 
viewpoint or association.

POLICY

7 - Effective immediately, all sworn BPD personnel will document incidents with an 
actual or potential terrorism nexus or other suspected criminal activity and submit 
those proposed Suspicious Activity Reports as outlined in this policy.  All 
Department members will adhere to the procedures and responsibilities 
described in this policy whenever potential terrorism related activity is 
encountered, observed or reported.

DEFINITIONS

8 - Suspicious Activity:  Behavior that may be indicative of intelligence gathering or 
pre-operational planning related to terrorism, or criminal activity.  Suspicious 
behavior must have a criminal predicate (defined below), and must rise to the 
level of reasonable suspicion (defined below) in order to be reportable as a SAR 
in circumstances involving a named or identified individual or group.

9 - Criminal Predicate: The standard by which the determination as to whether 
information may be used to create a SAR is made in circumstances involving a 
named or identified individual or group.  It means that there exists a "reasonable 
suspicion" based on the analysis of legally obtained information that the subject 
of the information is or may be involved in definable criminal conduct and/or 
activity that supports, encourages, or otherwise aids definable criminal conduct. 
For the purposes of this order, infraction violations will not be considered 
sufficient to establish a criminal predicate. The underlying offense must amount
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to a misdemeanor or felony.

10 - Reasonable Suspicion: Information which, when viewed in its totality, leads a 
person with appropriate training, specialized knowledge, and/or experience to 
conclude that a person, association of persons, or organization is involved in 
definable criminal conduct and/or activity that supports, encourages, or otherwise 
aids definable criminal conduct.

PROCEDURES

11 - Examples of behaviors that could be reported as a SAR are as follows (all of 
these behaviors have been verified as behaviors which have preceded and been 
linked to actual terrorist incidents as well as common criminal acts):

DEFINED CRIMINAL ACTIVITY AND POTENTIAL TERRORISM NEXUS ACTIVITY

ISE-SAR CRITERIA GUIDANCE Category Description

Breach/Attempted Intrusion
Unauthorized personnel attempting to or actually entering a 
restricted area or protected site. Impersonation of authorized 
personnel (e.g. police/security, janitor).

Misrepresentation
Presenting false or misusing insignia, documents, and/or 
identification, to misrepresent one’s affiliation to cover 
possible illicit activity.

Theft/Loss/Diversion

Stealing or diverting something associated with a 
facility/infrastructure (e.g., badges, uniforms, identification, 
emergency vehicles, technology or documents {classified or 
unclassified}, which are proprietary to the facility).

Sabotage/Tampering/ Vandalism Damaging, manipulating, or defacing part of a 
facility/infrastructure or protected site.

Cyber Attack Compromising, or attempting to compromise or disrupt an 
organization’s information technology infrastructure.

Expressed or Implied Threat Communicating a spoken or written threat to damage or 
compromise a facility/infrastructure.

Aviation Activity

Operation of an aircraft in a manner that reasonably may be 
interpreted as suspicious, or posing a threat to people or 
property. Such operation may or may not be a violation of 
Federal Aviation Regulations.

POTENTIAL CRIMINAL OR NON-CRIMINAL ACTIVITY REQUIRING ADDITIONAL FACT
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INFORMATION DURING INVESTIGATION1

Eliciting Information

Questioning individuals at a level beyond mere curiosity about 
particular facets of a facility’s or building’s purpose, operations, 
security procedures, etc., that would arouse suspicion in a 
reasonable person.

Testing or Probing of Security
Deliberate interactions with, or challenges to, installations, 
personnel, or systems that reveal physical, personnel or cyber 
security capabilities.

12 - Examples of behavior which cannot be reported as a SAR unless:  1) the activity 
rises to the level of criminal conduct, or 2) the person taking part in the activity is not 
identified, and therefore, not subject to possible investigation by state and federal 
investigative agencies:

Recruiting Building of criminal operations teams and contacts, personnel 
data, banking data or travel data

Photography

Taking pictures or video of facilities, buildings, or infrastructure in 
a manner that would arouse suspicion in a reasonable person. 
Examples include taking pictures or video of infrequently used 
access points, personnel performing security functions (patrols, 
badge/vehicle checking), security-related equipment (perimeter 
fencing, security cameras), etc.

13 - E m p lo ye e ’s Resp on sibilities:  All personnel are reminded that Constitutional 
rights will be honored at all times and nothing in this policy diminishes 
Constitutional protections. Personnel are specifically reminded of Fourth 
Amendment protections and that persons cannot be arrested without probable 
cause, detained without reasonable suspicion, and that evidence cannot be 
seized except pursuant to a warrant or an existing recognized exception to the 
warrant requirement.  Any BPD employee receiving any information regarding 
suspicious activity potentially related to terrorism shall:

(a) Notify their direct supervisor.

1 Note: These activities may be considered First Amendment-protected activities and should not be reported in a SAR 
or ISE-SAR absent articulable facts and circumstances that support the source agency’s suspicion that the behavior 
observed is not innocent, but rather reasonably indicative of criminal activity associated with terrorism, including 
evidence of pre-operational planning related to terrorism. Race, ethnicity, national origin, or religious affiliation should 
not be considered as factors that create suspicion (although these factors may be used as specific suspect 
descriptions).
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(b) Notify a department Terrorism Liaison Officer (TLO)

(c) Document the incident as described in this policy.

14 - Responsibilities of Supervisors: Upon notification that personnel have received 
information regarding a potential SAR, the BPD Supervisor shall:

(a) Determine if any further law enforcement response is needed, will 
consult with a BPD (TLO) if available and determine if immediate 
notifications to the Chief of Police, and/or the City Manager or 
his/her designee is required.

(b) Provide the information in written form to the TLO for consideration 
of SAR submittal.

(c) Review the reports and ensure the proper reporting has been 
completed.

15 - Responsibilities of the TLO and TLO Coordinator (TLOC): Terrorism Liaison 
Officers (TLOs) have received training in the identification, handling and reporting 
of potential terrorism related incidents. TLOs will be available as a resource for 
SAR related incidents.

(a) TLOs will review proposed SARs from officers, and supervisors, 
and forward them to the TLO Coordinator (TLOC) for further review. 
If the report meets sufficient criteria for submission as a SAR, the 
TLOC will submit it to the Operations Division Commander or his 
designee for submission approval.

(b) The TLOC shall maintain a written log of all SARs submitted, and 
prepare an annual report to be provided to City Council.

16 - Responsibilities of the Operations Division Commander:

(a) Review of proposed SARs, and approval/rejection as appropriate.

(b) Forward all SARs to the City Manager and Chief for review

(c) Ensure that a written log is maintained and an annual report 
prepared by the TLOC.

17 - Responsibilities of the NCRIC: It is the policy of the NCRIC to make every effort 
to accurately and appropriately gather, record, analyze, and disseminate 
information that could indicate activity or intentions related to threats to homeland 
security and submit such information to the Federal Bureau of Investigation –
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Joint Terrorism Task Force (FBI-JTTF) and the Nationwide Suspicious Activity 
Reporting (SAR) Initiative (NSI) in the form of an NSI suspicious activity report. 
These efforts shall be carried out in a manner that protects the information and 
the privacy, civil rights, and civil liberties of individuals. Suspicious activity 
information shall be recorded and maintained in strict compliance with existing 
federal and state guidelines.

18 - The NSI has established a unified process for reporting, tracking, and assessing 
terrorism-related SARs throughout the nation. The NSI adheres to the guidelines 
established by the Intelligence Reform and Terrorism Prevention Act and the 
Information Sharing Environment Suspicious Activity Reporting (ISE-SAR) 
Functional Standard. These guidelines call for all terrorism-related suspicious 
activity reporting to be routed through designated fusion centers for appropriate 
vetting and review before the information can be shared within the nationwide 
system. The NCRIC as a component of California’s State Threat Assessment 
System has been designated as the review agents for all terrorism-related 
suspicious activity reporting in the region.

19 - The NCRIC will then make the decision to share the SAR information with the 
NSI based on the standards established by the NSI. The NCRIC is also 
responsible for ensuring that all TLOs, line officers and other first responders in 
the region have received appropriate training in the collection and reporting of 
terrorism-related suspicious activities and the responsibilities related to protection 
of privacy, civil rights and civil liberties of individuals. The NCRIC also works 
closely with the NSI Program Management Office to ensure a statewide 
implementation of suspicious activity reporting.

20 - Reporting a SAR: All Suspicious Activity Reports (SARs) will be submitted 
through the www.ncric.org website. When the SAR involves a criminal act or 
attempted criminal act, a written BPD police report shall be submitted (and BPD 
case number created) identifying the suspected criminal behavior and 
referencing the systems and personnel notified of the SAR.
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Berkeley Police team wins local Urban Shield contest 

By Emilie Raguso 
Nov. 8, 2013, 4 p.m. 

Berkeley Police Urban Shield team. Photo: Berkeley Police Association 
A team of Berkeley Police officers took first place at a recent Bay Area competition to gauge 
their preparedness in a 48-hour series of grueling emergency response drills, authorities said 
this week. 

The fifth annual Bay Area Urban Shield event, which is organized by the Alameda County 
sheriff’s department, took place Oct. 25-28 in locations around the region. 

The federally-funded program is managed by the National Incident Management System and 
the Standard Emergency Management System, according to organizers. The program was 
created to train first responders in how to handle disaster scenarios in the communities they 
serve. Police and fire first responders in many cities, such as San Francisco, Austin and 
Dallas, along with international teams from Brazil, Israel, France and other countries, have 
participated. 

Sgt. Christian Stines, president of the Berkeley Police Association, said Berkeley’s team of 
participants this year bested 34 other SWAT and emergency responder teams from around 
the globe to score highest in this year’s contest. 

The team was made up of eight officers, including negotiators and members of logistics and 
tactical teams, who are among a couple dozen members of Berkeley’s overall special 
response team. Officers volunteered to participate in the contest to represent the department. 

The exercises are “designed to protect buildings and its inhabitants, in mass casualty 
incidents, in active shooter scenarios, like what occurred at Oikos University in Oakland, and 
in hostage rescue exercises,” Stines said. 

Drills were modeled on events like the U.S. embassy attack in Benghazi, the Navy shipyard 
attack in September, the Boston Marathon bombing and the shooting at Sandyhook 
Elementary in Newtown. Competitions were staged in locations throughout Northern 
California, including San Francisco, Redwood City, Livermore and Brentwood. Emergency 
responders worked together to address each incident, and teams were scored on their 
participation. 

This year, two drills took place on the Bay Bridge. In one, terrorists had stolen a FedEx van 
and were using it to launch a chemical and biological assault on bystanders. Scenarios have 
also taken place inside the Caldecott Tunnel or at local airports. 
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“We get the chance to do things that we don’t normally do, or couldn’t normally do, in 
Berkeley,” said Stines. “All of those were just great experiences, to feel like we’re capable of 
handling those different situations.” 

He said teamwork, practice and commitment throughout the year contributed to Berkeley’s 
success in the contest. 

“Team leaders have put in a tremendous amount of personal time, whether that’s through 
going to conferences, ordering T-shirts for the group, or dropping off coffee at training events,” 
he said. “Everybody, from top to bottom, has really contributed a lot of personal time to ensure 
that we’re a top notch team.” 

The Berkeley Police special response team has been around since 1976, and achieved 
international recognition for its handling of the Henry’s restaurant hostage incident in 1990. 

Many of the groups that participate in Urban Shield are full-time SWAT members, said Stines. 
In Berkeley, it’s an ancillary duty, with officers training for SWAT-type exercises just twice a 
month. Despite that, the team’s focus on “modernizing and really looking toward the best 
tactics and best practices” gave Berkeley an edge. 

Stines, who did not participate this year but has been involved in Urban Shield exercises in 
the past, described the competition as “brutal,” both physically and psychologically. 

“To be awake for 48 hours, it’s just difficult,” he said. “You’re obstacle course running, and 
climbing over water, and climbing through tunnels in the dark. By the end of it you’re pretty 
much a zombie.” 

There are no significant breaks throughout the competition, though participants undergo 
several brief medical checks for safety. 

“You may get some rest driving from the Livermore scenario to the Redwood City scenario, 
but otherwise you’re on, pretty much constantly, for those 48 hours,” said Stines. 

Participants also get a first-hand look at new technologies that might help in crime fighting, 
such as a tool that provides a 360-degree view of a room before first responders go inside. 

And, though much of the equipment and training may well have been designed for military 
contexts, Stines said local forces always translate that into what would make sense in a 
civilian environment. 

“We’re able to adapt the lessons that they’ve learned from armed conflicts and use those 
things to prevent problems in Berkeley,” he said. 

Critics of the program say it promotes the increasing militarization of local police forces. At a 
recent Berkeley City Council meeting in October, members of local watchdog group Copwatch 
said the city should not participate in events like it. 

“It is not about disaster preparedness. It’s a game,” Copwatch founder Andrea Prichett told 
council members, who were considering what type of law enforcement mutual aid agreements 
the city should approve. She said that, though events like Urban Shield tout anti-terrorism and 
disaster preparedness training, “it makes a joke of both activities.” 

“This police department is getting away from us,” Prichett told the council. 

Among roughly a dozen speakers who criticized the program or expressed concerns about the 
protection of civil liberties, one said events like Urban Shield help build the “framework for the 
police state,” and provide a dangerous precedent as far as what surveillance technologies are 
used in local communities. 

Others said, instead of focusing on terrorism or disaster response, police end up using their 
tactical skills to target activists involved with anti-war or Occupy-type movements, quash 
constitutionally protected forms of protest and criminalize demonstrators. 

Attachment 3

Page 33 of 79

http://www.nytimes.com/1990/09/28/us/berkeley-gunman-kills-student-taken-hostage.html


Berkeleyside Article 

Stines said he disagreed with that assessment. 

“If you looked at, in the 70s, with the huge number of veterans coming home, there was a lot 
more military culture in our police department at that point,” he said. “Now, there’s quite the 
reverse of that. There are a whole lot of really educated cops, even if they are veterans, who 
have spent enough time in civilian culture to parse what’s good and appropriate in the 
community. We’re even better at being able to tell the difference now than we have been in 
the past.” 
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Police Review Commission (PRC)

ACTION CALENDAR
March 25, 2014

To: Honorable Mayor and Members of the City Council 
From: Police Review Commission
Submitted by: Kiran Shenoy, Chair, Police Review Commission
Subject: Proclamation for Berkeley Police Department’s Special Response Team
RECOMMENDATION
Issue a proclamation congratulating the Berkeley Police Department’s Special Response 
Team and its individual members on their first-place finish in the 2013 Urban Shield 
competition.
FISCAL IMPACTS OF RECOMMENDATION
None.
BACKGROUND
The 2013 Urban Shield event was hosted by the Alameda County Sheriff’s Office from 
October 25-28. Urban Shield is a federally-funded program that supports full-scale, 
multidisciplinary Homeland Security/Disaster Preparedness exercises for first 
responders. These exercises involve competitive training scenarios that incorporate 
elements of real-world emergencies and major critical incidents. The Berkeley Police 
Department (BPD) was among the many police and fire agencies throughout the Bay 
Area and the state that participated in Urban Shield. BPD’s Special Response Team 
scored a first-place victory over the other 34 police department participants in the first 
responder exercise.
On December 11, 2013, the Police Review Commission voted 7-0-1-0 
(Cardoza/Berstein, Ayes: Allen, Cardoza, Lowhurst, Perezvelez, Rogers, Shenoy, 
Sherman; Noes: None; Abstain: Bernstein; Absent: None) to recommend to the City 
Council to issue a proclamation congratulating BPD’s Special Response Team and its 
individual members on their first-place finish in the 2013 Urban Shield competition.
CITY MANAGER
The City Manager concurs with the content and recommendations of the Commission’s 
Report.
CONTACT PERSON
Katherine J. Lee, Commission Secretary, (510) 981-4950

ATTACHMENTS
1. Proclamation
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HONOR THE BERKEtEY POLICE DEPARTMENT'S SPECIAL RESPONSE TEAM AND ITS 
INDIVI0\.1AL MEMBERS FOR THEIR VICTORY IN URBAN SHIELD 2013

WHEREAS, Utb<J.n Shield is a fedetally funded fotty¥cight hour competitive training exercise, for first 
responders, fuclu(:Jifig ftref1g ters, EMS and police; an.d

WHEREAS, Ufbarr Shield 2013  du ed.- aining Scehatios based on r al-world emergencies  nd critical
events sUch as the emb;:;Ssy attack in aenghazi, the Boston 1\1aiathon.and the Sandy Hook school
shoOting; and

·WH:ERE;.AS,.   Participating teams from police depattinents-came from around :california plus two from Texas 
and Ohe from B.taZ:i ahd ·

WHEREAS, ThC·event attraCted public officials as observers from countries around the worl9- induding111e
.  N5 thcdatJ.ds, the United Arab Emirates, Colombia and S"'itzerland; and

WHEREAS, 

WHEREAS,

Thirty-four  other police  departinents  were repiesemed  by teams  \vith  equivl_lleht  missions  to that 
of Berkeley's Speci l Response Team; and

,

n Utban Shield Z013 the Bei:keley Police Department's Special Response Team demonstrated its- 
skill arid dedication to its mission by finiShing in flrst place among thC thirty-five competing 
police_ teams.

NOW THEREFORE BE I'I' RESOLVED that we, the Mayor and City Council of Berkeley; do hereby honor
· and cciebrate_ the Berkeley Police Departri).enr's Special ReS-ponse Team.a.nd its individual 

members for their victoty in the Urban Shield 2013 eXercise.

Page 36 of 79



Attachment 5

Page 37 of 79

rthomsen
Typewritten Text
Attachment 5



Attachment 5

Page 38 of 79



Attachment 5

Page 39 of 79



Attachment 5

Page 40 of 79



Attachment 5

Page 41 of 79



Attachment 5

Page 42 of 79



Attachment 5

Page 43 of 79



Attachment 5

Page 44 of 79



Attachment 5

Page 45 of 79



Attachment 5

Page 46 of 79



Attachment 5

Page 47 of 79



Attachment 5

Page 48 of 79



Attachment 5

Page 49 of 79



Attachment 5

Page 50 of 79



Attachment 5

Page 51 of 79



Attachment 5

Page 52 of 79



Attachment 5

Page 53 of 79



Attachment 5

Page 54 of 79



Attachment 5

Page 55 of 79



Attachment 5

Page 56 of 79



Attachment 5

Page 57 of 79



Attachment 5

Page 58 of 79



Attachment 5

Page 59 of 79



Attachment 5

Page 60 of 79



Attachment 5

Page 61 of 79



Attachment 5

Page 62 of 79



Attachment 5

Page 63 of 79



Attachment 5

Page 64 of 79



Attachment 5

Page 65 of 79



Attachment 5

Page 66 of 79



Attachment 5

Page 67 of 79



Attachment 5

Page 68 of 79



Attachment 5

Page 69 of 79



Attachment 5

Page 70 of 79



Attachment 5

Page 71 of 79



Office of the City Manager

2180 Milvia Street, Berkeley, CA 94704 ● Tel: (510) 981-7000 ● TDD: (510) 981-6903 ● Fax: (510) 981-7099
E-Mail: manager@ci.berkeley.ca.us  Website: http://www.ci.berkeley.ca.us/manager

PUBLIC HEARING
March 14, 2017

To: Honorable Mayor and Members of the City Council
From: Dee Williams-Ridley, City Manager
Submitted by: Andrew Greenwood, Interim Chief of Police
Subject: Agreements, with Other Law Enforcement Agencies, Police Departments 

or Private Security Organizations

RECOMMENDATION
Conduct a public hearing, and upon conclusion, adopt a Resolution approving 
agreements, understandings or policies existing or revised as of August 4, 2016 
between the Berkeley Police Department and other local, state and federal law 
enforcement agencies, military and/or intelligence agencies, police departments and 
private security organizations in order to maintain the current level of police resources 
and emergency services.  Review attached Suspicious Activity Report and Mutual Aid 
requests/responses provided annually per City Council request.

FISCAL IMPACTS OF RECOMMENDATION
The fiscal impact of not approving these inter-agency agreements and understandings 
is difficult to determine.  Without inter-agency cooperation and assistance, major costs 
would be incurred in the event of critical incidents or disasters (i.e., major criminal 
investigations, riot situations, earthquakes, fires, terrorist attacks).

One example of a tangible fiscal impact includes the use of the Alameda County 
Sheriff’s Office laboratory for analysis of seized illegal drugs and forensic examination of 
other evidence.  The City does not have facilities capable of performing this service and, 
therefore, contracts with the County and private facilities for particular evidence analysis 
services.  Notwithstanding other forensic analysis services, Alameda County’s 
laboratory is the primary examiner of drug evidence for the Police Department.  As 
analysis of seized drugs and other evidence is required for prosecution of offenders, the 
City’s agreement with the Alameda County Sheriff’s Office must be approved for the 
work to continue. Conveying all analytical and forensic services to a private laboratory 
would increase costs.

Approval of a given agreement will continue to support current law enforcement activity, 
funded in the existing budget.  Non-approval may create a specific budget savings, but 
will increase related investigative costs. Costs associated with the adverse effect on 
involved victims and families, and public safety should offenders go unprosecuted, 
cannot be calculated.
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Agreements, with Other Law Enforcement Agencies, PUBLIC HEARING
Police Departments or Private Security Organizations March 14, 2017

The cost, or lack thereof, of each agreement or understanding is set forth in the 
summary of each in the attached binder.

BACKGROUND
Berkeley Municipal Code §§2.04.150 – 2.04.210 require that the Police Department 
must obtain City Council approval of agreements, understandings or policies regarding 
mutual aid, information sharing, and cooperation and assistance between the Berkeley 
Police Department and other local, state and federal law enforcement agencies, military 
and/or intelligence agencies, police departments and private security organizations.  
These provisions came into effect under Ord. 4640 NS §1, 1973, requiring annual City 
Council approval.  

The last City Council approval was on December 15, 2015.  This presentation puts the 
Police Department in compliance with Ordinance requirement.  In addition, the Police 
Department has established an annual review process, and intends to present 
agreements and understandings for Council approval each calendar year.

Agreements, understandings or policies associated with this Consent Item were shared 
with the Police Review Commission prior to Council presentation, and were subject to 
their review from August 2016 through the present.

CURRENT SITUATION AND ITS EFFECTS
A majority of these agreements have been in effect for a number of years and are 
routinely reviewed and updated.  As a result, daily law enforcement functions run 
smoothly.  Difficulties that might arise are easily dealt with due to the mutual 
cooperation and understanding between agencies.  Were it not for these agreements 
and general operational understandings, efficiency and effectiveness of service delivery 
would suffer.

This year, agreements 1-4 (Alameda County District Attorney’s Office, Victim/Witness 
Assistance Division and 4-5 (Bay Area Women Against Rape), have been refreshed to 
reflect current dates.  There have been no substantive changes to the content of these 
agreements. 

Agreement 1-18 (Hayward PD – Avoid the 21) has been added to allow for BPD 
participation in grant funded DUI enforcement. Agreement 1-19 (Burlington Northern 
Santa Fe Railway) has been added to allow BPD to enforce trespassing laws on BNSF 
owned property.  

RATIONALE FOR RECOMMENDATION
The Berkeley Police Department provides law enforcement services to the citizens of 
Berkeley.  It does so under the guidance of federal, state and local statutes.  Maximum 
investigative resources must be available to ensure a just system of law enforcement. 
That cannot be accomplished without the cooperation of other local, state and federal 
law enforcement agencies, military and/or intelligence agencies, police departments and 
private security organizations.

Page 2 of 8Page 73 of 79



Agreements, with Other Law Enforcement Agencies, PUBLIC HEARING
Police Departments or Private Security Organizations March 14, 2017

It takes large numbers of personnel and significant logistical resources to effectively and 
successfully contain and manage major critical incidents or disasters.  Only through a 
system of mutual aid established by the State and coordinated through the County can 
we hope to respond in a suitable manner.  Furthermore, Federal law requires that 
National Incident Management System (NIMS) guidelines must be followed to be 
eligible for Federal Emergency Management Agency (FEMA) disaster funding and/or 
reimbursement.

In addition, many agencies or entities such as the University of California, Bay Area 
Rapid Transit, East Bay Regional Parks, California Highway Patrol and Union Pacific 
Railroad, have concurrent jurisdiction over areas, buildings or structures located within 
Berkeley’s city limits.  Agreements are needed to ensure smooth cooperation between 
all these agencies.  In some cases, written agreements are required to comply with 
State law.

ENVIRONMENTAL SUSTAINABILITY
There are no identifiable environmental effects or opportunities associated with the 
subject of this report.

CONTACT PERSON:
Andrew Greenwood, Interim Chief of Police, 510-981-5900

Attachments
1. Resolution

Exhibit A: Compendium Agreements, Understandings and Policies Binder
Binder Section # / Title
Section 1 – Local Agencies
Section 2 – State Agencies
Section 3 – Federal Agencies
Section 4 – Private Security Entities
Section 5 – Military Entities
Section 6 – Other Mutual Aid/Cooperative Activity Policies

2. Public Hearing Notice
3. SARS Report, per Council Direction September 2012
4. Mutual Aid Report, per Council Direction November 2012
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RESOLUTION NO. ##,####-N.S.

APPROVING AGREEMENTS, LETTERS AND MEMORANDA OF UNDERSTANDING 
OR POLICIES, REVISED AND UPDATED AS OF JULY 15, 2015, WHICH EXPRESS 
TERMS AND CONDITIONS OF MUTUAL AID, INFORMATION SHARING, 
COOPERATION AND ASSISTANCE BETWEEN THE BERKELEY POLICE 
DEPARTMENT AND ALL OTHER LOCAL, STATE AND FEDERAL LAW 
ENFORCEMENT, MILITARY AND/OR INTELLIGENCE AGENCIES, POLICE 
DEPARTMENTS OR PRIVATE SECURITY ORGANIZATIONS

WHEREAS, the Berkeley Police Department has established written and verbal 
agreements, understandings and policies with other law enforcement agencies, police 
departments and other private security organizations; and

WHEREAS, such agreements, understandings and policies are needed to enhance 
investigative resources and emergency services provided to the citizens of Berkeley, 
creating a safer environment for all; and

WHEREAS, many of these agreements, understandings and policies have been in 
existence and approved by City Council since 1974.

NOW THEREFORE, BE IT RESOLVED that the Council of the City of Berkeley approves 
the agreements, understandings and policies existing between the Berkeley Police 
Department and other law enforcement agencies as set forth in City Manager Report 
dated March 14, 2017, a copy of which is attached hereto, marked Exhibit A and made 
part hereof.

BE IT FURTHER RESOLVED that record copies of aforementioned documents to be on 
file in the Office of the City Clerk, and be available electronically via the City of Berkeley 
website.
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Attachment 1, Exhibit A to this report is on file and 
available for review at the City Clerk Department, or 
can be accessed from the City of Berkeley Website. 
 

 
 

City Clerk Department 
2180 Milvia Street 
Berkeley, CA 94704 
(510) 981-6900 
 
or from:  
 
The City of Berkeley, City Council’s Web site 
http://www.cityofberkeley.info/citycouncil/ 

Exhibit A 
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NOTICE OF PUBLIC HEARING BERKELEY CITY COUNCIL 
Police Department Agreements with Other Law Enforcement Agencies, Police 

Departments or Private Security Organizations

Notice is hereby given by the City Council of the City of Berkeley that on March 14, 
2017 the Police Department is requesting a public hearing, and at the conclusion of the 
hearing, adoption of a Resolution approving agreements, understandings or policies 
between the Police Department and other local, state and federal law enforcement 
agencies, military and/or intelligence agencies, police departments and private security 
organizations, as required by Berkeley Municipal Code 2.04.150, et. seq.  The hearing 
will be held in the City Council chambers, 2134 Martin Luther King, Jr. Way.

A copy of the agenda material for this hearing will be available on the City’s website at 
www.CityofBerkeley.info as of March 2, 2017.

For further information, please contact Sergeant Speelman of the Berkeley Police 
Department’s Professional Standards Division at 510-981-5974.

Written comments should be mailed or delivered directly to the City Clerk, 2180 Milvia 
Street, Berkeley, CA 94704, in order to ensure delivery to all Councilmembers and 
inclusion in the agenda packet.  

Communications to the Berkeley City Council are public record and will become part of 
the City’s electronic records, which are accessible through the City’s website.  Please 
note: e-mail addresses, names, addresses, and other contact information are not 
required, but if included in any communication to the City Council, will become 
part of the public record.  If you do not want your e-mail address or any other contact 
information to be made public, you may deliver communications via U.S. Postal Service 
or in person to the City Clerk.  If you do not want your contact information included in 
the public record, please do not include that information in your communication.  Please 
contact the City Clerk at 981-6900 or clerk@cityofberkeley.info for further information.

If you challenge the above in court, you may be limited to raising only those issues you or someone else 
raised at the public hearing described in this notice, or in written correspondence delivered to the City of 
Berkeley at, or prior to, the public hearing.  Background information concerning this proposal will be 
available at the City Clerk Department and posted on the City of Berkeley webpage at least 10 days prior 
to the public hearing.

Published:  March 3 and March 10, 2017 – The Berkeley Voice
California Government Code §6062(a)
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
I hereby certify that the Notice for this Public Hearing of the Berkeley City Council was 
posted at the display case located near the walkway in front of Council Chambers, 2134 
Martin Luther King Jr. Way, as well as on the City’s website, on March 2, 2017. 

Attachment 2
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Attachment 3

Attachment 4

SUSPICIOUS ACTIVITY REPORT

1/28/16 BPD officers arrested a man for domestic battery (273.5 PC).  During the 
booking process he claimed to be a Sovereign Citizen and made several 
threats to BPD officers including, “Punk ass bitch!  Let me catch you 
without your uniform,” and “Don’t let me catch you outside by yourself.”  
During the booking process he claimed, “I see you guys every day from 
my balcony”. 
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Attachment 4

Attachment 5

MUTUAL AID REQUESTS

There were no mutual aid requests during this time period.
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