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INTRODUCTION 
The purpose of this report is to provide a brief update on the City’s Open Data Portal 
(ODP); it also responds to a Council referral submitted on November 19, 2013.  Another 
update, including pilot program performance metrics, community feedback, and 
recommendations for next steps, will be presented to Council on May 26, 2015. 
 
Open data is non-confidential, public data provided for unrestricted use. The Open Data 
Handbook at www.opendatahandbook.org offers a detailed discussion, but three key 
characteristics of open data are:  
 

A. “Open data must permit reuse and redistribution.” Members of the public can 
download, reuse, and redistribute open data and as often as desired.   

 
B. “Open data must be available with no discrimination against fields of endeavor.” 

For example, there are no restrictions against commercial use; members of the 
public can use open data to create for-profit goods and services. 
 

C. “Open data must be available in convenient and modifiable form.” This means 
published online, in an open and ‘machine-readable’ format, so that members of 
the public can use any standard software to import, analyze, and otherwise use 
the data. For example, a customized Microsoft Excel spreadsheet with data 
would not be considered ‘open’, but a data file that can be imported into any 
spreadsheet program could be.  

 
An Open Data Portal (ODP) is a web presence established to serve as the single point 
of access for open data. Most ODPs include a framework for requiring ‘metadata’ 
(information about each data set, including who collected it, when it was collected, and 
when it will be updated). In addition, ODPs provide a set of basic tools to create charts, 

http://www.opendatahandbook.org/
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graphs, and other ‘visualizations’, so that visitors who do not want to download the data 
can explore it in place.  
 
CURRENT SITUATION AND ITS EFFECTS 
After more than 1,500 hours of combined staff, intern, and student volunteer work, the 
ODP pilot will go live December 15, 2014 and run through June 30, 2015.  

A core objective of the pilot is to collect metrics regarding ODP performance and 
community use, as well as service requests (SRs) and feedback from staff and 
members of the public. These metrics will help inform recommendations for next steps, 
including estimates of the staffing needed to expand and sustain the ODP. 

On one hand, many cities report that ODPs lead to efficiency gains. For example, as 
data is extracted from back-office systems and loaded to the ODP, fulfilling Public 
Records Act (PRA) requests becomes an increasingly self-service activity. This reduces 
the amount of staff time spent extracting and formatting data. For this reason, most 
municipal ODPs, including Berkeley’s, are initially launched with the data most 
frequently requested through PRA requests.  
 
On the other hand, a number of cities also report that ODPs lead to significant increases 
in requests for City staff to explain data anomalies and statistics, to review independent 
analyses performed by members of the public, and to collect more data. Some 
organizations experienced such intense spikes in these types of requests that they had 
to hire additional staff; other organizations reported that these requests were minimal 
and did not require additional staff.  
 
There is no foolproof way to predict the number, depth, and pace of community inquiries 
that an ODP will generate in Berkeley. However, metrics collected during the pilot will 
help staff estimate the resources needed to support the ODP as an ongoing community 
service. In the meantime, each department will continue working with the 311 Call 
Center to clarify SR routing guidelines and estimated response times within current 
staffing constraints, and make adjustments as necessary throughout the pilot program. 
 
BACKGROUND 
A. Open Data, Big Data, and Open Government 

 
The goals of open data are similar to those of other ‘open’ movements, such as 
open source, open access, and open government. Open Government aims to 
increase transparency and civic engagement, so that public officials are held 
accountable by the communities they serve. For many open government advocates, 
open data is core to transparency because it provides members of the public with 
the same access to raw data that governments have.  
Big Data refers to large, complex, and rapidly-changing datasets in both the private 
and public sectors. Open data is defined by its unrestricted use; big data is defined 
by size. New York University’s Open Data 500 (www.opendata500.com/) offers the 

http://www.opendata500.com/
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following diagram to illustrate the relationship between open data, big data, and 
open government.   
 

 
Source: Joel Gurin, Senior Advisor at  NYU’s GovLab (http://thegovlab.org) 

 

 
B. Pilot Program Development  
 

In August 2013, staff began researching and testing open data platforms to 
determine which could most efficiently support a pilot program for Berkeley in Fiscal 
Year 2015, given Citywide fiscal and staffing constraints.  
 
In September 2013, the Department of Information Technology (DoIT) partnered 
with the Presidio Graduate School (http://www.presidio.edu/) to create an 
experiential learning program for advanced Masters of Public Administration (MPA) 
and Masters of Business Administration (MBA) candidates interested in researching, 
designing, documenting, and implementing an ODP.  
 
In May 2014, the City contracted with Socrata (www.Socrata.com) to provide an 
ODP platform and cloud hosting; later that same month, DoIT partnered with UC 
Berkeley’s School of Information (http://www.ischool.berkeley.edu/) to identify and 
onboard a volunteer Intern Team Lead.  
 

http://thegovlab.org/
http://www.presidio.edu/
http://www.socrata.com/
http://www.ischool.berkeley.edu/
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From May 2014 to November 2014, City staff, interns, and student volunteers 
devoted a combined total of over 1,500 hours to building, testing, and tuning the 
ODP. The most difficult technical challenge has been extracting data sets from aged 
legacy systems into the City’s data warehouse and transforming them to a modern 
format, then loading them into the ODP. Automating this process (known as 
Extract/Transform/Load or ‘ETL’) for the first time, for each data set, is complex, 
idiosyncratic, and labor intensive.   
 
From August 2014 through November 2014, students enrolled in the Presidio’s 
Research Methods and Policy Evaluation course assisted Berkeley’s ODP pilot by 
comparing and contrasting regional, state, national, and international Open Data 
initiatives. Thanks to this research, DoIT received consultation, templates, and other 
reference material from the following agencies:  

City and County of San Francisco    https://data.sfgov.org/ 

City of New York https://nycopendata.socrata.com/ 

City of Oakland http://data.openoakland.org/ 

City of Boston https://data.cityofboston.gov/ 

Alameda County https://data.acgov.org/ 

The White House https://www.data.gov/ 

State of California Comptroller's Office https://bythenumbers.sco.ca.gov/ 

California State Board of Equalization http://www.boe.ca.gov/dataportal/ 

California Department of Public Health https://health.data.ca.gov/ 
 

From September 2014 through December 2014, students enrolled in the Presidio’s 
Public Finance course surveyed best practices in Open Budget data and 
applications, to help develop educational material for City staff and community 
members. This material is being refined during staff training sessions from October 
through December 2014; when completed, they will be published with the ODP and 
offered as part of the pilot program. 

 
ENVIRONMENTAL SUSTAINABILITY 
The potential for open data to support environmental sustainability in Berkeley is broad. 
For example, the City’s office of Energy and Sustainability is planning to publish data 
that can be used by community members to encourage and support conservation 
efforts.  As another example, the Office of Economic Development is working with local 
businesses to determine which data would most likely support the technology sector’s 
interest in creating sustainability-oriented, Smart Cities software applications to 
encourage better recycling, walking/biking, carpooling, donations and reuse, et cetera.    
 

https://data.sfgov.org/
https://nycopendata.socrata.com/
http://data.openoakland.org/
https://data.cityofboston.gov/
https://data.acgov.org/
https://www.data.gov/
https://bythenumbers.sco.ca.gov/
https://health.data.ca.gov/
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POSSIBLE FUTURE ACTION 
The ODP pilot program will run from December 15, 2014 to June 30, 2015. Another 
update, including pilot program performance metrics, community feedback, and 
recommendations for next steps, will be presented to Council on May 26, 2015. 
 
CONTACT PERSON 
Donna LaSala, Director of Information Technology, 981-6541 
 
Attachments 
 

1. “Benefits, Adoption Barriers and Myths of Open Data and Open Government” 
Open Access Author Version: M. Janssen, Y. Charalabidis & A. Zuiderwijk (2012)  
 

2. “How Open Data Is Transforming City Life” 
Joel Gruin (September 12, 2014) 
 

3. “Personalising Climate Change Through Open Data and Apps” 
Rachael Post (September 11, 2014) 
 

4. “Open Data: Unlocking Innovation & Performance With Liquid Information” 
McKinsey Global Institute (October 2012) 
 

5. FUND$ Status Report, March 25, 2014 (including Attachment 1) 
 



Benefits, Adoption Barriers and Myths of Open Data and Open Government* 

Marijn Janssen, Yannis Charalabidis & Anneke Zuiderwijk 

This is an Author's Original Manuscript of an article submitted for consideration in the 
Information Systems Management [copyright Taylor & Francis]; Information Systems 
Management is available online at 
http://www.tandfonline.com/doi/full/10.1080/10580530.2012.716740. 

M. Janssen, Y. Charalabidis & A. Zuiderwijk (2012). Benefits, Adoption Barriers and Myths 
of Open Data and Open Government. Information Systems Management (ISM), vol. 29, no.4, 
pp. 258-268. 

Abstract 

Although a significant number of public organizations have embraced the idea of open data, 

many are still reluctant to do this. One root cause is that the publicizing of data represents a 

shift from a closed to an open system of governance, which has a significant impact upon the 

relationships between public agencies and the users of open data. Yet no systematic research 

is available which compares the benefits of an open data with the barriers to its adoption. 

Based on interviews and a workshop, the benefits and adoption barriers for open data have 

been derived. The findings show that a gap exists between the promised benefits and barriers. 

They furthermore suggest that a conceptually simplistic view is often adopted with regard to 

open data, one which automatically correlates the publicizing of data with use and benefits. 

Five ‘myths’ are formulated promoting the use of open data and placing the expectations 

within a realistic perspective. Further, the recommendation is given to take a user’s view and 

to actively govern the relationship between government and its users. 

Key words: Systems theory, institutional theory, adoption, diffusion, open data, open 

government, governance, transformation 
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Introduction 

The availability of open data has grown significantly, with pressure being placed on all kinds 

of public organizations to release their raw data. Some main motivations are that open access 

to publicly funded data provides greater returns from the public investment, can generate 

wealth through the downstream use of outputs, provides policy-makers with data needed to 

address complex problems (Arzberger et al., 2004) and can help to involve the citizenry in 

analyzing large quantities of data sets (Surowiecki, 2004). Open data is often indispensable 

for public policy development and service delivery, but can also be valuable for others, such 

as traffic information. In this research we define open data as non-privacy-restricted and non-

confidential data which is produced with public money and is made available without any 

restrictions on its usage or distribution. Private, confidential and classified data is excluded, as 

this type of data is inappropriate to publicize. Data can be provided by public and private 

organizations, as the essence is that the data is funded by public money. 

Public bodies are among the largest creators and collectors of data in many different domains 

(Janssen, 2011). These data domains range from traffic, weather, geographical, tourist 

information, statistics, business, public sector budgeting and performance levels, to all kinds 

of data about policies and inspection (food, safety, education quality, etc.). Oftentimes a 

limited number of anecdotal examples are used to provide examples of open data. These most 

often refer to data that is relatively safe to publicize by the government and not to data that, 

once released, could invoke a reaction from the public. On September 30, 2011 the Dutch 

National Ombudsman stated that “the Dutch government is all too often closed, instead of 

providing information to citizens” (Nationale_Ombudsman, 2011). The government is 

compared to an oyster that automatically closes up when approached. Managers and other 

public servants often have the tendency to avoid opening their data, as this would provide the 

public with new insights which might in turn result in critical questions. This is confirmed by 



institutional theory, which predicts that the opening of data will reinforce existing structures 

instead of changing them and allowing them to fully take advantage of new developments 

(see for example Fountain, 2001; Kraemer & King, 2006; West, 2004).  

Open data mends the traditional separation between public organizations and users. The 

opening of data leads to two important assumptions about government. First, it assumes the 

readiness of public agencies for an opening process which considers influences, discourses 

and exchanges as constructive and welcomes opposing views and inputs. Second, it assumes 

that government is to give up control, at least to some extent demanding considerable 

transformations of the public sector. Instead of reinforcing current processes, open data 

should result in open government in which the government acts as an open system and 

interacts with its environment. Not only should data be published, but actively should be 

sought for feedback to improve the government. The publicizing of data could have far-

reaching effects on the public sector. Mechanisms for monitoring and responding to the 

questions asked by the public are therefore necessary and the government should be viewed as 

an open system interacting with its environment.  

Despite the significance of open data little systematic and structured research has been 

conducted in this area. Most research in this area consists of conceptual papers (Bertot, 

Jaeger, & Grimes, 2010; McDermott, 2010), descriptions of the empirical uses of open data  

(Hausenblas, 2009; Napoli & Karaganis, 2010) or the design of technology and systems for 

harnessing the power of open data (Charalabidis, Ntanos, & Lampathaki, 2001; Kalampokis, 

Tambouris, & Tarabanis, 2011). None of the current research focuses on analyzing the 

benefits and barriers that go beyond individual projects, applications or conceptual ideas and 

global sketches. In this paper we analyze the benefits of and barriers to open data systems by 

synthesizing people’s experiences with open data obtained from interviews and a group 

session. We start this paper by reviewing the predictions of system theory and institutional 



theory on the move to opening data. Thereafter the benefits and barriers are presented. We 

conclude this paper by giving an overview of the myths of open data derived from the 

interviews. These myths are statements used to gain legitimacy for using or refusing open data 

but which do not have a determinable basis of fact or evidence.  

Research approach 

This research has an explorative nature, since open data is a recent phenomenon and is thus in 

an early stage of development. There is limited knowledge about this field and many research 

findings are fragmented. We first analyzed the literature to identify benefits of and barriers to 

using open data. The literature review was used as a background for organizing a group 

session. This session, with 9 participants, was held in June 2011 and was used to identify 

possible additional benefits and barriers. A group session is useful for dealing with complex, 

unstructured problems in which the actors have incompatible interests, diverging areas of 

knowledge and multiple backgrounds and is more productive than single interviews (Herik & 

Vreede, 2000). In a group session participants can react to each other and in this way generate 

more ideas than on their own. The findings were discussed and further refined based on 

interviews with 14 key persons. Persons representing different organizations, including 

Ministry of Interior, Ministry of Economic affairs, ICTU, WODC, Hack de Overheid and 

Municipality Den Haag. Servants at both the managerial and administrative levels were 

interviewed as well as users of open data to ensure a variety of responses. These interviews 

covered a retrospective analysis to understand the contexts of and rationales for using or not 

using open data. After finishing the group session, interviews were conducted. The interviews 

were aimed at better understanding the nature of the benefits and barriers and were used to 

determine the myths of open data. The myths were derived by confronting the interviewees 

with the benefits and barriers. The primary focus was on exposing interviewees to different 



argumentations. In this context myths are considered necessary for ensuring progress but have 

no scientific basis.  

System and institutional theories 

By opening data a move from a traditionally closed to open systems is made. System theory 

states that these will impact the governance and feedback loops in which the government can 

learn from the public are needed. Institutional theory is used to predict that the opening of 

data will reinforce existing structures instead of changing them and transformation is needed 

to take advantage of open data. 

Moving from closed to open systems 

By publicizing data a new situation is created in which the public can use and create 

information through collaborative networking (Chun, Shulman, Sandoval, & Hovy, 2010). 

The public is outside the organizational boundaries and outside the control of the hierarchy. In 

fact the public becomes part of the data processing system and might process data, enrich 

data, combine it with other sources and might even collect their own data (for example 

through the use of their mobile phones). This resembles a change in the traditional boundaries 

between public organizations and the public in which virtually anybody in the world has 

access to the data. The traditional system boundaries are vanishing and the system is opened. 

System theory draws attention to the important distinction between systems which are open to 

their environment and those which are closed (Jackson, 2003). Closed systems are much 

easier to manage, as they are not affected by external factors which are often unpredictable in 

nature. Central planning and control can be used, as there is less disruption from the 

environment. In contrast, the flow in open systems cannot be predefined but only guided. The 

opening of a system is often heralded for bringing in additional views, which has a positive 



impact on its problem solving capacity (Surowiecki, 2004); and the opening of data for its use 

in ways that are not considered or anticipated in advance (Arzberger, et al., 2004). 

The notion of feedback is important in open systems and refers to the situation in which 

activity within a system is the result of the influence of one element on another (Jackson, 

2003; Wiener, 1948). The implication of the notion of feedback in systems theory is that in 

opening their data governments should not simply instigate one-way communication of their 

data but should expect or actively solicit feedback and be able to make sense of this feedback. 

The opening of systems provides the opportunity for creating feedback loops in which the 

government can learn from the public. By embedding hermeneutics the closed system is 

placed in the social context. The consequence is that the social context will also influence the 

(formerly) closed system. This implies that the relationship between a government and its 

environment is subject to change and that the government needs to accept that traditional 

planning and control instruments are no longer suitable. Opening a system typically requires a 

shift from mechanistic control to an evolutionary perspective which is dominated by self-

organization. New governance mechanisms, capabilities and processes are necessary for 

dealing with these feedback loops. The nature of the response depends on the available 

organizational arrangements that make a response possible (Jackson, 2003).  

Reinforcing and transforming institutional structures 

Institutional theory analyzes the deeper and more resilient aspects of social structure by 

considering the processes by which structures become established (Scott, 1995). Institutional 

environments reward normative requirements of appropriateness and legitimacy and, in some 

cases, conformity to procedures, presentations, symbols and rhetoric (Scott, 1995). In 

institutional theory ICT is perceived, implemented and used in virtue of pre-existing 

institutional arrangements (sociological, cultural, legal and formal aspects) that grant stability. 

Stability is necessary for organizations to operate. Orlikowski (2000) argues that the 



development of technology is heavily influenced by the actions (including decisions) of 

human agents, and that technology enacts structures. This suggests that institutions might both 

enable and constrain the adoption of open data. The outcomes stemming from the enactment 

of technology are difficult to predict because of multiple and unanticipated effects influenced 

by rational, social, and political logics (Orlikowski, 2000). Nevertheless, institutional theory 

suggests that the introduction of IT does not often change institutions but rather reinforces 

current work practices and organizational structures (see for example Fountain, 2001; 

Kraemer & King, 2006; West, 2004). 

In opening data to the public, public managers (and politicians) find themselves in the midst 

of networks that might help them to reach advantages of open data at the expense of less 

control. Institutional theory argues that in open systems different steering instruments are 

required (Peters & Pierre, 1998). Outside the boundaries of government, command and 

control mechanisms cannot be used. Public managers find themselves confronted with having 

to deal with a variety of stakeholders (possibly unknown) that might help them to achieve the 

benefits of open data but might also be viewed as a threat if not properly handled. In open 

data the allocation of the roles of provider, processor, owner and maintainer complicates 

accountability issues. Which party is to blame when results of the processing of open data are 

incorrect? No one has an overview of what is done with the open data, and even having such 

an overview might violate the basic idea of open data. Whether the opening of data will 

unambiguously lead to a more transparent, interactive, open and hence accountable 

government is challenged from this perspective. Although the use of open data looks like 

collective accountability, it is likely that if something happens society will expect intervention 

from the government and will hold it responsible.  



Benefits 

A large number of benefits of open data were identified in the interviews. All interviewees 

recognized the potential benefits of open data. The basic assumption is that open data itself 

creates and generates more value than the selling of data sets. The benefits were clustered in 

1) political and social, 2) economic, and 3) operational and technical benefits. Political and 

social benefits were viewed as the most important category. Political and social aspects were 

lumped together, as the respondents found them difficult to separate. The technical benefits 

were clustered together with the operational benefits. Table 1 shows the overview of the 

benefits. Some benefits overlap with and/or are related to each other. From the interviewees’ 

responses it seemed that economic growth and contributing to public values (transparency and 

accountability) are the overarching arguments for stimulating open data. 
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The opening of data is expected to create benefits like stimulating innovation and promoting 

economic growth and one interviewee even stated that the “effective use of public sector data 

is vital to the growth of our knowledge economy”. However, there is no way to predict and 

calculate the return of investment (ROI) for the issues. This is similar to many new strategies 

for which the ROI cannot be calculated in advance. The potential applications are hard to 

predict and possible ‘killer’ applications even harder. The main challenge is that open data has 

no value in itself; it only becomes valuable when used. One important use mentioned by the 

interviewees is that potential investors and companies can use open data to determine the 

attractiveness of potential investments. 

One of the interviewees commented that “if data is used for policy-making a high level of 

confidence in the data and in the veracity of the interpretation is given. Therefore policy-

makers should be prepared to share their data”. By opening data, users can validate and verify 

whether the conclusions drawn from the data are correct and justified, and they can analyze 

the previously collected data to sharpen the focus of policy-making. Sharing data openly and 

freely is often viewed as altruistic and advancing transparency and knowledge. 



Most of the interviewees expect that open data can strengthen accountability, build trust and 

improve citizen satisfaction. The ready availability of information about what governments 

are doing and why is increasingly recognized as an important precondition to the meaningful 

exercise of democratic accountability and deliberation. One of the main benefits of opening a 

system is the ability to tap into the collective intelligence of the public. The key idea is that 

under the right circumstances, groups can generate better alternatives and make better 

decisions than even the smartest people can do on their own (Surowiecki, 2004). 

The above list gives systematic and structured insight into the potential benefits of open data. 

Although sound evidence of the benefits of open data should be determined on a case by case 

basis, the list of potential benefits shows that the motivations for using open data are broad. 

Over time the benefits could change and different weight might be given to certain benefits. 

Barriers  

While open data can potentially provide numerous benefits, its adoption also entails a number 

of barriers. In the interviews, barriers were identified and categorized at the institutional level, 

the task complexity of handling the data, the use of open data and participation in the open 

data process, legislation, information quality and at the technical level, as shown in Table 2. 

When analyzing the barriers we found that barriers are related to either data providers 

(resulting in not wishing to publicize data) and data users (resulting in an inability to use the 

data in an easy manner). The institutional level concerns barriers from the data providers point 

of view, whereas task complexity and use and participation are from the user’s perspective. 

The remaining categories (legislation, information quality and technology) can be relevant for 

both.  
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Institutional barriers result in recalcitrance to change. One of the barriers stems from the risk-

averse culture. In such a culture public accountability dominates over entrepreneurship 

(Bozeman, 1998). Organizations with more red tape, weak links with performance and high 

involvement with elected officials tend to have a risk-averse culture (ibid). Institutional theory 

warns for the risk of new initiatives being used for enforcing existing structures. Several 

interviewees suggested that this is exactly what is happening. One interviewee told us that 

“only data that is relatively safe is publicized and dropped in the large pile … some of them 

even hope that the data will not be discovered in this pile … there are no mechanisms for 

gaining any feedback about its use”. Often the existing structures are taken as a starting point 

and the user needs for finding, processing and using open data is neglected. It was even 

suggested that the reinforcement of the existing structure was strengthened due to the current 

budget cuts. Reinforcement also originate from the lack of systematic analysis about which 

type of data should be allowed to be publicized and what users expect from open data. This 

provides arguments for not publishing data. 



Many elements were found to contribute to a higher complexity, which complicates use. 

Being able to use data and find patterns and trends in large amounts of data remains a 

significant challenge (Zurada & Karwowski, 2001). Several of these barriers express the need 

for having good structures and support for handling open data. Use and participation might be 

blocked because there might be no incentives or no added value for users to make use of open 

data. An underestimated subject seems to be the availability of all kinds of capabilities and 

knowledge levels of users for using complex and more sophisticated data. Much of the current 

effort is focused on how to easily use data embedded in software applications, whereas 

linking and combining data by users requires sophisticated knowledge. Statistical techniques 

are often used for the collection, analysis, interpretation and presentation of data. Yet 

statistical knowledge is scarce. One interviewee remarked, “Use is limited to the happy few, 

those who are educated and have time to explore new business opportunities”. Opening data 

might further contribute to the digital divide, as the use of data might be limited to certain 

groups. Finally, the threat of lawsuits or other violations might hinder use.  

The concept of information quality (IQ) has a long history, and elements determining 

information quality have been specified in previous research (Miller, 1996; Strong, 1997). As 

with most data sets, the quality of information is not automatically guaranteed and insight is 

needed in this before the information can be used for certain purposes. Data might be simply 

incorrect, but also essential information about the data sets might be missing, such as the time 

period in which the data was collected. 

Finally, there are number of technical barriers, ranging from the unavailability of a supporting 

infrastructure to the lack of standards, fragmentation and legacy. These depict the need for 

ensuring a good infrastructure before the concept of open data will be widely accepted.  



The barriers identified are often interrelated and do not stand alone. For example, the more 

complex the tasks that users wish to accomplish, the more barriers appear and the higher 

information quality should be and the more is demanded from the users. Complex tasks might 

be open to interpretation, which might result in a higher reluctance of public officials to 

publicize data. This interrelatedness makes it difficult to deal with the barriers in a 

straightforward manner. 

Myths 

In this section myths are formulated to reflect on the gap between the promises and barriers of 

open data. A myth is a traditional or legendary story without a determinable basis of fact or 

evidence. The essence of a myth is that its existence is fictional or unproven. From the 

conversations with the interviewees and the barriers described it can be concluded that 

oftentimes a conceptually simplistic look at open linked data is taken. Some interviewees 

stressed the potential benefits, but the ‘how to’ questions necessary for realizing the promised 

benefits were absent. This can be explained by the backgrounds of the interviewees. Those 

with higher level positions often focused on the benefits, whereas the persons in charge of 

realizing the benefits had a much more nuanced view. We argue that acknowledging the 

existence of this gap is important, and therefore we formulate a number of myths about open 

data. 

Myths play an important role in policy-making, as they may inspire collective action but may 

also mystify and blur views on reality (Bekkers & Homburg, 2007). Bekkers and Homburg 

consider the concept of myth as a double-edged sword. On the one hand, myths are seductive 

tales containing promises and are used as a shared frame of reference that enables individuals, 

groups and organizations to act (ibid). On the other hand, myths are not necessarily true and 

not based on sound evidence (ibid). Open data is idealized by looking at the advantages that 

can be gained without looking at the drawbacks, one interviewee formulated the following: 



“Our politicians are not aware of what is necessary. First they push to publicize data, next 

they complain about the transparency and ask us to react to the questions asked … 

transparency seems to be desirable only for others rather than for their own activities”. This 

type of thinking can be viewed as myths which are used to gain legitimacy for the policy-

making and the use of open data and to structure the activities without looking at the other 

side of the coin. Based on the interviewees we identify five myths which proved not to be 

supported by evidence but were often found at the heart of policy-making. 

Myth 1: The publicizing of data will automatically yield benefits 

Dominant in the debate about open data policies is the inescapable suggestion that publicizing 

data in and of itself enables or even causes the creation of competitive and other advantages. 

This myth avoids a focus on the barriers resulting in a lack of user actions. Nevertheless, in 

the long term not considering and dealing with barriers might be counterproductive. 

Suggesting that providing access to data is enough and not providing any means to process the 

data and to overcome the barriers makes the publishing of data useless. Too much emphasis is 

given to the data supplier and only limited attention for the user. Lowering the threshold for 

use should also be part of the policy.  

Opening of data can be stimulated by using the ‘comply or explain’ principle, in which data is 

publicized unless there are arguments for not doing so. Using this principle, a culture will be 

created in which it is custom to publicize data. Many public organizations have jumped on the 

bandwagon of making data available without having a sound policy. This has even resulted in 

the publishing of data on central portals that were already publicly available, such as address 

data. The barriers listed above suggest that the creation of a huge pool of information might 

result in difficulty in finding the right information. The more data there is, the more difficult it 

is to analyze and draw meaningful conclusions (Zurada & Karwowski, 2011). Due to the 



complexity, benefits like creating trust in government might not come true and bad 

experiences with trying to use open data might even yield the opposite. 

Open data on its own has little intrinsic value; the value is created by its use. Supporting use 

should not be viewed as secondary to publicizing data. The publicizing of data needs to be 

accompanied by an infrastructure which is able to handle the data in an easy-to-use way to 

lower the user threshold. Hey and Trefethen (2005) argue that an e-infrastructure can enable 

faster, better, and different scientific research capabilities and use of data. Such an 

infrastructure should have facilities for the discovery, curation, provenance, analyzation and 

visualization of data. In a similar vein, it can be argued that an open data infrastructure can do 

the like for the public; however, it cannot be expected that the public has the same amount of 

knowledge and capabilities as researchers do. Lowering the knowledge level required for use 

is key to large-scale dissemination. 

Myth 2: All information should be unrestrictively publicized 

Open data policies are generic and stimulate the publicizing of all data. This myth neglects a 

number of issues. First, data that can be traced back to the individual may not be publicized 

due to privacy legislation. Second, limited resources for publishing, especially if the 

publishing of open data does not bring benefits, can be another reason for not opening data to 

the public. Why spending tax payers’ money on something that yields no benefits? Third, 

information quality might vary and be too low. Constituents expect government to account for 

the quality of data. Opening data that has no adequate information quality can result in 

discussions, confusions, less transparency and even in less trust in the government. The latter 

can be explained by the fact that resources are wasted and only fuzzy or even incorrect 

outcomes can be created when there is low information quality. The adagio “garbage in, 

garbage out” certainly holds true for open data. Fourth, the complexity of data structures and 



difficulty to understand the data might make it less attractive to publicize it, unless the 

complexity is reduced and/or the use is guided. Fifth, law might prevent the publication of 

certain data. Information collected for a certain purpose by public organizations might not be 

allowed to be used for another purpose. The paradox is that regulation and policies can on the 

one hand enhance the publicizing of data, whereas on the other hand policies and regulations 

inhibit data sharing. Sixth, data sets accrue income for some public organizations. In the 

Netherlands some organizations’ revenue model is based on the income generated by asking 

users’ a fee for access. Indiscriminately publicizing all data will result in harming this 

business model. Hence, the ability to maintain exclusive control of data can significantly 

influence the ability to run these public organizations and can undermine their financial 

existence. As such, we recommend more research into the various types of open data business 

models. Finally, the arbitrary opening of some data might result into a biased picture of the 

situation. Wrong conclusions might be drawn if data providing only one view is available 

whereas data from opposing views or data that can be used to compliment that view is not  

available or used. An example provided by the interviewees is the open data about secondary 

schools. Data about these schools is collected and published to show the quality of the 

schools. But what is published is not the quality, but how well they score on arbitrary, easy-

to-measure metrics. The underlying assumption is that the performance can be measured 

using a set of indicators, whereas these need to be interpreted with care and should be viewed 

in context. The risk of having an incomplete picture cannot be solved only by warning for 

interpretation. Data interpretation depends on the verdict of journalists and the audience and 

not on the public values that are hoped to be fulfilled. The fundamental question therefore is: 

what does the open data conceal? 

Public data has a wide variety of characteristics. Information about weather, crime rates or 

enforcement budgets might result in different benefits and might be confronted with different 



types of barriers. This data might vary in aspects such as the level of detail, quality, 

usefulness, intrinsic value and so on. This diverse nature of open data suggests that benefits 

and barriers of open data might vary according to the type of data. Furthermore, the diverse 

nature also suggests that different data needs to be processed in different ways. For example, 

criminal data needs to be processed in such a way that it cannot be traced back to the criminal, 

as required by privacy law, while this is not an issue with weather information. 

In conclusion, consideration should be given to whether, how and which public sector data 

can be publicized. This is dependent on constraints from the legislative environment, the 

resources needed, potential risks of misuse and bias, and prospective value that can be gained 

from publicizing the data. 

Myth 3: It is a matter of simply publishing public data 

Policy-makers prefer to simply make data available. As one interviewee stated, “Preferably 

we can just drop the data and don’t have to worry about provenance, enriching or whatever”. 

This myth challenges that data can be made available without additional activities. Source 

data can often not immediately be used; quality assessment and the modification and 

processing of raw data might be needed first. In addition, data cannot be easily found if 

essential meta-data like the publisher, authors, timeliness and so on is not available. A key 

issue is not to link from the bottom up, but to also use meta-data in the linking. Meta-data is 

necessary to overcome barriers like searching, interpretation and so on. This is similar to 

searching in a library: sometimes you want to search by author (for example to see if more 

books by this author are available), sometimes by subject (to search for similar types of data), 

sometimes by date (all data published within a certain period of time). Standardization of 

methods and the development of robust meta-data can increase data access.  



One of the underlying causes is that no feedback mechanism are available which show what is 

done with the open data. Governments that publish data sets face substantial criticism such as 

poor usability, weak application of stewardship principles, lack of data feedback and 

improvement mechanisms, and inadequate meta-data (Dawes & Helbig, 2010). These 

criticisms should be taken into account and resources made available to ensure that data sets 

are not just published but that they are actually user-friendly. 

The barriers also show that users should become aware of the availability of the data; they 

might have incentives for making use of the data and may also have the knowledge and 

capability to do so. All these elements must come together before benefits can be 

accomplished. This requires an open data policy aimed at setting the right conditions and 

creating the right environment to stimulate open data use. With open data the publishing view 

is often taken, but this concerns the input views. There are no suitable metrics to evaluate 

whether opening data is a success (Bertot, McDermott, & Smith, 2012). Current metrics are 

all too often focused on the input, for example how many data sets are opened (ibid). Yet 

users are not interested in open data metrics; they want answers to their questions, services 

and other added value that can be created from open data. Processing open data is simply the 

hoop they have to jump through to gain answers to their questions.  

Myth 4: Every constituent can make use of open data

The dream is that everyone can make use of the data that is available and that anybody can 

use the data directly. This might be true for relatively straightforward data or for functions for 

which easy-to-use software applications have already been developed. This myth assumes that 

open data users have the resources, expertise and capabilities to make use of the data. Reality 

is more stubborn. Some data requires the use of statistical techniques, a deep understanding of 

the underlying data and an understanding of the types of (causal) relationships. This is 



knowledge that is not available to everyone and might require considerable time and effort to 

achieve.  

In Huff’s book “How to Lie with Statistics” a quote of H.G. Wells is cited: “statistical 

thinking will one day be as necessary for efficient citizenship as the ability to read and write” 

(Huff, 1993, in: epigraph). This quote becomes even more realistic with the open data 

movement. Only persons having an understanding of statistical techniques and other 

knowledge needed for processing open data are able to make sense out of the data and to 

understand the implications.  

Indeed many barriers exist to use open data. Yet also many instruments exist to lower the 

barriers. For example, visualization can help non-experienced users, and guidance in the 

potential use of data can also help constituents. This, however, requires that current efforts 

take the user’s perspective into account and monitor the need, ultimately helping users and 

lowering the threshold to using open data. In general limited insight in the capabilities and 

needs of users is expressed. The ability to handle large volumes of data is necessary, as are 

automated content and topic analyses. Algorithm-learning machines can often analyze a body 

of data and infer rules for classifying and grouping data items. Automating the annotation and 

classification of data can aid to simplify searches, analyze relationships and extrapolate 

trends. 

Myth 5: Open data will result in open government 

Open government promotes transparency and engagement to allow effective oversight. This 

myth suggests that full, immediate and widespread disclosure of public data results in an 

accountable and transparent government (see for example European Commission, 2010). Yet 

at least two main assumptions challenge this myth. The first is that one is able to find the right 

data and is able to interpret and process the data in a uniform way, whereas finding the right 



data might be hard, there might be a huge information overload and large differences in the 

way open data analysts analyze the same data and they may draw different conclusions. 

Furthermore open data sources might not be consistent and depict to different directions. 

Second, system theory provides the need for introducing feedback mechanisms to close the 

loop between the government and those governed. Although there are anecdotal examples the 

wider impact is unclear. It is easier to not publish data than to introduce mechanisms to seek 

feedback and discourse in a climate of decreasing budgets. Creating an open government 

demands considerable transformations of the public sector 

The paradox is that more information does not necessarily result in better or more democratic 

or more rational decisions. More information can result in less understanding, more confusion 

and less trust (Strathern, 2000). Experience and tacit knowledge might be lacking among 

those who should be able to make sense of the open data. Our interviews indicate that 

transparency might result in better accountability, transparency and trust, but sometimes has 

the opposite effect. For example, publicizing data can show that the quality of the data on 

which important decisions are made is poor. By providing the minutes of city council 

meetings, people might be shocked about the discussion and lose trust in the decision-making 

process and the resulting decisions.  

Conclusions and recommendations for further research 

A comprehensive list of political and social, economic, operational and technical benefits was 

derived showing the potential of and the sometimes wild expectations about the impact of 

open data. The benefits have a generic character and do not say much about the individual 

data sets. The promises and potential of open data contrast sharply with the many barriers. 

The diverse nature of open data means that different types of results from open data have 

different benefits and are confronted with different barriers. Treating open data as a 



homogenous topic does not sufficiently acknowledge this diversity. Hence more research into 

the specific benefits, barriers and value of open data is necessary. The long list of benefits 

presented in this paper can be used in determining the benefits on a case by case basis.  

Most of what has been written about open data has focused on its benefits and positive 

implications. While open data potentially can provide numerous benefits, we found that it also 

entails a number of barriers in the field of task complexity, use, legislation, information 

quality and participation. These barriers are often interrelated, which adds to the overall 

complexity. The barriers show that one risk is that data is only publicized in name, but that the 

barriers create such a high threshold that the data is still private in practice. Open data has no 

value in itself; it only becomes valuable when used. Little is known about the conversion of 

public data into services of public value. Hence we strongly suggest further research in this 

area. 

Arguments in favor of open data are based on a rather simplistic and idealized view. By 

confronting benefits with barriers five myths were identified. These myths are used as 

seductive tales of open data’s importance and simplicity. The first two myths, ‘the publicizing 

of data will automatically yield benefits’ and ‘all information should be unrestrictively 

publicized’, are used to convince data providers to open their data to the public but ignore the 

many barriers to and heterogeneous nature of open data. The next two myths, ‘it is a matter of 

simply publishing public data’ and ‘every constituent can make use of open data’, show that 

the user view is largely neglected and use of open data might not be easy. The last myth, 

‘open data will result in open government’, suggests that the transformative nature of open 

data is more elusive than might be expected. Systems theory suggests that open data equates 

to less control and accountability over data and institutional theory suggest that publicizing 

data will reinforce existing structures instead of changing them to fully take advantage of new 

developments. This prediction is confirmed in the interviews and by the barriers. 



Governments have to accept that they inevitably give up some level of control when opening 

their data to the public. New types of governance mechanisms and policies are necessary in 

which the more evolutionary manner of steering at arm’s length is adopted. 

Much of today’s focus is on the suppliers of data, whereas achieving the success of open data 

systems depends to a large extent on the use and the quality of the data provided. One of the 

main criticisms of current open data initiatives is that they are largely supply-driven. Open 

systems require an understanding of the external world and must consider the feedback and 

insights of users in order to continuously improve. There is no insight into the user’s 

perspective and users’ needs are not known. This confirms that existing governance 

instruments are not prepared to deal with open data systems. The lack of insight into the 

user’s perspective and the lack of appropriate governance mechanisms can explain the large 

gap between the promises of open data and what is actually realized. More research into ways 

of dealing with barriers and more insight into the user’s perspective is necessary before open 

data systems will be freely adopted. In addition, incentives for stimulating and using open 

data, the risks of publicizing data and mitigation strategies to deal with these risks deserves 

more research attention. In particular principles and measures which can avoid or deal with 

the negative aspects of open data should receive attention. 

The success of open data systems requires more than the simple provision of access to data. 

Also needed are the improvement of the quality of government information, the creation and 

institutionalization of a culture of open government, and the provision of the tools and 

instruments with which to use the data. This broader perspective needs to be taken by the 

governments that are now merely opening a portal to make data accessible. An infrastructure 

is necessary which helps users to make sense of data, and institutional measures are necessary 

to ensure public engagement. Under these conditions, open data can potentially go beyond the 



current level of citizen engagement and could result in a continuous dialogue between 

governments and their constituents, drawing upon the collective intelligence of the public.  
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How Open Data Is Transforming 
City Life

Techonomy, Contributor
Comment Now

We’ve asked speakers at our upcoming Techonomy Detroit conference to 
share perspectives on topics they will discuss at the event relating to U.S. 
economic growth, jobs, and urban renewal. (To register for the 
conference, click here.)

By Joel Gurin

Start a business. Manage your power use. Find cheap rents, or avoid crime-
ridden neighborhoods. Cities and their citizens worldwide are discovering the 
power of “open data”—public data and information available from 
government and other sources that can help solve civic problems and create 
new business opportunities. By opening up data about transportation, 
education, health care, and more, municipal governments are helping app 
developers, civil society organizations, and others to find innovative ways to 
tackle urban problems. For any city that wants to promote entrepreneurship 
and economic development, open data can be a valuable new resource.

The urban open data movement has been growing for several years, with 
American cities including New York, San Francisco, Chicago, and 
Washington in the forefront. Now an increasing number of government 
officials, entrepreneurs, and civic hackers are recognizing the potential of 
open data. The results have included applications that can be used across 
many cities as well as those tailored to an individual city’s needs.

At first, the open data movement was driven by a commitment to 
transparency and accountability. City, state, and local governments have all 
released data about their finances and operations in the interest of good 
government and citizen participation. Now some tech companies are 
providing platforms to make this kind of city data more accessible, useful, 
and comparable. Companies like OpenGov and Govini make it possible for 
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city managers and residents to examine finances, assess police department 
overtime, and monitor other factors that let them compare their city’s 
performance to neighboring municipalities.

(Image via Shutterstock)

Other new businesses are tapping city data to provide residents with useful, 
practical information. One of the best examples is NextBus, which uses 
metropolitan transportation data to tell commuters when to expect a bus 
along their route. Commuter apps like this have become common in cities in 
the U.S. and around the world. Another website, SpotCrime, collects, 
analyzes, and maps crime statistics to tell city dwellers which areas are safest 
or most dangerous and to offer crime alerts. And the Chicago-based Purple 
Binder helps people in need find city healthcare services. Many companies in 
the Open Data 500, the study of open data companies that I direct at the 
GovLab at NYU, use data from cities as well as other sources.

Open city data can help app developers, urban planners, and others 
understand a city’s problems and manage city services in ways that improve 
the quality of life and business prospects for its residents. In addition to 
creating economic value as businesses in their own right, companies like 
NextBus and SpotCrime help strengthen cities and improve their economic 
prospects overall. NextBus has a mission to make public transportation more 
efficient and appealing so that more people will use it. SpotCrime was 
launched to help users to decide where to live, where to operate a business, or 
simply where to walk at night.

Some of the most ambitious uses of city data—with some of the greatest 
potential—focus on improving education. In Washington, the nonprofit Learn 
DC has made data about public schools available through a portal that state 
agencies, community organizations, and civic hackers can all use. They’re 
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using it for collaborative research and action that, they say, has “empowered 
every DC parent to participate in shaping the future of the public education 
system.”

Several cities have spurred innovation by releasing new public data and then 
launching competitions to encourage developers to apply it. One of the 
biggest competitions isNew York City Big Apps, for which I have served as an 
evaluator. The budding companies in this year’s contest covered a wide range 
of city problems and solutions. Here are some of the finalists:

• NYC Hired predicts “which fields are the most promising in New York City 
based on salaries and growth potential.”

• Ohmconnect helps manage the city’s power needs by paying people to reduce 
their electricity use so that the most inefficient power plants don’t have to 
supply more power.

• RentHackr incorporates crowdsourced data to give current and prospective 
city residents reliable data on buildings, rents, and upcoming vacancies.

• Responcer uses a simple visual system to allow anyone in the city to call from 
a smartphone for specific emergency help, including police, fire, and 
ambulance services.

• Mind My Business tells brick and mortar businesses in the city about road 
closures or other local events that could affect them.

That last is just one example of how open data can help small businesses do 
well. Another, On Deck, is now making it easier for small and medium 
enterprises nationwide to find the business loans they need. On Deck uses 
open data from a variety of government and other sources to determine how 
safe an investment a business will be. Lenders generally can’t take the time to 
do this kind of due diligence on small companies, so On Deck does it for 
them, enabling them to lend with confidence.

The open data movement has already had an impact on government, 
scientific research, and economic sectors including finance, healthcare, 
energy, and transportation. As more municipal governments and civic-
minded developers learn how to use it, open data has the potential to start to 
transform our cities as well.

Joel Gurin is senior advisor at the GovLab and project director of the Open 
Data 500. He will speak on a session about open data at the Sept. 
16 Techonomy Detroit conference.

(Read about how technology is changing the way people find jobs in the 
UK and about aunique civic innovation program in Mexico City.) 
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Personalising climate change through 
open data and apps
Government-released open data has generated 
a host of new climate-change related apps, the 
challenge is to make it clear and usable

Rachael Post
Guardian Professional, Thursday 11 September 2014 10.10 EDT

Government released open data is fuelling innovation in sustainability but the data can be messy, 
confusing and hard to use. Photograph: Carol and Mike Werner/Alamy

Government-released open data is fuelling a whole new level of innovation in 
sustainability. Moving beyond hackathons, today’s climate data partnerships are 
creating unique ventures that cross boundaries between business, government and 
academia. 

In the US, “datapaloozas” – gatherings focused on creating open data innovations in the 
areas of health, education, energy and safety across sectors – are popping up all over the 
place.

Recently, the geographic information system technology (GIS) company Esri held the 
Esri Climate Resilience App Challenge in conjunction with the White House’s Climate 
Data Initiative. The challenge’s winner, the University of Minnesota’s Minnesota Solar 
Suitability Analysis app, identified the best sites for solar panel installations across the 
state.

“It’s not possible to say that because of this app challenge we reduced carbon – we 
cannot make concrete measurements,” said Esri’s technology evangelist, John Yaist. But 
the technology that came out of the challenge can have “an impact on personal 
behaviour and thoughts of what climate change means on an everyday basis.”

Yaist points out that climate change has become a “worn out” topic to some people, but 
apps are a way to “personalise” the abstract concepts of climate change and disaster 
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response. Apps can add to the realness of climate change by making “it into something 
they can hold in their hand,” he explained.

Esri is also currently running a global disaster relief app challenge with the UN’s Making 
Cities Resilient campaign. Developers in the competition were asked to create apps to 
address food resilience and urban disaster relief. Winners will be announced later this 
month.

Even the crowdfunding website, Kickstarter, hosts a number of climate change open 
data projects including the Smart Citizen Kit, a crowdsourced environmental 
monitoring platform and FLOAT Beijing, which uses kites with sensors to measure air 
quality in Beijing neighbourhoods through citizen science, grassroots mapping, and 
open source data visualisation.

Scientific discovery

Other corporations are getting in on the open data boom, too. IBM offers free 
supercomputing hours on its World Community Grid for researchers who are studying 
climate change in support of the latest iteration of the White House’s Climate Data 
Initiative.

One of the grid’s projects has the potential to transform the solar industry. Harvard 
University’s Clean Energy Project screened and publicly catalogued 2.3m compounds 
looking for new photovoltaic materials. The project found more than 35,000 materials 
that could potentially double the efficiency of current carbon-based solar cells. The 
findings of the Harvard Clean Energy Project Database are open to the public to help 
further the discovery of new materials.

Dr Alan Aspuru-Guzik, Harvard’s lead researcher of the Clean Energy Project and 
associate professor in the Department of Chemistry and Chemical Biology, believes it’s 
important to “give back” the data from his research, because “data is at the centre of 
scientific discovery”.

Gray data

Open data researchers are quick to point out that using open data can be a lot like 
looking for a needle in a haystack. Open data is messy and needs a certain amount of 
translation. Each government organisation has its own way of collecting and sorting 
data. The labels of data sources, like the column heads of rows of numbers in a 
spreadsheet, are often confusing and laced with internal jargon or acronyms. It takes 
time to figure out what’s what.

Add to that the fact that there are no standards for open data – how it is released and in 
what form it is collected. Some data may be what Aspuru-Guzik calls “gray data” – data 
that’s half open and half closed, or partially released. Plus, there’s the question of scale. 
Will the data be used at the city, state, national or global level?

Usable data

Earlier this year, huge floods in Britain caused a stir as people struggled to get 
information about rising water levels. Under increasing pressure, the Environment 
Agency released flood data and civic hackers quickly created flood relief apps. “Having 
given permanent free access to our live flood warnings, flood alerts and river level data, 
we are expanding this commitment to make as much of our data as possible open,” said 
Doug Wilson, director of scientific and evidence services at the Environment Agency.
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Wilson said that the Environment Agency is setting up a user group of external parties 
to help identify which of the agency’s data is most in demand for developers, technology 
companies and open data enthusiasts. “The intention is that other organisations will be 
able to use our data to create innovative applications which will help make information 
about the environment more accessible,” he said.

But getting data in usable formats has been a struggle, said James Smith, web developer 
of sustainability projects at the Open Data Institute (ODI) in London. “It’s always a 
battle trying to get the data released and in enough detail,” Smith said. 

To help organisations understand how to release data, ODI, which supports open data 
projects and trains people on the potential economic, social and environmental uses of 
open data, has created open data certificates which are badges for best practices on how 
to release data. The institute also has a startup incubator programme for new open data 
companies and is running an open data challenge for social impact and sustainability 
with innovation charity Nesta.

Rachael Post is a writer, digital strategist and professor of emerging media in Los 
Angeles
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It has long been recognized that free markets and free 
societies thrive on the free exchange of information. 
Transparency of market prices and of government 
operations are the foundations of efficiency and integrity, 
encouraging participation by market players and citizens, 
and spurring new ideas and innovations. Today, with 
massive computing power and data analytics, it is 
possible to make open digital information “liquid” and 
shareable to an unprecedented degree.

Open data—from both public and private sources—are 
adding a new dimension to big data analytics and giving 
rise to novel, data-driven innovations. Businesses are 
finding new ways of segmenting markets by blending open 
data with proprietary data and discovering new ways to 
raise productivity by using open and proprietary data to 
benchmark operations. Consumers are benefiting from 
open data by gaining more insights into what they buy, 
where they go to school, and how they get around (for 
example, with mobile apps that use open data to show the 
flow of traffic and public transit).

In this paper we identify ways in which open data can 
create economic value, both in terms of revenue and 
savings and in economic surplus, such as the time savings 
that commuters gain when they avoid congestion. We 
estimate potential annual value that use of open data 
could bring in seven domains: education, transportation, 
consumer products, electric power, oil and gas, health 
care, and consumer finance. The estimates are intended 
to be indicative and not exhaustive. Nor do we attempt 
to estimate the value of all of the considerable societal 
benefits that can be derived from use of open data. Our 
hope is that this work will inform the agenda for adopting 
and managing open data in both the public and private 
sectors and provide a lens for examining the critical issues 
about privacy and protection of proprietary information 
that need to be resolved before the full value of open data 
can be realized.

This report is the result of collaboration between the 
McKinsey Global Institute, McKinsey’s Global Public 
Sector Practice, and McKinsey’s Business Technology 
Office (BTO). The effort was led by James Manyika, 
an MGI director, and Michael Chui, an MGI principal; 
Diana Farrell, a director of the McKinsey Center for 
Government; and Steve Van Kuiken, a BTO director, and 
Peter Groves, a BTO principal.
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More open data 
for more users . . .

40+
Number of countries with 
government open data platforms*

90,000+
Data sets on data.gov  
(US site)*

1.4 million
Page views for the UK open data site 
in the summer of 2013
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Cities that participated in 2013 
International Open Data Hackathon Day

1 million+
Data sets made open by 
governments worldwide

* As of 2013



. . . can lead to 
  more value

$3 trillion
Approximate potential annual value 
enabled by open data in seven “domains”
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emission reductions from buildings that could 
be identified through the use of open data

35
Hours per year could be saved by commuters 
from schedule changes based on open data 

100,000+
Medical, health, and fitness apps 
for smartphones

50%+
Consumer share of 
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The global economy is beginning to operate truly in real time, with constant 
streams of data showing where consumers are shopping, ships are traveling, 
energy and money are flowing. Big data analytics make it possible to work 
through massive amounts of real-time and historical information to find unseen 
patterns and discover anomalies that can indicate opportunities for new products 
and services and new ways of operating more efficiently. Now, a complementary 
trend is under way. Open data—the release of information by governments and 
private institutions and the sharing of private data to enable insights across 
industries—provides additional depth to big data applications and makes possible 
entirely new ones, such as the smartphone app that tells commuters when 
the next bus will arrive. This trend has profound implications for companies, 
governments, and individuals.

Many open data initiatives, particularly in the public sector, have been motivated 
by societal goals such as improving the transparency and accountability of 
institutions, and much has been written about the importance of these efforts. 
Our research focuses on economic value that can be created by open data. 
Making data more “liquid” (open, widely available, and in shareable formats) 
has the potential to unlock large amounts of economic value, by improving the 
efficiency and effectiveness of existing processes; making possible new products, 
services, and markets; and creating value for individual consumers and citizens.1 
Realizing this potential will involve creating safeguards for personal privacy and 
business confidentiality, investments in technology, and changes in mindsets and 
work processes.

The value of making information open and available has long been recognized. 
Thomas Jefferson, the third president of the United States, understood that the 
development of the economy and the health of the democracy depended on the 
free flow of information. Jefferson funded the expedition of Lewis and Clark in 
1803 to gather all the information they could on the vast wilderness that had been 
acquired from France in the Louisiana Purchase—providing data on topology, 
human settlements, rivers, minerals, soil, flora, fauna, and weather that enabled 
the settlement of the frontier and the rapid growth of the economy. Governments 
since have gathered and shared (to varying degrees) vital information: GPS data, 
weather data, and census information are examples of information sets that are 
collected by public agencies in the course of their work and then made freely 
available for use by citizens, businesses, and academics. Open data brings 
this principle into the 21st century and vastly extends the power of shared 
information by making available massive, fine-grained, and timely data, which 
through advanced computing and analytics yield novel insights. Entrepreneurial 
companies are seizing the opportunity: Climate Corporation, a startup that 
was recently acquired for about $1 billion, combines 30 years of weather data, 

1 We use the terms “open data” and “liquid data” interchangeably.
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60 years of crop yield data, and 14 terabytes of soil data—all from government 
agencies—for such uses as research and pricing crop insurance.2 

We are studying the economic impact of open data now because this is a 
critical moment, when demand for data-driven insights intersects with more data 
being made open, and there are rapid advances in analytic capabilities, which 
accompany the adoption of big data. Although the open data phenomenon is 
in its early days, we see clear potential to unlock significant value by applying 
advanced analytics to a combination of open and proprietary data. As data are 
made more liquid, individuals and organizations can take advantage of the data 
to create value. The breadth and diversity of information in open sources could 
make open data a highly cost-effective source of critical insights in many markets.

Put to best use, liquid data can also become a critical element for breaking down 
information gaps across industries, sharing insights that can raise productivity, 
enable innovation, and replace traditional and intuitive approaches with data-
driven processes. Analytics powered by open data can also help uncover 
consumer preferences, anomalies in costs, and variations in performance—all of 
which can inform new products and processes. However, these benefits must 
be weighed against privacy concerns, as well as loss of control over information 
about oneself or one’s company. And, even if the data are free, there are costs 
associated with the effort to measure, analyze, and incorporate insights from the 
data into daily decisions for both consumers and businesses.

This research focuses on quantifying the potential value of using open data in 
seven “domains” of the global economy: education, transportation, consumer 
products, electricity, oil and gas, health care, and consumer finance. We identify 
the “levers” through which open data can create economic value and also explore 
the barriers to adoption and “enablers” for capturing value by making data 
more open.

Based on this analysis, we estimate that open data have the potential to enable 
more than $3 trillion in additional value annually across these domains.3 This 
represents our estimate of true economic growth, but it does not account for 
share shifts that are likely to occur within industries and between consumers and 
business. Value can arise in a number of ways, including equipping workers with 
the skills to raise productivity, allowing marketers to micro-segment populations 
more successfully, and boosting performance across segments by sharing 
benchmarks, market data, and best practice information. Consumers stand 
to gain by saving money through greater price transparency and using more 
information to make decisions.

While use of open data varies by domain, there are common themes in how value 
is created. Techniques such as segmenting populations and exposing variability, 
which are commonly used in big data analytics, apply to open data analytics as 
well. In many instances, consumers will reap the greatest benefits from open 

2 David Kesmodal, “Monsanto to buy Climate Corp. for $930 million,” Wall Street Journal, 
October 2, 2013.

3 Throughout this report we express value in terms of annual economic surplus in 2013 US 
dollars, not the discounted value of future cash flows; this valuation represents estimates 
based on initiatives where open data are necessary but not sufficient for realizing value. Often, 
value is achieved by combining analysis of open and proprietary information to identify ways 
to improve business or government practices. Given the interdependence of these factors, we 
did not attempt to estimate open data’s relative contribution; rather, our estimates represent 
the total value created.
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data applications, usually by gaining access to information that allows them to 
make better decisions. Another common theme across the domains is risk. Open 
data creates new risks for companies and place new demands on government to 
protect privacy and prevent misuse of information.

DefInITIons anD exaMples of open DaTa seTs

While it has always been possible to share information openly, until information 
was in a digital format that could be easily shared and analyzed, the potential for 
open data was limited. Since the 1970s, however, governments have been able 
to share more data and more kinds of data electronically. More recently, private 
players—established companies and emerging data-sharing specialists—have 
also begun to make their data available to others. These open data sets share the 
following characteristics4: 

 � Accessibility: A wide range of users is permitted to access the data.

 � Machine readability: The data can be processed automatically.

 � Cost: Data can be accessed free or at negligible cost.

 � Rights: Limitations on the use, transformation, and distribution of data 
are minimal.

Data sets range from completely open to completely closed across these four 
dimensions. In Exhibit E1 we see how data are open or closed based on the four 
characteristics that define open data.

  

How data are open or closed, based on four characteristics  
Exhibit E1 

SOURCE: McKinsey Global Institute analysis 

Completely 
open 

Completely 
closed More liquid 

Degree of 
access 

Everyone has access Access to data is to a subset of 
individuals or organizations 

Machine 
readability 

Available in formats that can be 
easily retrieved and processed 
by computers 

Data in formats not easily 
retrieved and processed by 
computers 

Cost No cost to obtain Offered only at a significant fee 

Rights 
Unlimited rights to reuse and 
redistribute data  

Re-use, republishing, or 
distribution of data is forbidden 

4 This is similar to the definition put forth in “8 principles of Open Government,” which emerged 
at an early meeting on open data in Sebastopol, California, in December 2007. Four of those 
principles (data must be complete, data must be primary, data must be timely, and data must 
be non-proprietary) describe properties of open data that make it more valuable. However, we 
do not include them in our definition because we believe data can still be classified as open or 
liquid, even if they do not meet these criteria. 
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Open data sets also are defined in relation to other types of data, especially big 
data (Exhibit E2). “Big data” refers to data sets that are voluminous, diverse, and 
timely. Open data is often big data, but “small” data sets can also be open. We 
view open and big data as distinct concepts. “Open” describes how liquid and 
transferable data are, and “big” describes size and complexity of data sets. The 
degree to which big data is liquid indicates whether or not the data are open.

  

How open data relates to other types of data 
Exhibit E2 

SOURCE: McKinsey Global Institute analysis 

Big data 

Open data 

All data 

Open 
govern- 

ment 
data 

MyData 

ILLUSTRATIVE 

Open data sets—whether big or small—can come from the government or 
other institutions and enterprises, and from individuals. Open data initiatives 
in the public sector, in which governments release data, are some of the most 
prominent examples of this trend, but we do not consider open data to be 
synonymous only with data released by governments.

Finally, the open data concept is associated with “MyData,” which involves 
sharing information collected about an individual (or organization) with that 
individual. For example, some hospitals now provide individual patients with 
access to their own medical records data. Providing aggregate statistics (a form 
of open data) alongside MyData allows useful comparisons; some utilities show 
consumers how their energy use compares with that of neighbors to encourage 
conservation. In some cases, individuals are allowed to modify or correct the data 
provided to them, which improves the quality of the data.

Open data sets vary in scope and source. They can be local, national, or global 
and can be obtained from both government and commercial sources (see Box 1, 
“An open data sampler”).
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open DaTa InITIaTIves

More than 40 countries—from every region of the world and at every stage of 
development—have established open data initiatives. These nations are opening 
up all kinds of data sets to promote economic development, spark innovation, 
and find ways to make government work better. India has released 3,500 data 
sets, mostly of agricultural information. Singapore has shared 8,600 data sets 
from 60 public agencies. The World Wide Web Foundation’s Open Data Index 
rates governments on 14 data-sharing metrics and in 2012 ranked the United 
States, Mexico, Singapore, the United Kingdom, and New Zealand as the top five 
most open governments.

In the United States the opening of government data accelerated after President 
Obama, on his first day in office in 2009, signed an executive order stating that all 
government information that did not have to be kept secret for security or privacy 
reasons should be made public. The administration also launched the Open Data 
Initiative to publish government data and the data.gov website to distribute the 
data, which has grown from 47 “open” data sets in March 2009 to more than 
90,000 sets covering everything from energy use to consumer complaints.5 The 
United Kingdom began its open data effort in September 2009 with 2,500 data 
sets, which grew to more than 10,000 data sets in 2013.6 Kenya, which in 2011 
became the first sub-Saharan African nation to launch an open data initiative, 
claims that opening up government procurement data and exposing price 

5 Vivek Kundra, Data.gov: Pretty advanced for a one-year-old, Data.gov.us, October 2013.

6 “Tim Berners-Lee unveils government data project,” BBC World News, January 21, 2010. 

Box 1. an open data sampler 

 � New York City building utilities benchmarking. 
Detailed information on energy and water 
consumption for each non-residential building in 
New York City was released in 2011 and is used 
by building operators to benchmark the energy 
efficiency of their buildings and identify opportunities 
for improvements.

 � Real-time train movements. Trafikverket, the 
transportation agency in Sweden, publishes real-
time data on train departure and expected arrival 
times and track numbers for all trains traveling 
through the country. Third parties have used these 
data to create applications that allow travelers and 
shippers to make better-informed decisions on travel 
modes and routes.

 � Available parking spots. Real-time open data 
about available parking locations has been made 
available in cities such as Singapore, Chicago, and 
San Francisco. Applications that use this open 
data help drivers locate parking spaces, reducing 

parking search time. These data can also be used in 
infrastructure planning.

 � Census. Census data are a classic example of open 
data. In the United States, the federal government 
must compile and publish census data periodically, 
as stipulated in the Constitution. The US census 
provides detailed information on demographic and 
socioeconomic trends, down to the zip code level, 
helping government guide delivery of services (for 
example, locating schools) and enabling stores 
to customize formats and merchandise. Other 
countries release similar information.

 � Social media entries. Social media are a growing 
source of wide-ranging information on customer 
preferences and experiences. Access to the full 
stream of social media content from a particular 
platform often requires some kind of commercial 
arrangement, so it is not fully open along the cost 
dimension, but it is relatively liquid.
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differences can save the government $1 billion annually.7 The commitment to 
making data more open was re-affirmed at the June 2013 G8 summit through 
the Open Data Charter, which establishes “an expectation” that the default policy 
should be that all government data be published openly. The charter also notes 
that there are legitimate reasons why some data cannot be released.

State and local governments are also creating platforms to release their data. In 
the United States, California and Texas have identified millions of dollars a year in 
savings by releasing budgetary information and enabling citizens to spot potential 
opportunities to cut costs. To improve transparency and citizen engagement, 
cities such as Boston, Buenos Aires, Dublin, Helsinki, and New York have made 
significant amounts of information public, from restaurant health inspection scores 
to school performance ratings.

While governments are natural sponsors of open data initiatives—both as sources 
of data and as regulators of open data use—other institutions and enterprises are 
also beginning to release their data and invest in programs that rely on the use of 
open data. In Japan, for example, citizens mobilized to create an open database 
of radiation readings in different parts of the country following the Fukushima 
earthquake. Data generated by the automatic identification system (AIS) used 
by ships, which shows the location of ships at sea for collision avoidance and 
emergency rescue, have been opened, allowing shippers to see the locations 
and destinations of all larger commercial ships so they can judge which ports 
are likely to be congested. A growing industry of third-party brokers is scouring 
the world’s data assets, making data more liquid by aggregating, integrating, 
and selling access to data (some proprietary, some open), sometimes along with 
analytics services. 

Key fInDInGs

We focused our analysis of how use of open data can create economic value 
globally in seven domains.8 The domains were selected to give a broad range of 
examples of how open data can create value in the public and private sectors. 
These are not necessarily the domains in which open data could have the most 
impact, but were selected to show a wide range of examples. The following are 
key findings from our research.

 � An estimated $3 trillion in annual economic potential could be unlocked 
across seven domains. These benefits include increased efficiency, 
development of new products and services, and consumer surplus (cost 
savings, convenience, better-quality products). We consider societal benefits, 
but these are not quantified. For example, we estimate the economic impact 
of improved education (higher wages), but not the benefits that society derives 
from having well-educated citizens. We estimate that the potential value 
would be divided roughly between the United States ($1.1 trillion), Europe 
($900 billion) and the rest of the world ($1.7 trillion).

7 Elana Berkowitz and Renée Paradise, “Innovation in government: Kenya and Georgia,” 
McKinsey Quarterly, September 2011. 

8 The analysis of health care is based on previous McKinsey research published in The “big 
data” revolution in health care: Accelerating value and innovation, McKinsey Center for US 
Health System Reform and McKinsey Business Technology Office, January 2013. Our work 
in the consumer finance domain highlights some key uses of open data but does not size the 
potential value comprehensively.
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 � Open data enhances the value potential of big data analytics and 
provides additional opportunities. Often the value from open data is realized 
by combining open and proprietary data. The additional open information 
enhances the opportunities from the five big data levers identified by MGI.9 
The levers are: creating transparency to unearth information to make better 
personal, business, and governing decisions; exposing variability and enabling 
experimentation to identify areas for improvement; segmenting populations 
to tailor actions such as creating custom marketing offers; augmenting or 
automating human decision making; and defining new products, services, 
and business models. About one-third of the estimated potential value from 
open data comes from benchmarking, an exercise that exposes variability 
and also promotes transparency within organizations. In addition to creating 
value with the big data levers, open data creates value in its own ways. When 
entrepreneurial companies and established businesses gain access to existing 
data (often government data) that were previously unavailable, they can 
significantly refine the process of defining and creating products and services. 
Open data’s transparency also affects markets, fostering competitiveness 
by making more information available and creating opportunities to better 
match supply and demand. Liquid data also enables new opportunities for 
large-scale collaboration among individuals, companies, governments, and 
other organizations. Finally, open data can enhance the accountability of 
institutions such as governments and businesses and can raise the quality of 
decision by giving citizens and consumers more tools to scrutinize business 
and government.

 � Consumers stand to gain the most. Consumers are already beginning to 
benefit from open data through price transparency (for example, by using 
online shopping sites that offer price comparisons). Other information about 
products and services could be made available through open data (e.g., 
whether trains are running on time or the labor and environmental practices of 
manufacturers) and could be used by consumers to select the products and 
services that best match their preferences. Opening MyData gives consumers 
better visibility into their own consumption, often revealing information that can 
lead to changes in behavior. Open data also gives individuals (as consumers 
and citizens) new channels to provide input to improve the quality of goods 
and services (including public services) and the quality of data. Together, 
more than 50 percent of the value potential we estimated is in consumer and 
customer surplus.

 � Open data helps businesses raise productivity, and create new products 
and services. Using open data can help companies improve the productivity 
of current business processes and can lead to new products, services, and 
entire lines of business for both established companies and entrepreneurs. 
Open data can also help create more tailored products and services. 
By sharing data openly (yet anonymously), companies can benchmark 
performance and share best practices. There is also an open data industry, 
composed of companies that aggregate and sell data and advise companies 
on open data use.

9 See Big data: The next frontier for innovation, competition and productivity, McKinsey Global 
Institute, May 2011.
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 � Open data creates new risks, including threats to reputation and 
loss of control over confidential information. Open data can expose 
individuals and businesses to several risks, especially reputational ones. 
Opening information such as electricity use or school performance to create 
aggregated views of population behavior raises serious concerns among 
consumers who fear that their data will be tied to them and could harm their 
economic or social standing. Conceivably, credit card companies could raise 
interest rates on households that waste electricity or the inadvertent release of 
information about a particular student could lead to bullying. For businesses, 
open data released by third parties could expose poor environmental or 
labor practices or show that their products or services compare poorly for 
price and quality. Companies can also put consumers off by using open 
data to create online advertisements or marketing offers that show that the 
company knows too much about the consumer. Another risk arises in sharing 
benchmarking data among businesses, if the pooled data inadvertently reveal 
confidential information.

 � Governments have a central role to play as a source of open data and 
as a regulator. Government could use policy and other mechanisms to 
determine the nature of open data within society. To promote open data 
approaches, government could assuage concerns of both consumers and 
businesses about the safety of open data and help educate the public about 
the potential benefits to the economy and society. Governments can use their 
influence to make data more open, through dialogue as well as regulation, 
while creating policies that thoughtfully address issues such as privacy, 
confidentiality, intellectual property protection, and liability. Government 
agencies also hold vast stores of data, which, if made open, could enable 
the creation of large amounts of economic value. Making government data 
available not only enables value creation, but also sets the tone for openness 
among other institutions.

 � Making data more liquid is necessary but not sufficient for capturing 
value of open data. Once data are open, other developments and actions 
are needed to realize value potential. A vibrant ecosystem of developers will 
be necessary to transform open data into valuable tools. Thoughtful policies 
that protect intellectual property and ensure privacy and confidentiality will be 
needed to give consumers and institutions confidence to move forward with 
open data. Policies will need to be refined continually to balance the value of 
anonymous, aggregated information about an individual with the increased 
risk of identification. Investment in technology is needed to collect data, create 
suitable platforms for sharing data, and perform analyses to uncover valuable 
insights. Standards can be developed that will make data from multiple 
sources comparable. Releasing metadata (data about data) can make open 
data more usable. An open data marketplace may be needed to provide clear 
channels for sharing liquid data and to build a community with group norms 
and rules, which would discourage malicious manipulation of data through 
economic and social pressure. Third-party services will likely play an essential 
role in cataloging, cleaning, and parsing information that is not released 
in machine-readable format. Organizations will also need to acquire and 
develop the talent, processes, and cultures to complement their technological 
investments. Key skills include the ability to perform analyses, create useful 
reports and tools based on open data, and incorporate data into managerial 
decision-making processes.
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open DaTa In seven DoMaIns

To understand the potential economic value that might be expected from 
widespread use of open data, we looked at seven areas of the global economy. 
For each, we identified the most important levers for unlocking value with open 
data and we estimated how much annual value to the economy each lever might 
help enable (Exhibit E3). These levers work by enabling better decision making, 
such as spurring energy efficiency by revealing relative consumption; by providing 
the insights for customized products and services, such as personalized learning 
programs; or by exposing anomalies in performance data that lead to better 
processes, such as using public budget data to find opportunities to save on 
procurement. In addition to the potential economic benefits to both the public 
and private sectors that we describe here and in the following chapters, we 
recognize that there are separate and potentially powerful societal benefits from 
making data about government more open (see Box 2, “The societal benefits of 
open data”).

  

Open data can help unlock $3.2 trillion to $5.4 trillion in economic value  
per year across seven “domains” 

Exhibit E3 

SOURCE: McKinsey Global Institute analysis 
NOTE: Numbers may not sum due to rounding. 

$ billion 

3,220–5,390 Total 

Consumer finance 

Five domains 

210–280 

Health care1 300–450 

Consumer products 

2,710–4,660 

Oil and gas 240–510 

Electricity 340–580 

520–1,470 

Transportation 720–920 

Education 890–1,180 

Values represent examples of 
open data potential, not 
comprehensive sizing of 
potential value across sectors 

1 Includes US values only. 
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education

Using open data in education could enable approximately $890 billion to 
$1.2 trillion in value annually. The largest potential benefit comes from using open 
data to improve instruction by identifying the most effective strategies and tools 
for teaching specific skills and knowledge; students who acquire higher skills 
can expect higher lifetime earnings. Open performance data can also be used by 
students and parents to make more informed decisions about choices of schools 
and academic or vocational concentrations. Barriers include privacy concerns, 
especially for student and teacher performance data, and concern around the 
loss of autonomy of teachers in the classroom.

Transportation

We estimate that $720 billion to $920 billion in value per year could be enabled 
by the use of open data in transportation. The greatest potential source of 
value is increased productivity and time saving for individuals from using open 
data to reduce travel times. Additional value can be gained by using open 
data to improve the efficiency of public transportation and freight operations, 
through adjusting train and bus schedules to better match demand and 
optimizing operations based on industry-wide benchmarks. Open data can 
also inform infrastructure investments. To capture much of the consumer value 
of open data in transportation, consumers will need access to easy-to-use 
applications that provide real-time location and estimated travel times of different 
transportation options.

Box 2. The societal benefits of open data 

The open data phenomenon began with the release 
of government data and it is still often associated with 
its potential impact on government. Many of the early 
successes of open data resulted from government 
release of information that led to greater accountability 
within government, such as exposing tax fraud in 
Canada and monitoring of corruption in Brazil after 
public records were made broadly accessible.1

Opening up public data and arming the public with the 
information to make concrete policy recommendations 
has also improved citizen engagement and 
participation. Peng Shi, a graduate student, created 
the new methodology for public school assignments in 
Boston, using information released by the city on the 
quality and location of schools.2 His algorithm, which 

1 Marcos Cruz and Alexandre Lazarow, “Innovation in 
government: Brazil,” McKinsey Quarterly, September 2012.

2 James Vaznis, “MIT has plan for Boston school assignments,” 
Boston Globe, October 28, 2012.

shows parents choices based on school quality and 
distance, was chosen over five other plans that had 
been developed through more traditional channels. 
Open data can also be used to monitor the use of 
public goods and encourage optimized investments of 
public goods.

Open data also enables collaborations across sectors 
in both public and private settings. Following the 
earthquake that struck Haiti in 2010, volunteers across 
the world combined data from sources such as satellite 
maps, World Health Organization maps of health 
facilities, and locations of police facilities from the 
Pacific Disaster Center, and data from mobile phone 
companies. The OpenStreetMap project became a 
critical source of reliable information to guide both 
governments and private aid workers and supplies 
to hospitals, triage centers, and refugee camps. This 
map helped responders better match the supply and 
demand for various resources in the aftermath of the 
disaster, significantly improving the services delivered.
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Consumer products

We estimate that $520 billion to nearly $1.5 trillion in value per year could be 
enabled through the use of open data in consumer products. Consumers could 
benefit from price transparency, as well as access to additional open data about 
products (the provenance of packaged food, for example) and suppliers (such 
as environmental and labor practices). Open data can help manufacturers and 
retailers generate sales and increase loyalty, by more finely segmenting consumer 
types and customizing store layouts and assortments for specific neighborhoods. 
Manufacturers can harness open data in the form of social media chatter or 
“likes” to inform product design decisions and improve after-sale interactions. 
While consumers stand to gain the most from open data, privacy concerns 
represent a very significant potential barrier.

electricity 

Use of open data in the generation, distribution and consumption of electricity 
could help bring about value of as much as $340 billion to $580 billion annually. 
Significant investments in technology and operations will be required to capture 
the value from conservation and improved operations. By providing consumers 
with detailed data about their energy consumption and showing how other 
similarly situated consumers (or businesses) use electricity, customers can 
discover energy-efficiency opportunities. Utilities can also benefit from sharing 
benchmarking data to improve project management (e.g., streamlining permitting 
processes) and operations. Utilities and regulators will need to develop effective 
programs to use open data, build trust among consumers by establishing clear 
privacy protections, and encourage organizational cooperation through data-
sharing schemes.

oil and gas

Across the oil and gas value chain, open data could help enable $240 billion 
to $510 billion a year in value, by improving investment decisions about where 
to explore for new reserves and build downstream facilities. Openly sharing 
benchmarks can improve investing processes and operations. Sharing 
consumption data can help consumers make better-informed decisions about 
energy use (reducing natural gas consumption, for instance). Many benefits 
depend on companies sharing data that has been regarded as proprietary. 
Therefore, the business cases and requirements for sharing information will need 
to be made clear.

Health care

Previous McKinsey research examined the potential impact of more liquid data in 
health care and identified $300 billion to $450 billion in annual value that could be 
unlocked in the United States alone.10 Potential sources of value include enabling 
people to take an active role in disease prevention and treatment; helping 
providers determine what is the most timely, appropriate treatment for each 
patient; matching patients with the most appropriate providers; ensuring the cost-
effectiveness of care; and identifying new therapies and approaches to delivering 
care. Capturing this value will require changes in how care is delivered and paid 
for (in the United States), standards for data governance and usability, persuading 

10 The “big data” revolution in health care: Accelerating value and innovation, McKinsey Center 
for US Health System Reform and McKinsey Business Technology Office, January 2013.
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providers to share data, and investing in the capabilities of all players to make the 
most of open data.

Consumer finance

We examined the potential impact of open data in three areas of consumer 
finance: banking, insurance, and real estate. Though the potential impact in 
these three areas is not sized comprehensively, we estimate that $210 billion 
to $280 billion can be captured annually from a few of the largest examples we 
consider. In banking and insurance, there are significant opportunities to increase 
value through use of open data to improve product design and underwriting. In 
particular, open data can be used to assess risks for consumers who do not have 
a credit history, opening up a large potential source of new business (worldwide, 
half of adults have no banking relationships). Open data can also be used in 
fraud prevention and detection: affiliations revealed in social media connections 
have been used to uncover insurance fraud rings. Consumers can also use open 
data to choose among a confusing array of complex financial products. In real 
estate, open data can help match buyers and renters with properties, and inform 
development and infrastructure investments. Barriers to realizing the value of 
open data in consumer finance include substantial concerns about privacy by 
consumers and a lack of legal frameworks regarding the use of new forms of data 
in banking and insurance.

IMplICaTIons for sTaKeHolDers

Governments, companies, and individuals will need to understand how to take 
advantage of open data. All stakeholders—governments, non-profits, businesses, 
individuals (as consumers and citizens)—have roles to play in maximizing the 
benefits of open data. Deriving valuable insights from open data will require new 
rules and procedures and new attitudes as well as investments in technology 
and capabilities.

 � Governments. Governments can set the tone for open data within a society, 
both by releasing data and shaping the policy environment. Public-sector 
agencies can be a key source of open data. An important first step is to set 
priorities for data release that are based on potential value, rather than ease 
of “opening” the data for sharing. Agencies can establish clear rules to govern 
the type of data that should—or should not—be released, with particular focus 
on safety, national security, privacy, liability, intellectual property rights, and 
confidentiality. Government leaders can champion the focus on open data 
across agencies and help make sure that the default decision is to release 
data whenever possible. As primary sources of open data, governments at all 
levels can be leaders in developing easy-to-use platforms for accessing open 
data. Leaders can also seek public-private partnerships or collaborations 
to support open data activities. For instance, the United States Patent and 
Trademark Office has worked with Google to post information such as awards 
and published applications in an easily searchable format.

As the maker of laws and enforcer of regulations, government can shape 
the legal and economic environment that maximizes the potential societal 
value from the use of open data, while addressing the legitimate privacy and 
intellectual property concerns of individuals and organizations. This may 
include policies on who can access information, the type of information that 
can be collected or used in certain functions, and protocols for notifying 
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individuals when information about them is made available. Elected officials 
and policy makers can convene stakeholders to discuss innovative ideas, set 
standards, and make data accessible and usable. Regulators can also create 
policies to encourage companies to collect and release data (with appropriate 
protections). Additionally, public-sector agencies can help address the need 
for workers with strong data and analytical skills through education and 
immigration policies.

 � Entrepreneurs. Open data creates opportunities for entrepreneurs (or in-
house “intrapreneurs” in corporations) to create new revenue streams and 
increase the productivity of their operations. The availability of open GPS data 
in the 1980s created whole new businesses in consumer and business GPS 
and mapping services that today contribute an estimated $90 billion a year 
in value to the US economy.11 Other types of open data made available by 
governments, companies, and third parties (often combined with other data) 
can be used to create innovative products and services. Particular value may 
lie in bringing together information from disparate sectors of the economy 
and combining that information with proprietary data. Companies hoping to 
capitalize on open data opportunities can seek out and inventory sources of 
liquid data, develop strategies to influence others to make valuable data more 
available, invest in the development of tools that can transform open data into 
products and services, and dedicate staff to developing insights and designing 
products using open data.

 � Companies. Open data can bring fresh insights into how companies operate 
and help management identify unnecessary variations and other barriers 
to productivity. Companies can choose to share proprietary data to create 
benchmarks that can improve overall industry performance. Using open data, 
such as customer discussions on social media, companies can refine product 
requirements and create new products and services. Companies will also 
need to have strategies about how, when, and under what circumstances 
they open their data, taking into account the potential impact the release of 
their data could have. Companies can choose platforms for data release, 
participate in the creation of an ecosystem of data users, and consider ways in 
which to monetize the value of liquid data. In addition, they can participate in 
standards setting, including for metadata, and provide input into the emerging 
legal frameworks governing data.

Companies must also evaluate the potential risks posed by open data. Firms 
should become aware of the types of open data that might lead to reputational 
harm, hurt their competitive position, or disrupt their industry. Given these 
risks, companies should participate in the dialogues that set standards, 
develop legal frameworks and policies, and inform the broader public on such 
topics as intellectual property, privacy, and confidentiality.

Data brokers provide data aggregation services and develop other services 
related to open data (for example, by integrating open data with proprietary 
data sources, then analyzing those data). Data brokers will have to continue 
monitoring the open data landscape for more data to collect and aggregate, 
and continue to develop innovative products and services, as well as 
participate in policy dialogues.

11 Philip Yam, “How to kick-start innovation with free data,” Scientific American, March 23, 2013.
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 � Individuals. Consumers can capture a large portion of the value potential of 
using open data. Individuals can seek out applications that use open data 
and provide feedback to improve these tools. They can also take advantage 
of MyData to guide their behavior and ensure that data are accurate. 
Constituencies can also be built to press for release of more open data and 
creation of more tools from both government and other enterprises.

While open data has numerous potential benefits, consumers can help to 
safeguard their interests by monitoring privacy policies and practices to ensure 
that the data are not used in such ways that lead to social or financial harm, or 
information that they simply prefer to keep confidential. Citizens can work with 
government to guide policy around the collection and use of data.

 � Non-profits and NGOs. Open information on the location of resources—
schools, hospitals, roads—and on the quality of health, educational, and 
economic systems can be used to identify areas of greatest need and 
calculate the additional resources required. Non-governmental organizations 
(NGOs) and other non-profit organizations can incorporate this type of 
information when developing a strategy, and in day-to-day operations. The first 
step to this will be understanding the data that are available and identifying key 
gaps. Lobbying governments and private organizations to release information 
where gaps exist can lead to critical breakthroughs.

NGOs and non-profits can also organize volunteers with data-related skills 
who can collaborate to create useful tools. The OpenStreetMap database 
that was used in Haiti, for example, was produced by volunteers on several 
continents. NGOs can establish common platforms, set standards, and 
motivate volunteers. Non-profits can also help fill the talent gap: Code for 
America, for instance, recruits web developers, designers, and entrepreneurs 
for a year of service helping cities to use the Web to become more open and 
efficient. Non-profits also can serve as a neutral organizing force to align 
international data standards, such as standardizing formats for metadata (data 
about data) and other data elements.

While open data can increase the impact of outreach efforts, NGOs and other 
non-profits must also be aware of the risks and be careful that the data they 
collect not inadvertently identify or reveal negative information about groups 
that they are trying to help. Steps should be taken to ensure that privacy is 
maintained, especially as numerous de-identified data sets are combined, 
making it more difficult to mask identify.
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* * *

Our research shows that open data efforts could help to unlock more than 
$3 trillion in value every year in seven domains of the global economy. The 
benefits of open data can be self-reinforcing: as individuals perceive benefits 
from the use of open data, they will help to improve the accuracy and detail 
of information available, thus increasing the value of the data and the benefits 
that they can receive. However, this cycle can gather momentum only if private 
industry and public agencies cultivate a vibrant open data ecosystem and create 
data policies that provide adequate protection for all stakeholders. Companies 
will need to put in place the technologies and talent to collect and analyze the 
data. Individuals—as consumers and citizens—will need to be vigilant and savvy 
providers and users of open data.
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Today, more than one billion students are enrolled in schools around the world, 
served by more than 58 million teachers. Annual spending on K–12 and post-
secondary education (the scope of this report) exceeds $4 trillion worldwide.12 
With so many resources dedicated to public education, there are substantial 
opportunities to increase the efficiency and effectiveness of current systems. By 
standardizing and sharing data that already exist, the effectiveness of education 
around the world could be greatly improved.

The application of open data is already changing the ways in which teachers 
teach, students learn, administrators make funding and spending decisions, and 
graduates find the right employers. We have identified five levers that can enable 
potential value from using open data in education: improved instruction, better 
matching of students to programs, matching students to employment, transparent 
education financing, and more efficient system administration.

 � Improved instruction. Instruction can be improved by using data on student 
performance and learning styles to design and personalize lessons suited to 
individual skills and learning styles. The lesson plans are continually refined by 
analyzing large amounts of individual student data shared across systems and 
institutions, guiding educators to the most effective teaching methods.

 � Matching students to programs. Open data can also be used to help 
parents and students identify the best fit in terms of school or program. 
By analyzing publicly available data on school performance (for example, 
educational outcomes and program offerings), they can select educational 
opportunities that match the student’s interests, abilities, and needs.

 � Matching students to employment. Employers and job candidates can find 
one another more efficiently with tools that use open data to match the skills 
employers need with the skills candidates possess. Firms can analyze data on 
their employees to determine skills most necessary to succeed at the job, then 
search for candidates with proven credentials, such as Open Badges, in those 
specific areas. Similarly, students can locate and apply for positions that fit 
their skills and interests but that may previously have gone unnoticed.

 � Transparent education financing. Open data allows for more transparent 
education financing, which also can expand the range of education options 
for students. By using financial aid tools that analyze open data on the true 
cost of education at various institutions as well as different financing options, 
parents and students can better understand trade-offs and choose programs 
based on the actual expected cost of education. This allows students to enroll 
in programs they may have previously considered out of reach, and it helps 

12 In defining the scope of the effort, we include K–12 and higher education that is delivered 
through public and private systems in the United States, the European Union, Asia-Pacific, and 
across emerging markets.

1. Open data in education
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students who are deciding whether they can afford higher education to find 
suitable programs.

 � Efficient system administration. By using open data to expose variation in 
prices paid for supplies and services and benchmarking between districts, 
school systems can greatly improve the efficiency of school procurement. 
And, by using open data to identify locations for schools based on current 
and future population shifts, administrators can allocate education resources 
in a way that ensures high utilization and provides an intelligent plan for future 
school investments.

In combination, these five levers can deliver $890 billion to $1.2 trillion in 
additional annual value (Exhibit 1). This value comes largely in the form of higher 
future expected earnings, but opportunities to save costs on existing operations 
are significant as well.

  

Five levers can lead to $900 billion to $1.2 trillion per year in value  
in education 

Exhibit 1 

Total 890–1,190 

Efficient system  
administration 230–290 

Transparent  
education financing 190–240 

Matching students  
to employment 90–190 

Matching students  
to programs 70–100 

Improved  
instruction 310–370 

SOURCE: McKinsey Global Institute analysis 

$ billion 

NOTE: Numbers may not sum due to rounding.  

 

  
 

   
 

   
  

  
  

   
  

  

 

 

 

 

 

Realizing the full benefits of open data in education will depend on many factors. 
Stakeholders will need to resolve privacy concerns by ensuring that data can be 
shared across the education system to help identify areas ripe for improvement, 
while still protecting the identity of individual students and teachers. Standardized 
measures will be needed for analyzing student, teacher, and school performance, 
and for identifying best practices. These measures should track observable 
metrics such as student outcomes and relevant information provided by the 
student, such as goals and preferences. Together, these data sets can help 
educators learn about learning—using data to see which approaches work best 
for students and refining these techniques based on ongoing monitoring.
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There are many sources of education data including academic records, student 
preferences and goals, student and family financial data, and student-controlled 
MyData (see Box 3, “Sources of open data in education”). These pieces of 
information can be analyzed to tailor personalized learning plans, select programs 
that fit students well, and identify financial need and funding opportunities. 
Creating ways to integrate student-controlled MyData into open data platforms 
will be critical to unlocking the full value potential in education, and systems will 
be needed to take advantage of these data.

Box 3. sources of open data in education

 � Educational institutions. Schools and other providers of educational 
services collect data on student and teacher performance, program 
offerings, budgets, special programs (accelerated learning, remedial 
services, or after-school offerings), procurement, utilization rates, and 
learning standards.

 � Education agencies. Local and national agencies are sources of 
information on learning goals, standards (admission and graduation 
requirements), system-wide testing results, funding, attainment 
(graduation rates), and data about the education system (number of 
students, teachers, schools).

 � Other government agencies. Other relevant data collected by 
governments include population and economic reports, such as GDP 
and unemployment rates, and labor market data, such as statistics and 
forecasts about demand in different occupations.

 � Application developers and data services. A growing range of ratings, 
learning platforms, and other education-related information services and 
applications are being developed. These include net price calculators, 
adaptive learning platforms, and school ranking systems. In addition, 
in the course of providing their services, education suppliers may 
collect data, as permitted, on student and teacher performance, school 
purchasing activity, and the use of support services that would be helpful 
to schools.

 � Individuals. Students, families, and teachers all have relevant data about 
their performance and their learning and teaching styles. This includes 
data on their aptitudes, interests, and goals. By sharing data on personal 
preferences, stakeholders can learn what practices have been shown 
to best support their unique goals. Revealing personal preference data 
to neutral brokers allows for learning plans, student fit, and employment 
opportunities to be customized for the individual.
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How fIve levers CreaTe value In In eDuCaTIon

We identify five levers for creating value with open data. These range from using 
open data metrics to help create customized learning plans for students to using 
open data to bring transparency to college costs (Exhibit 2).

  

How five open data levers create value in education 
Exhibit 2 

SOURCE: McKinsey Global Institute analysis 

▪ Personalized learning plans  
▪ Frequent feedback on teaching 

performance 
▪ Student-teacher matching 
▪ Professional development 

▪ Benchmarking of educational 
value/performance 

▪ Transparency of programs/ 
institution offerings 

▪ Transparency of skills  
demanded by employers 

▪ Enhanced employer-candidate 
matching 

▪ Clearer signaling of candidate 
skills 

Improved instruction Matching students 
to programs 

Matching students 
to employment 

▪ Enhanced procurement and   
shared purchasing programs 

▪ Data-driven siting strategy 

▪ Loan transparency 
▪ Personalized net price 

comparisons 

Efficient system 
administration 

Transparent 
education financing 

Improved instruction

The classroom is where many of the most valuable applications of open data 
will evolve. Improved instruction can be enabled by developing personalized 
learning plans for students, frequent feedback on teacher performance, 
and targeted professional development programs for educators based on 
continuous feedback. Frequent measurements of student performance and 
teaching practices can be combined with information on learning requirements, 
demographics, and learning preferences to identify areas for improvement. This 
analysis can help students, parents, and teachers improve their performance, 
which can lead directly to higher graduation rates, greater educational attainment, 
and increased lifetime earnings. These analyses can be improved when individual 
student and teacher data are combined with data from multiple sources (e.g., 
when more liquid data is brought to bear).

The data-driven approach to improving teaching and learning allows for targeted, 
rapid responses to issues that arise. By using insights gained from frequent 
diagnoses, problems can be identified and corrected before student performance 
suffers. Instructors and online teaching systems are able to adapt lessons and 
plot student learning plans based on information gleaned from a broad and 
comprehensive database of student profiles, behaviors, and interactions with 
learning materials. Sharing such data across institutions and school districts—
making the data more liquid—allows for more robust analysis. For example, 
educators can monitor student attainment frequently and at a very granular 
level (measuring mastery of a particular concept, for example) and track how 
individual student performance correlates to classroom activities (e.g., lecture 
versus exercises or group work). These approaches can also be used to increase 
motivation, change mindsets, and adjust learning strategies to improve student 
achievement (see Box 4, “Tech-enabled personalized learning”).
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Opening and sharing student data across the educational system help develop 
more accurate and robust insights into what works and what works best for 
particular types of students. If these data are obtained from a broad base of 
students and insights from the data are made available to educators, the findings 
can help teachers identify more clearly which practices are working best in 
their classrooms before the end of the term, so they can use the most effective 
ones and de-emphasize others. Similar information can also help to identify the 
most valuable professional development opportunities for teachers. Teacher 
performance data can also help match teachers with coaches who can help them 
grow as professionals.

To implement improved instruction, teachers and schools need open data 
platforms that provide access to machine-readable student and teacher 
performance data, lesson plans, and demographic data. Concerns about privacy 
and misuse of data must be addressed, and safeguards must be in place in order 

Box 4. Tech-enabled personalized learning

Adaptive technology is a growing trend, with some 40 
companies, such as Knewton and DreamBox Learning, 
marketing adaptive learning systems to schools in North 
America, Europe, and Asia.1 Adaptive learning attempts 
to address the limitations of conventional classroom 
teaching by capturing information about what each 
student knows and crafting custom lesson plans based 
on individual knowledge and progress. Instead of 
marching the class through the same lesson (and often 
covering the same material repeatedly until most of 
the students get it), adaptive learning claims to deliver 
the right content, at the right time, in the best way for 
each student.

Adaptive learning systems use online lessons to teach 
a specific lesson or concept and monitor student 
progress in real time by recording indicators such as 
the number of times the student pauses a lecture, 
the time needed to answer a question, the number 
of times a question was attempted, and a student’s 
reliance on “hints.” This results in a rich set of data 
that can deliver insights on which concepts a student 
has mastered, where more work is needed, and what 
specific interventions might support greater mastery of 
concepts. Teachers can use these insights to intervene 
and further personalize student interactions.

Adaptive learning platforms have been used at all levels 
of education and training. At Arizona State University, 
an adaptive learning program helps students who are 

1 Education Growth Advisors, Learning to adapt: Understanding 
the adaptive learning supplier landscape, Bill and Melinda 
Gates Foundation, 2013.

struggling with remedial math. Student pass rates have 
improved from 64 percent to 75 percent, and dropout 
rates are down by 7 percent, ASU reports.2 The 
United States military uses adaptive learning software 
to train submarine technicians and finds that new 
recruits using the system learn more and perform tasks 
better than technicians who have been on the job for 
seven years or more.3 

Implementing adaptive learning faces several 
challenges. As teaching becomes more adaptive, 
teachers and professors might need to adapt to 
doing less lecturing and more tutoring and coaching. 
Lessons delivered by computer can be broken down 
into multiple personalized modules, instead of set class 
periods. Students may spend 15 minutes reading new 
material through an adaptive program that measures 
how they are interacting with the content, then work 
in groups or on personalized lessons based on their 
earlier interactions. This may be followed by a tailored 
quiz and a homework assignment to reinforce specific 
points. Such modifications rely on comparing the 
progress of a particular student against that of others 
with similar learning needs, backgrounds, and support. 
Since students can progress at their own rates, the 
traditional “semester” and “grade” model may also 
need to evolve. This has implications both for how K–12 
classrooms are organized and for how colleges account 
for credits and graduation requirements.

2 Data on Knewton performance in remedial math programs at 
Arizona State University from www.annualreport.asu.edu. 

3 Office of Naval Research, “Submarine piloting and navigation 
training” exhibit fact sheet,  
www.navair.navy.mil. 
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to enable these benefits. There is significant potential for outsized gains in student 
performance from personalized learning approaches, which have been proven 
effective in other settings and now can be brought into K-12 schools.

We estimate the potential value from improved instruction to be $310 billion to 
$370 billion per year worldwide, largely through increased lifetime earnings. This 
estimate includes the potential benefit of adaptive learning programs over large 
populations of students.

Matching students to programs

Giving students and families open data about school performance and program 
offerings can help them identify the best educational opportunities, especially 
in the selection of post-secondary schools. Side-by-side comparisons of 
graduation rates, student test results, expected incomes of graduates, areas 
of specialization, and program choices can give students a clear picture of 
which institutions would be best for them. Many schools in the United States 
publish school and program descriptions, along with data on school location, 
demographics, performance, graduation and completion rates, and ranking. 
This information allows parents and students to compare alternatives. 
Recommendation engines could be built on these open data to suggest 
schools and programs for individual students based on demographics, stated 
preferences, and achievement data.

College Scorecard, a US government initiative, aims to consolidate data about 
colleges and costs on a national basis, to help high school students and families 
select colleges and other post-secondary educational institutions. College 
Scorecard combines school performance data with information about future 
lifetime earnings for graduates. Used in combination with other data and tools 
such as net price calculators, College Scorecard data can help students and 
families identify the trade-offs among different schools in terms of cost, quality, 
and opportunity.13

School choice is already widespread in many countries in the Organisation for 
Economic Co-operation and Development (OECD) group of developed economies 
and is becoming more common in US K–12 school systems, as are open data 
resources to help families determine which schools they would prefer.14 In Boston, 
where students and parents can list their top eight public school choices, an open 
data app for smartphones lets them see which schools are the best performers 
and offer the specialized programs that they want. Boston’s revised choice 
program was scheduled to go live in the 2013–14 school year.15

In North Carolina, the Charlotte-Mecklenburg Schools runs a school choice 
program in which the district shares detailed data on schools, program offerings, 
location, standardized test scores, and rankings. Students and parents are 
then given the opportunity to rank their school preferences. Since the school 
information has been made public, enrollment in the district’s higher performing 
schools has risen by 6 to 7 percent. It is important to note that while school 
choice in K–12 may help students find institutions that can better serve their 
needs, many districts cannot offer every student a slot in a high-performing 

13 Future earnings by major are not yet available from College Scorecard.

14 “How does school choice work in other countries?” Friedman Foundation for Educational 
Choice, August 2013. 

15 Boston School Choice, www.bostonschoolchoice.org.
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school. For example, spaces in top schools are so limited in Washington, DC, 
Seattle, New York, and Boston that these cities run annual lotteries to determine 
which qualified students can fill available slots. Open data can also help families 
identify alternatives and put pressure on systems to provide more options for 
high-performing students.

Overall, we find that using open data to help match students to schools and 
programs could help enable $70 billion to $100 billion in annual value. These 
estimates include the higher lifetime earnings that can be expected for students 
who switch to higher performing K–12 schools, using open data to make their 
choices.16 This estimate also includes improved lifetime earnings for students who 
rely on open data to select better post-secondary programs and the increased 
productivity across the economy that would result from students making the 
educational choices that prepare them for jobs that will be in demand.17

Matching students to employment

The inability of employers to find qualified job candidates and the failure of 
graduates to land jobs exact significant economic and social costs.18 Open data 
can help reduce this labor market problem by providing students with clear 
information about what skills and qualifications they should acquire to meet 
employer needs. Open data can also help job applicants signal to employers 
what skills they possess. This can help prevent mismatching in the labor market 
and, potentially, improve employment prospects for candidates. Today, school 
reputation is often used by many employers as a proxy for a candidate’s skill level, 
which can lead to mismatching and costly turnover. Open, verifiable data on the 
actual skills a candidate possesses could significantly improve the job search 
process and also decrease turnover, since candidates are more likely to succeed 
in the roles that they take on.

Open data records that communicate student skills can help candidates 
signal what their actual credentials are. Mozilla’s Open Badges platform allows 
candidates to collect badges that have openly verifiable requirements, such as 
performing well on a test, to demonstrate proficiency in a certain programming 
language, for example. This badge information can be used in several ways. First, 
employers and large labor agencies can analyze the badges claimed by their own 
employees to help determine the skills and qualities associated with successful 
job performance. By understanding what it takes to succeed, employers 
can better target future recruiting efforts. Employers may scour credentialing 
databases for candidates who can prove that they have the most useful skills for 
a given role.

Candidates can also find out about roles that they had not considered but that 
require skills they possess. This can reduce search costs and may also help limit 
one cause of turnover, since better matching should result in more employees 

16 Improved lifetime earnings from attending better schools was limited to 70 percent of students 
since many districts do not have enough seats available to meet demand for higher performing 
schools; see Eric Hanushek, “Valuing teachers: How much is a good teacher worth?” 
Education Next, volume 11, number 3, Summer 2011.

17 We include benefits associated with preparing for more in-demand jobs because it will 
require students to seek particular educational opportunities. Reductions in friction of finding 
employment are captured in the ”matching students to employment” lever, although previous 
skill acquisition certainly plays a role in that lever as well. 

18 See Education to employment: Designing a system that works, McKinsey & Company, 
December 2012. 



24

who are happy and successful in their work. It would be especially helpful if 
this sort of matching worked both ways, with employers searching for skills on 
common platforms to identify potential candidates, further reducing the cost of 
candidate lead generation. ACT WorkKeys, a US website, lets students and job 
candidates demonstrate their skills through an online testing and assessment 
process. Since 1990, it has matched its assessment scores to more than 
18,000 types of jobs in an online occupational database offered to employers.19 
Candidates also learn which jobs they are qualified for and what kind of further 
training and education may be required to get the jobs they want.

Addressing potential skill gaps and labor mismatching present a major 
opportunity to create value with open data. Annual turnover rates are well 
into the double digits globally, and in some countries staff turnover averages 
25 percent per year.20 By providing a network where many candidates can show 
off their abilities, open data can help reduce friction in hiring. We estimate that 
the potential value from improved matching of candidates and employment is 
$90 billion to $190 billion per year, based on reduced turnover due to better 
matching. Turnover-related costs include more money spent on recruitment 
and training, as well as lost productivity. We consider this to be a conservative 
estimate, since we do not take into account the value of reduced search time.21

Transparent education financing 

One of the murkiest areas in higher education (and in private K–12 education) is 
the process of finding student aid or securing loans, scholarships, and grants to 
help cover tuition costs and school fees. To realize the value from transparent 
financing, students and parents need to be able to understand how their 
individual financial positions fit with aid programs and have a picture of the true 
cost of education (accounting for any scholarships, loans, or grants). Financial 
aid clearinghouses that help match funding sources to individual student needs 
could help reduce the growing burden of student debt, increase the number of 
students who are able to pursue a better education, and help reduce the number 
of dropouts due to financial reasons.

Open platforms for scholarship and loan data could help prospective students 
identify sources of funding that may otherwise go unused. Similarly, loan engines 
that are fueled by open data, which would be similar to the personal finance 
engines that help consumers compare mortgages and credit cards, could help 
students identify the best loans for them, based on criteria such as maximum 
available loan amount, interest rates, payment options, and penalties. Students 
often do not maximize their low-cost funding opportunities because they lack 
sufficient knowledge about what is available. An advanced comparison engine 
could provide a view of all types of loans, limits, and terms, and also help families 
understand whether they will qualify for favorable rates, based on their credit 
history, expected earnings, and other information.

One of the biggest questions for students and families—which open data 
is helping to answer—is the actual cost that they are likely to pay. In the 

19 www.act.org.

20 Shreya Biswas, “Attrition in India to top world charts in 2013; one in four employees to change 
jobs,” The Economic Times, June 7, 2013.

21 Systematic search and targeting of candidates by employers is still in a very early stage of use, 
so we do not size it here.



25Open data: Unlocking innovation and performance with liquid information
McKinsey Global Institute

United States, the difference between stated tuition and the net price—what a 
student is responsible for paying after financial aid is subtracted—can be $40,000 
a year or more. Since 2011, the United States has required all schools to provide 
a net price calculator to let students estimate their personal cost of attending 
for the first year of college, based on an estimate of aid they are likely to receive. 
Students enter their Free Application for Federal Student Aid (FAFSA) information, 
which includes family income and other factors, to come up with an estimate of 
aid and net costs.

A startup called College Abacus now aggregates net price calculator data from 
more than 2,500 institutions—from community colleges to Ivy League schools— 
to allow students to estimate the cost of education and see the trade-offs before 
they apply. Parents and students become better informed by having simple tools 
that are based on open data and are easy to use. By helping students locate 
funding for a program that was assumed to be too expensive based on full 
tuition prices, open data can help a student attend the school that has the most 
appropriate programs and provides a path to higher earning potential. Exposing 
true college costs can help today’s students save money, increase the number 
of students who go on to post-secondary education, and eventually influence 
the quality and the value of schools. We estimate that the potential value of 
transparent financing is $190 billion to $240 billion per year.

Efficient system administration

Open data can be used to reduce school operating costs, by exposing variation 
in prices between vendors and across school systems, enabling shared savings 
programs, improving supply/demand management of goods and services, and 
determining the optimal school location strategies as populations shift.

While schools can reap many of the benefits of enhanced procurement using 
their own data, sharing their information across schools and districts can lead 
to even better results through benchmarked price negotiations and providing 
better visibility into how districts have reduced the use of various goods and 
services. Today many K–12 schools report procurement costs to school boards 
and governments, but often in insufficient detail to make meaningful cost 
comparisons. By sharing data on school spending, districts can benchmark their 
performance against a peer set. This allows for overpayments to be identified and 
targeted for cost reduction.

Improved purchasing of broadband services is an example of how benchmarking 
can reduce operating costs. Many schools pay flat, uncompetitive rates for 
broadband services, without soliciting competitive bids. Estimates in the 
United Kingdom suggest that schools pay three to four times what private firms 
with similar capacity requirements pay for broadband service.22 By comparing the 
price of broadband service offered by local suppliers, a school district in northern 
California was able to reduce broadband costs by 30 percent.23 

Savings in procurement can be achieved by using open data to consolidate, 
standardize, and compare the types of products purchased based on quality, 
price, and other value metrics derived from open data on budgets, contracts, 
and transactions. By allowing administrators to analyze past purchases and 

22 “Procurement gap,” Education Superhighway, www.educationsuperhighway.org.

23 “The broadband agenda: School internet … for less,” RM Education, www.rm.com.
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examine how peer institutions are spending their budgets, open data can also 
enable better forecasts for when products or services will be required. With the 
correct data, administrators can identify areas for standardization of goods and 
consolidation of purchases.

Romania has used open data to reduce the price schools pay for a wide range of 
supplies. Its open bid platform hosts an online auction, where vendors can bid on 
contracts to supply 2,000 basic goods for schools across the nation. Suppliers 
see information about the quantity of goods requested, current bid offers, and 
data on previous auctions, such as closing bids, prices, and quantities. Two years 
after implementation, the average price of the items offered on the platform had 
dropped 24 percent. Similar efforts in the United Kingdom yielded savings of 8 to 
9 percent on items acquired through the open bidding system. These efforts not 
only reduce procurement costs, but also allow vendors to better forecast demand 
and also identify opportunities for new products or services.

According to the Illinois Association of School Boards, reverse and open bid 
auctions helped save 12 percent on commodity purchases such as copy paper.24 
Within universities, there are additional opportunities to use data to cut costs, for 
example by centralizing purchasing of lab supplies that are used in both nursing 
schools and in biology and chemistry departments. Several groups of universities 
have begun to share procurement data for goods and services.

Open data can also help inform decisions for rationalizing the number and 
location of schools within an area, which can lead to significant savings. Running 
schools that are operating below capacity in areas where the school-age 
population is declining can be expensive, especially when schools are housed in 
older buildings that are not energy efficient. Using open data about demographic 
and employment shifts within the community and area, school officials can 
predict future enrollment and estimate operating costs (for example, heating 
and electricity bills, maintenance costs) as well as the potential impact of school 
closings, such as disruption to families who will need to switch schools.

The Edmonton School District in Canada, for example, is using this process to 
consolidate its 199 schools over the next five years, with a goal of increasing 
utilization and reducing operating costs.25 Planning school footprints based 
on current and future demographic needs of a community requires access to 
population data, school utilization rates, and expected economic growth. It is 
important to note that these school closures do not come without risks or their 
own additional costs.26 However, open data sources can help administrators 
intelligently plan their future school footprints.

Overall, more efficient system administration has the potential to save districts and 
institutions $230 billion to $290 billion per year, approximately 8 to 10 percent of 
public education spending. The majority of these savings come from enhanced 
procurement. Smarter school footprint management also makes a significant 
impact. Consolidation and smart-growth plans can help all kinds of districts—rural 

24 Jim Headlee, “Reverse auctions revolutionize purchasing,” Illinois School Board Journal, May/
June 2010.

25 Ten-Year Facilities Plan, 2009-2018, Edmonton Public Schools, www.epsb.ca.

26 Many parents are concerned about children’s safety and inconvenience when children are 
re-assigned to schools that are farther from home, and the potential loss of a local school can 
serve as a unifying force in the community. 
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and urban, large and small—to save money on facilities and find more funds for 
teaching.27

BarrIers anD rIsKs

Open data clearly presents significant opportunities to create value by raising the 
quality of education, reducing the cost of administration, and improving the skills 
of the labor force. Students and parents can use open data to find the best K–12 
schools, then use open data to select the best post-secondary program (and 
the best way to pay for it), and eventually use open data to find the employer that 
offers the most rewarding job opportunities, based on an individual candidate’s 
skills. The result can be rising skill levels and better matching in the labor market, 
which can raise productivity across the economy.

However, few of these benefits can be realized without addressing important 
obstacles, including resistant mindsets, the relatively primitive state of open 
data in education, and significant gaps in technology, funding, and technical 
capabilities. Without support from the key stakeholders—students, parents, 
teachers, administrators, and policy makers—open data efforts will not go far. 
Nor can open data efforts succeed without investment in technology and new 
capabilities in the classroom and in educational administration.

Parents, students, and teachers—and society at large—have legitimate concerns 
about how educational data are gathered and used. Will a student’s longitudinal 
performance data, intended for educational professionals and researchers to 
improve instruction, become public or be used by private companies to earn 
a profit? Could students—particularly those with relatively low performance—
be denied educational and employment opportunities if data become public? 
Teachers and administrators are concerned that data about their performance—
or of their students—may be used out of context. In some cases, these concerns 
have already slowed or halted implementation of data-driven approaches.

For open data to advance in education, there also must be agreement on what 
to measure, how to measure it, how to share it, and how to use it. Currently, 
for example, there is significant debate over which student and teacher metrics 
capture the effectiveness and impact of teaching methods. Even when there is 
agreement on what data should be collected, a lack of standards for how the 
information is generated and formatted and how terms are defined (e.g., freshman 
or ninth grader) make apples-to-apples comparisons difficult across schools 
and even within schools. Furthermore, summary data are often presented to the 
public in confusing ways that make it difficult for families to use the information 
correctly. Many reports are difficult to read and do not provide the proper context; 
in some places, for example, scores of special-needs students can skew average 
school scores.

Data sharing across schools is also impeded by a lack of clarity over ownership 
and privacy. For example, private vendors seek to protect competitive intelligence 
gained through administering tests, while schools seek to keep data to 
themselves to protect privacy and use it to improve their performance internally. 
In some cases, administrators wish to prevent disclosure of data about poor 
performance. However, insights into the most effective teaching and learning 

27 Some 40 percent of US school districts have not gone through consolidation efforts in the 
past 20 years; see Thomas Snyder, 120 years of American education: A statistical portrait, 
National Center for Education Statistics, US Department of Education. 1993.
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approaches can be established only by analyzing large samples to capture a 
range of experiences and outcomes, making sharing of data critically important.

Finally, open data cannot really take root in education until the proper 
infrastructure, technology, and capabilities are in place in schools. Today, many 
schools still do not have the technology required for data-driven approaches. 
While 97 percent of US public and charter schools have basic access to the 
Internet, many schools have the equivalent of residential connections, which is 
not enough to support Web-based adaptive learning. Educational institutions 
often lack the skills necessary to incorporate data into their everyday workflows, 
such as data analytics experts, data visualization specialists, and managers who 
can inculcate a data-based culture. Schools also lack leaders with the skills to 
administer data-driven learning systems and to capture and report data from 
their schools.

IMplICaTIons for sTaKeHolDers

Key stakeholders will need to consider actions necessary to fully realize the value 
from open data value and overcome the obstacles and risks described above.

 � Students and families will need to take greater ownership over each 
student’s educational path. They can use performance dashboards, reports, 
apps, and other sources of information about their own performance and 
schools to make more informed decisions about the student’s learning or 
use this information to lobby for specific improvements at a child’s school. 
Students and families can also participate in the design of open data 
platforms, providing feedback and suggestions about the tools and reports 
they see or wish to see. To get the most out of open data, families and 
students must take on roles as advocates, demanding more evidence-based 
instruction and the funding needed to support it.

 � Teachers must be on board; their participation and support are critical. 
Teachers and professors can become excellent sources of input for how 
schools and third-party vendors can use data to improve teaching technology 
and help the data analysts refine metrics used for student and teacher 
assessments. Teachers can also invest time in becoming more familiar with 
the technology available and the metrics used to report student and teacher 
performance. The benefits of improved instruction will be realized only if 
open data-enabled tools and techniques are embraced in the classroom. For 
example, at Arizona State University, pass rates in remedial math were as low 
as 33 percent in classes where professors did not encourage students to use 
the adaptive learning materials, but ranged as high as 100 percent in classes 
where professors embraced the program.

 � Administrators can advance data-driven approaches in their institutions 
and help build trust and confidence in the new techniques with teachers, 
parents, and their communities. To start, they should be clear about goals and 
transparent about program design, implementation, and outcomes. By sharing 
the purpose of an open data tool and building feedback from users into the 
design, administrators can alleviate concerns and confusion. When their 
institutions or districts commit to open data, administrators will need to secure 
the financing, technology, and talent required for successful implementation. 
They can seek infrastructure assistance through vendor programs and public-
private partnerships and resources such as School of Data, a non-profit that 
helps organizations acquire data skills.
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 � Application developers and suppliers can play an important role in 
open data into education and matching students to employment, through 
tools such as MyEdu or After College. They will have to work closely with 
teachers, administrators, parents, and students to prove that their interests 
are aligned, by making clear the value of open data for all stakeholders and 
being transparent about exactly how data will be used. Application developers 
can build databases that integrate open data records. They can develop the 
infrastructure required to measure student performance and create adaptive 
learning tools. Third-party vendors can help to formulate and adhere to open 
data standards so that a large and robust base of knowledge can be built 
that draws data from classrooms and institutions across the globe. Vendors 
can also build support by soliciting teacher, parent, and student input into 
improving their products. To make their offerings more valuable, vendors will 
need to invest in intuitive interfaces and dashboards and in highly secure 
technology platforms that adhere to or exceed guidelines on data security of 
student and teacher information.

 � Policy makers and regulators can lead the discussion about the role of 
data in the classroom and can educate voters on the positive impacts of 
data-driven solutions in education. They can also create policy that supports 
and encourages the use of data. Successful advocacy on the part of policy 
makers can lead to additional funding to foster the adoption of open data-
enabled programs in public education. Laws and regulations governing the 
use of open data will need to balance privacy and property protection with the 
need for gathering data in sufficient amounts and with sufficient granularity 
to make open data useful. Lawmakers and policy makers can help determine 
standards for reporting, formatting, and distributing data across jurisdictions. 
They can also lead the public debate about the trade-offs between privacy 
and the sharing granular data and establish guidelines to govern the use of 
personal data. In the United States, FERPA regulations (based on the Family 
Educational Rights and Privacy Act) already establish rules about student and 
family information. Even more stringent, the European Union’s Data Protection 
Directive provides expansive guidelines on what personal data can and cannot 
be shared or made public. Finally, lawmakers will be instrumental in funding 
infrastructure investments. The US E-rate program has been instrumental in 
funding the wiring of 97 percent of schools in the United States, but other 
investments will be needed to upgrade this infrastructure to support online 
learning platforms in the classroom.

 � Employers can benefit from open data in education by finding better workers 
and reducing the costs of recruitment. To realize these benefits, they will need 
to partner with schools to help design curricula and programs. Employers 
will need to clearly communicate the skills necessary for a given position 
and support the development of tools and standards to match candidates 
to jobs (as in using badges to pre-screen candidates). A top priority now 
should be to determine which metrics are best for documenting that students 
have the correct knowledge and skills. As users of educational open data, 
employers can be a useful source of feedback to guide improvements in 
reporting. Employers can also help schools understand the effectiveness 
of their instruction and how well they prepare students for work, as well as 
helping schools to identify gaps in learning and define emerging skill and 
training needs.
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Transportation services provide critical links in the global economy. Every 
year, nearly nine billion tons of cargo—about 90 percent of international trade 
volumes—are transported by ship. Some 90 million flights a year move billions 
of passengers and more than $3 trillion in goods. Every year, railroads make 
40 billion passenger trips and carry 30 million railcar loads of cargo. More 
than 11 million miles of paved road enable one billion cars and trucks to move 
passengers and cargo across the globe. These four modes (marine shipping, air, 
rail, and automobile) provide $4.5 trillion in transportation services per year.28 

Massive opportunities exist for efficiency improvements in each of these modes 
of transportation, which could save billions of dollars in direct costs and add 
many billions of dollars more of value to the global economy by reducing delays. 
In the United States, the Federal Aviation Administration estimates that flight 
delays waste $4 billion in fuel each year. In Europe, 20 percent of trucking trips 
carry no cargo. For commuters in the United States, travel time to work can 
vary as much as 45 percent on any given day, wasting up to 50 hours a year 
per commuter in delays and “buffer time” (the extra time required to ensure 
smooth transit).

Open data has already played an important role in improving transportation 
and we believe that it has significant potential to play a role to in addressing 
the inefficiencies that persist. Many of the improvements we have seen in 
supply-chain management, logistics, mapping, and route planning over the 
past two decades were enabled by opening government data from GPS 
satellites. Transportation customers (defined here as individual travelers as well 
as organizations and parties that ship cargo) benefit from improved tracking of 
people and freight. Data streams and data sets on bus and train arrivals, ship 
positions, and aircraft utilization rates are being made open and allow individuals, 
firms, and government to provide and use services in new ways.

28 We consider the impact of open data on marine shipping, and air, rail, and automotive 
transportation, as well as related infrastructure. Effects on adjacent industries such as tourism 
and hospitality, and transportation of fuel, water, and electricity are beyond the scope of 
our research. 

2. Open data in transportation
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There are three major levers for unlocking value with open data in transportation: 
improved infrastructure planning and management; optimized fleet investment 
and management; and better-informed customer decision making.

 � Improved infrastructure planning and management. Open data on 
passenger flows and door-to-door travel times allows network operators 
(including municipal transit systems) to improve capacity and throughput. 
Open data about cargo destinations and system bottlenecks can be used in 
daily operations as well as in planning for new infrastructure, such as rail line 
extensions or port expansions.

 � Optimized fleet investment and management. Real-time open data 
about vehicle location and condition and benchmarking of vehicle cost and 
maintenance information can help operators purchase, deploy, and maintain 
fleets more efficiently.

 � Better-informed customer decision making. Detailed open data about 
costs, reliability, environmental impact, and other factors can allow customers 
to make better decisions about which mode of travel to use and when.

Based on our analysis, we estimate the global potential economic value that could 
be unlocked through these open data levers in transportation to be $720 billion 
to $920 billion per year (Exhibit 3). Optimized fleet operations (fuel savings, more 
effective maintenance, higher utilization) could enable as much as $370 billion a 
year in value. Improved infrastructure planning and management and improved 
consumer decision making can each lead to value of as much as $280 billion 
per year.

  

Three levers can lead to $720 billion to $920 billion per year of value  
in transportation  

Exhibit 3 

SOURCE: McKinsey Global Institute analysis 
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Box 5. sources of open data in transportation 

 � Government. Government agencies are the primary sources of open 
data relevant to transportation planning and operations. This ranges 
from geospatial data (e.g., maps, GPS signals) to weather data (including 
records of natural disasters), to industry profiles and growth projections. 
Governments also collect detailed demographic data through census 
and other research that can be used in infrastructure and route planning. 
Information about utility rates and vehicle reliability, such as recall 
statistics, are also published by government agencies.

 � Transportation operators. Shipping companies and operators of 
bus, rail, and airline systems all generate a great deal of data that, 
if shared, can help manage daily operations of connected systems, 
such as airports and airlines, as well as investments in equipment and 
infrastructure. This information includes figures on vehicle safety and 
performance, inspection and maintenance data, schedules and fares, 
manifests, and on-time performance. Public transportation companies 
and agencies can provide real-time vehicle location data that can be 
used in consumer applications, such as delay alerts.

 � Individuals. As they travel, consumers generate data about their use. 
For example, electronic fare systems on commuter bus and train systems 
capture origin and destination, time of day, duration of every trip, and 
frequency data. Toll-collection systems can provide similar data about 
automobile trips. Data can also come through opt-in mechanisms, in 
which travelers choose to reveal preferred modes of travel, willingness 
to pay, and the purpose of their trips. Some mobile phone applications 
report the speed of travel of individuals while they drive, which can 
then be aggregated to reveal the speed of traffic on specific roads. An 
application developed by the city of Boston called Street Bump uses a 
smartphone’s accelerometer to report when a driver has hit a pothole.1 

 � Third-party data providers. Starting with publicly available data 
and input from customers (e.g., airlines), third-party specialists can 
provide data on a wide range of transportation behaviors as well as 
benchmarking statistics. For example, they can make comparisons 
among modes of transportation, based on costs, price, emissions, and 
other factors, as well as comparisons between operators in each mode. 
Third-party sources can also provide information about events and 
disruptions that can slow transportation services.

1 Street Bump uses data from “spot reporters,” drivers who choose to report 
accelerometer changes recorded by their smartphones, to pinpoint roads in need of 
repair. To date, more than 24,000 reports have been made (http://streetbump.org).

With billions of passenger trips, tens of millions of rail freight cars, and 18 million 
seagoing cargo containers, the transportation sector generates enormous 
amounts of data every year. These data are captured by travelers, government, 
network operators, and third-party data vendors (see Box 5, “Sources of open 
data in transportation”).
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How THree levers CreaTe value In TransporTaTIon

Each value lever can be applied in multiple ways. We identify several ways in 
which governments can improve the efficiency of transportation infrastructure 
and control costs, such as by using open data for pricing schemes that relieve 
congestion, and multiple ways for fleet operators to optimize purchasing and 
operations. Shippers, travelers, and commuters are likely to gain access to more 
real-time information on which to base decisions about modes of travel, timing of 
trips, and other transportation choices (Exhibit 4).

  

How three levers create value in transportation 
Exhibit 4 

SOURCE: McKinsey Global Institute analysis 
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Improved infrastructure planning and management

Open data can improve the processes of investing in and operating transportation 
infrastructure by enabling better demand forecasts, using data-driven approaches 
to prioritize network improvements based on estimated returns on investment, 
and improving the ways that modes of transportation interoperate.

Open data already has been used to improve the design of transportation 
networks. For example, when Moscow’s transit authority was modernizing its 
public transit system in 2012, it depended on open or shared data to determine 
where commuters lived and where they worked in the Russian capital. Officials 
used mobile phone location data along with government information on the ages, 
professions, and home neighborhoods of workers who commuted to specific 
business districts. Moscow then used this information to determine if greater 
investment was necessary in rail networks or if other services could do a better 
job of meeting demand. Based on the research, the city decided not to make 
a costly investment in a new rail line and instead met transportation needs by 
redrawing 100 bus routes. This limited Moscow’s upfront investment costs and 
ensured that services could be flexible enough to meet the needs of a shifting 
population. In addition to avoiding more than $1 billion in infrastructure costs, the 
new bus routes reduced average morning commute times by three minutes per 
trip, saving ten hours per of travel time for each rider every year.

In New Jersey, the mass transit authority (NJTransit) released data on passenger 
flows to the public in 2012. Third parties quickly analyzed ridership at different 
times of day and were able to pinpoint underutilized rail stops, which led to more 
express trains and a saving of six minutes from the average commuting time 
during rush hour.
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Open data also can help raise capacity and throughput of transportation 
systems. The US Federal Aviation Administration is transitioning from a radar-
based air-traffic control system to a “Next Gen” system that uses GPS data 
from transponders on all commercial aircraft. In addition to monitoring a plane’s 
progress, Next Gen will record arrival and departure times, passenger and 
cargo capacity, and route data—all of which will be made available to pilots and 
airlines. These data can be used to help identify ideal routes, design fuel-efficient 
approach and landing patterns, and increase capacity by reducing the buffer 
space between planes required for safe operation. Information is shared with 
pilots and airlines to improve operations and planning. When combined with other 
publicly available data, for example weather and schedules of special events, 
airlines can help plan more efficient flight operations and airports can better 
anticipate demand.

Open data can also enable real-time congestion pricing and intelligent road 
applications that help relieve gridlock. Singapore, San Diego, and Seattle have 
experimented with dynamic pricing models to foster efficient utilization of the 
overall road network.29 Drivers are provided with information on current travel 
times along various routes and toll pricing along these routes is adapted in real 
time to encourage travelers to seek alternatives such as mass transit at times 
of high congestion. Analytical models shift prices in response to route travel 
time until the network rebalances and travel times fall. Early findings suggest 
that dynamic pricing can help cities reduce traffic time on select routes by 20 to 
30 percent.

In total, using open data in improved network investment and operations could 
help capture $270 billion to $280 billion in value. Cost savings from smarter 
network investments such as Next Gen air traffic control could be worth 
$30 billion, and increased productivity could add up to $200 billion to $260 billion, 
using programs such as congestive pricing or route optimization to move people 
and cargo through the system in a more efficient manner.

Optimized fleet investment and management

Transportation providers face high capital and operating costs. Open data can 
help them optimize the size and mix of their fleets and improve operational 
efficiency through such measures as using open data to fine-tune the frequency 
and timing of maintenance. In Washington, DC, open data helped the city 
understand how its vehicles were being used, which uncovered an opportunity 
to cut the fleet by as much as 30 percent. All vehicles are equipped with GPS 
transponders so they can be cataloged and tracked in real time. Data about 
the location, type, and condition of available vehicles were shared with city 
employees. As a result, underutilized vehicles were placed in service more often 
and the city was able to fulfill its needs with a smaller fleet.

In California and Texas, publicizing government budgets at the line-item level 
allowed outside auditors and citizens to identify opportunities for fleet vehicle 

29 The congestion pricing schemes of London and Stockholm have garnered a great deal of 
media attention. However, they rely on set prices for travel in congestion districts and do not 
use open data for dynamic pricing. Seattle, Singapore, and San Diego have experimented 
with dynamic pricing models, using real-time open data on passenger flows to set prices and 
shift behavior to balance the system. For more on this, see Good practice in value pricing, US 
Federal Highway Administration, May 22, 2012, www.fwha.gov; and Puget Sound Regional 
Council, “Traffic choices study—summary report,” 2008.
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reductions.30 Internally, administrators learned which government agencies 
and departments had more vehicles than they needed to fulfill their missions. 
Administrators also used open data from other public agencies to benchmark 
against. After California released budget data on vehicle spending, citizen 
advocates spotted examples of high costs and pressured state agencies to 
reduce fleet size by 15 percent. In Texas, the state estimated that benchmarking 
made possible by an open review of the state budget helped reduce fleet vehicle 
costs by more than $5 million, or approximately 5 percent of the annual vehicle 
purchasing budget.

Fleet operations also can benefit from open data. Using GPS information, freight 
and passenger fleet operators can assemble a picture of the current location, 
speed, route, size of load, and destination of every asset in their fleets and make 
data-driven decisions about how best to operate, by optimizing routes based 
on traffic, use, and maintenance needs to get the most out of their fleets. While 
currently this information is proprietary, sharing data about optimal maintenance 
routines, efficient load factors, and other operational data can lead to significant 
efficiency gains among operators. 

Companies may have data about their own empty trucks, but sharing data on 
truck capacity, location, availability, and customer demand across fleets could 
help match empty or underutilized trucks with freight that needs transporting. 
This could have substantial impact, considering that in Europe, 20 percent of all 
truck trips carry empty loads.31 In San Francisco, Uber, an on-demand limousine 
service, reviewed publicly available data on crime and found a positive correlation 
between crime rates and demand for its services. It was able to predict that 
neighborhoods with higher crime rates have greater demand for rides and shared 
this information with the independent car service owners affiliated with the 
service. By choosing routes to match predicted demand, drivers have raised their 
revenue and customer satisfaction scores, while reducing fuel use.32 

On the seas, the Automatic Identification System (AIS) uses transponders to 
track the location of all ships larger than 300 tons. Marine shipping vessels over 
300 tons are required to broadcast information about the passengers and freight 
they carry, current location, speed, route, size of load, and destination. Shipping 
firms now can track every asset in the their fleets in real time and compare 
performance with other vessels to make data-driven decisions about how to 
optimize routes and schedule maintenance to get the most out of their ships. 
Using location data, weather data, and real-time position of other ships, fleet 
owners can determine if they should slow down ship speeds to avoid congestion 
at a destination port or reroute around rough seas. These modifications allow 
shipping companies to save on fuel costs as well as limit risks. Data on ship 
draught can be used to estimate capacity utilization by competitors, allowing firms 
to infer which ports and routes have the highest demand. We estimate that such 
measures can save up to 5 percent of the operating costs, raise utilization rates, 
and improve safety, speed, and reliability.

30 CALPRIG Education Fund, “California budget transparency 2.0: Online tools for better 
government,” www.inthepublicinterest.org, and “Texas Comptroller Susan Combs says 
state has tightened its belt through transparency initiative,” www.window.state.tx.us/news, 
December 3, 2008. 

31 McKinsey expert analysis.

32 Liane Yvkoff, “Neighborhoods with more crime have more Uber rides,” CNET.com, September 
13, 2011. 
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We estimate that using open data to improve fleet investments and operations 
could save $230 billion to $370 billion in costs per year, based on using open data 
to help firms and transportation systems select the right type, quantity, and mix 
of vehicles. Improved fleet purchasing can contribute $40 billion to $90 billion in 
cost savings from increased utilization of existing vehicles and reduced need for 
additional ones. Using open, real-time data on weather, crime, and location can 
improve operations by revealing alternatives to existing practices, which can help 
reduce costs or improve performance (e.g., Marine AIS, Uber). This can contribute 
$140 billion to $210 billion in additional value. Traditional benchmarking efforts 
enabled by sharing operational performance metrics across peer organizations 
or by comparing publicly available metrics, can unlock an additional $50 billion to 
$70 billion in value.

Better-informed customer decision making

Transportation customers must make several decisions for every trip. 
Passengers must choose among modes of travel, schedules, features of travel 
(class of service, for example), and price. Freight customers have additional 
considerations, such as the need for refrigeration

To improve decision making, customers seek data that allow them to compare 
choices across modes and across various criteria for evaluation, such as cost, 
transport time, carbon impact, and reliability.

The addition of open data can help customers make better decisions, which, 
when applied across a large population, can be the source of significant 
economic value. Public transit systems have expanded the use of sensors 
that generate location data, which can then be used to transmit train and bus 
locations in real time. This information is used by transit agencies to manage 
their operations, but these data streams also have been made available to 
entrepreneurial developers such as CUBIC, whose NextBus app lets riders see 
current wait times and find out where there are delays in the system.

Open data on bus and train location and road congestion has great potential for 
shrinking the “reliability buffer”—the extra time that a traveler or shipper builds into 
a trip to account for possible delays, which can be as much as 70 percent of total 
trip time.33 With accurate data on delays, vehicle location, and expected arrival 
time, passengers can choose the routes and modes that are most efficient for 
their needs and improve the utility and productivity of customers.

In addition to reducing travel time, open data on vehicle location and on-time 
performance can help attract new users, because of the increased transparency 
and predictability of the services. In Duluth, Minnesota, Google Transit installed 
transponders that recorded city bus locations and made the data public so riders 
could identify the location of a bus and decide if it offered a suitable alternative to 
driving. After the transponders were installed, ridership increased by 12 percent, 
reducing congestion on the roads and also decreasing the cost of transportation 
for many passengers.

Another way to reduce the cost of transportation to customers is through greater 
price transparency. Data aggregators can present side-by-side comparisons of 
costs, travel times, and other attributes of various options. Being able to compare 

33 Selecting travel reliability measures, Texas Transportation Institute, 2003.
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schedules, routes, and modes of transport based on price can help customers 
select the most efficient option for their individual needs at that time. Additional 
information can aid customer decision making, such as carbon dioxide emissions 
per passenger and average trip delays. According to one advocacy group, 
commuters in New York, Washington, DC, and Los Angeles who use these data 
to shift from driving personal vehicles to commuting by public transit can save as 
much as $2,500 per year in fuel, parking, and maintenance costs.34 

To drive price transparency in automobile purchasing, third-party applications 
are collecting actual negotiated sales price of new cars in various regions. In 
California, an entrepreneurial company called TrueCar offers an “information and 
technology platform” that aggregates sale price data from a network of 6,000 
automobile dealers to identify the actual sales prices for a given make and model. 
TrueCar uses this liquid data to help consumers negotiate better prices and is 
compensated by the dealers that participate in the program.

In total, improving customer decision making could help to capture $220 billion 
to $280 billion in value. Sources of value include additional time that customers 
gain from choosing optimal travel routes and modes of transport ($200 billion 
to $210 billion) and cost savings to customers who use additional information 
about products and prices to improve their purchasing decisions and negotiating 
positions ($20 billion).35

BarrIers anD rIsKs

There are obstacles to realizing the value of open data in transportation. Some 
pertain specifically to the levers we describe, while others are more general. 
Across potential uses, for example, we see that cost and privacy concerns 
are common barriers, as are gaps in data standards and capabilities in 
transportation organizations.

In fleet operations, the cost of equipping vehicles with sensors and transponders 
will require investments that may meet resistance. Also, some high-performing 
firms may be reluctant to share performance results that are needed for 
benchmarking best practices because they fear they could lose their competitive 
advantage. Firms also could be reluctant to submit their data on location, route, 
and capacity, which would be needed to locate available system capacity, for fear 
of attracting competition to their market. Freight companies also have concerns 
about maintaining client confidentiality and protecting information about what 
their customers are doing.

There are political and financial barriers as well. Infrastructure projects are 
expensive, long-run investments that often involve policy makers from multiple 
jurisdictions. Political considerations, rather than data-driven empirical decision 
making, may determine which projects are built. At the same time, there are 
legitimate concerns about providing transportation services to citizens in rural 
areas where the financial return on investment in infrastructure, which open data 
can help estimate, is of secondary importance.

34 “Rising gas prices equal big savings for public transportation riders,” American Public 
Transport Association press release, July 19, 2013.

35 The transportation industry traditionally measures the value of passenger time at the rate of 
half of the local wage. We have used this same rate to calculate the value of time savings in 
the system.
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One of the biggest barriers to using open data in transportation is the extent and 
quality of the available data. For consumers hoping to make data-driven travel 
decisions, there is often insufficient information to understand the complete 
set of options and trade-offs associated with different modes of transport or 
different routes (for example, airline data are reported as time in the air, not 
gate-to-gate time). Data are also not aggregated in ways that make comparisons 
easy. For the full benefits of open data to be realized, passengers and freight 
shippers will require easy-to-understand, meaningful metrics to make optimal 
transport decisions. Significant effort will need to be put into identifying the most 
meaningful metrics to report to consumers, as well as the best communication 
tools and methods.

Transportation network operators often lack an understanding of the value 
of open data to improve their performance and may not have the expertise 
or financial resources to implement open data programs. They also face 
challenges in managing public reactions and expectations about changes in the 
transportation system that arise from use of open data—what is the best way to 
tell riders that their customary bus stop is moving?

Privacy and confidentiality concerns span all uses of open data, but in 
transportation, the ability to track someone’s location introduces additional 
risk. Learning where executives and bankers are traveling or where freight is 
headed can expose secret negotiations or new strategic initiatives. Broadcasting 
data about how many riders are commuting from a certain bus stop could give 
criminals leads on where homes are empty and vulnerable during the day. Data 
about personal travel could reveal details that a consumer would prefer to keep 
private and that, if disclosed, could cause embarrassment or financial harm.

IMplICaTIons for sTaKeHolDers

Based on the opportunities and the obstacles we have outlined above, 
stakeholders in transportation could consider the following approaches 
and actions.

 � Transportation providers. Airlines, railroads, and marine shippers can 
continue to invest in collecting data and measuring performance, both to 
improve operations and as a means of differentiation in the market. These data 
can help identify and remedy variations in operations that harm performance. 
As carriers open up their data, they will need to establish clear protections 
for the privacy and confidentiality of their customers and passengers—and 
communicate these rules clearly.

Carriers may also seek to inform policies about how regulators gather and 
share information about carrier performance. By persuading regulators to 
refine the metrics firms are required to collect, they can eliminate regulations 
that inadvertently incent operators to behave in a way that negatively affects 
the customer experience (for example, boarding passengers on planes to 
meet “on-time” departure criteria even when there are known takeoff delays). 
Carriers may need to develop new measures and characterizations of data. 
For example, customer segments are regularly tracked, while complete 
end-to-end trip data are less common. Airlines and other carriers face a 
challenge in providing travelers and shippers with easy-to-understand, 
meaningful metrics on which to base transportation decisions. In addition, 
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many companies still lack both the skills to make the most of open data and a 
culture that is prepared for a more data-driven future.

 � Airport and seaport operators. Opening up performance data can help 
ports win more customers or at least build better relations where passengers 
and shippers have no choice. This could include posting average travel delay 
time today compared with similar days in the past based on weather, events, 
and other variables. Sharing information with local businesses, such as the 
number of passengers arriving each year from a certain country, can help the 
local hospitality industry. Airports can play a role in filling gaps in the data that 
are available to travelers, such as gate-to-gate times, rather than flight duration 
times. Shipping port operators can use open data on expected arrivals, 
backlogs at neighboring ports, and weather conditions to help optimize their 
operations and ensure they offer valuable service to marine shipping clients. 
Port operators might also have to enhance their technology and talent base in 
order to better manage and release their data.

 � Customers. Passengers and freight customers stand to reap the largest 
benefits from the use of open data in transportation. Customers can become 
more aware of data that can lead them to better choices, such as leaving the 
car at home when it is clear that another mode of transportation will be better 
or traveling at off-peak times to benefit from lower toll pricing. To make the 
most of open data, users may have to invest time and effort in mastering the 
different sources of data and the tools to use them. They may also need to be 
prepared for the volume of information that may come through the open data 
“fire hose.” Passengers and freight customers have legitimate concerns about 
how information about their movements and the movements of their goods 
can be used when it becomes more open. Customers can help shape how the 
data are used by participating in dialogues with regulators, elected officials, 
and the travel and transportation industries. 

 � Government. Given the number of different stakeholders involved, 
the economic impact, and the number of people and businesses the 
transportation industry touches, regulators and policy makers have much to 
consider as open data enters the picture. They will need to establish policies 
about what metrics to collect and share, as well as what incentives to offer 
to promote desired outcomes for all stakeholders. Regulatory agencies also 
have a role to play as open data providers and should have clear objectives 
for sharing data and an equally clear understanding of any risks. As users 
of open data, regulators and government agencies may need to enact 
governance rules to allow evidence-based decision making (e.g., using cost-
benefit analyses) rather than intuition-based processes, but which also provide 
protection against politically difficult changes, such as reducing routes to 
underutilized locations. Policy makers can also consider novel regulations 
that use open data to increase operations efficiency when infrastructure is 
constrained. This could include pricing takeoff slots at crowded airports 
through auctions or enacting dynamic congestion pricing on roadways. Policy 
makers can advance the use of open data by ending confusion over which 
public entity has jurisdiction over what areas and making clear what laws 
apply in specific regions. Such transparency could highlight unnecessary 
complications and identify ways to make global rules and decisions about data 
use, rather than adopting less coordinated regional and local ones.
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 � Third-party developers. The energy and talent of third-party developers 
is already helping to bring out the value of open data in transportation, 
with bus-tracking tools and other transit apps. Third parties can play an 
expanding role, by investing in research to understand the data most likely 
to have an impact on consumer behavior and help to design easy-to-read 
reports and communication tools. With their focus and expertise, independent 
developers can also fill gaps in transportation industry capabilities. The core 
competencies of a transit agency may not include designing uses for open 
data. With the right data in hand, third parties can do the analysis to determine 
where new bus routes or train stops are needed, so agencies can focus on 
making the buses and trains run on time.



42



43Open data: Unlocking innovation and performance with liquid information
McKinsey Global Institute

Every year, $14 trillion in consumer products are designed, manufactured, and 
sold worldwide, through a set of transactions that involve manufacturers, retailers, 
and consumers. Walmart alone deals with 60,000 different manufacturers and 
tracks more than four billion transactions annually. The consumer products 
ecosystem also includes suppliers of raw materials, government regulators, 
and third-party data providers. The range of products includes fast-moving 
consumer goods such as personal health items and packaged food, semi-durable 
goods such as apparel and accessories, and durables such as appliances. In 
this chapter we focus on physical consumer products, not consumer services, 
although we recognize that many of the applications of open data that work in 
consumer products can also be applied in service industries such as restaurants.

In recent years, many retailers and manufacturers have been facing margin 
pressure as a result of increased price transparency (thanks to the Internet), and 
the efficient supply chains of large, low-margin retailers such as Walmart and 
Amazon. As a result, retailers and manufacturers have been among the most 
enthusiastic adopters of information technology (see Box 6, “A brief history of 
data innovation in retail”). Lately they have embraced big data analytics, a set of 
techniques that MGI estimates could significantly increase the competitiveness of 
individual companies through more precise insights about consumer sentiment, 
finer segmentation, and a greater ability to manage operations in real time. 36 

36 See Big data: The next frontier for innovation, competition, and productivity, McKinsey Global 
Institute, May 2011.

3. Open data in consumer 
products

Box 6. a brief history of data innovation in retail 

With the introduction of the Universal Product Code 
system in 1974 and the adoption of computerized cash 
registers, the consumer products industry began its 
long history of gathering and crunching data. Initially 
the data were used for supply-chain management and 
inventory tracking. Loyalty card programs first appeared 
in the United Kingdom in the early 1980s and provided 
retailers with the ability to connect point of sale data 
with individual shoppers. This gave retailers a way to 
begin to predict buying behavior.

In the late 1980s, Walmart introduced two critical 
data-management innovations: an electronic data 

interchange format that enabled direct links between 
the computers of suppliers and retailers, and “Retail 
Link,” a system that gave suppliers a direct view of 
Walmart’s store-level inventory. In the 21st century, the 
quest for consumer data has moved to the Internet. 
Online marketplaces such as Amazon and Alibaba 
have based their success on continuous collection and 
analysis of customer data, down to the last click. Brick-
and-mortar retailers have been racing to catch up, with 
some notable successes. Most recently, information 
from social websites has become the next frontier of 
customer data, as demonstrated by companies such as 
Groupon, LivingSocial, Yelp, Foursquare, and Pinterest.
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Open data not only can accelerate the impact of big data and advanced analytics, 
but it also can uncover new sources of value for manufacturers, retailers, and 
consumers in consumer products. In this chapter we examine how five levers 
can deliver value across the consumer products domain through the use of 
open data: 

 � Improved product design and manufacturing. Product designs can be 
improved by using open data from social media or crowdsourcing to identify 
product features that are most valuable to consumers and eliminating 
features for which customers are not willing to pay extra. Sharing open data 
benchmarks on manufacturing practices can help to identify opportunities to 
increase the efficiency in production.

 � Efficient store operations. Retailers can improve store operations by 
combining open data such as weather and traffic data with historical sales 
information to fine-tune demand forecasts and reduce inventory costs as well 
as sales lost to stock-outs.

 � More targeted marketing and sales. Retailers and manufacturers can better 
target customers for marketing and sales by using open data from social 
media or neighborhood demographics. They can customize advertising as well 
as store layouts, shelving, and displays according to local preferences, leading 
to top-line growth.

 � Better-informed consumption. Consumers can obtain substantial benefits 
from open data through more informed purchasing. In addition to providing 
price transparency open data can give customers access to product 
information—recalls, provenance, social and environmental impact—to help 
select products that they value more.

 � Improved post-sales interactions. Post-sale interactions with customers can 
be enriched through sharing data on post-sale complaints and resolutions, 
such as reports about product defects from regulatory agencies or customer 
service inquiries at call centers. This can enable customers to resolve issues 
faster, reduce the cost of customer service, and create cross-selling or 
upselling opportunities.
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Together, we estimate that these applications of open data in consumer products 
can enable $520 billion to $1.47 trillion in value annually.37 Much of this value will 
lead to greater consumer surplus from improved transparency into price and 
product information (Exhibit 5). Market share shifts could also occur across the 
industry, as companies gain competitive advantage by incorporating open data 
into their analytics.

  

Five levers can help unlock $520 billion to nearly $1.5 trillion in value per 
year in  consumer products  

Exhibit 5 

SOURCE: McKinsey Global Institute analysis 

$ billion 

0.3–0.5 

Improved product design  
and manufacturing 70–290 

Total 520–1,470 

Improved post-sales  
interactions 25–55 

Better-informed 
consumption 400–1,090 

More targeted marketing 
and sales 25–35 

Efficient store operations 

NOTE: Numbers may not sum due to rounding. 

 

    
 

 

 
 

    
  

 

   

 

    
  

 

 

 

 

 

Realizing this value will require overcoming obstacles such as lack of capabilities, 
privacy concerns, and weak understanding of the business cases for sharing data 
among manufacturers and retailers. In some cases, such as in open data used for 
price transparency, data sharing might not be in the interest of manufacturers and 
retailers, even though it provides benefits to consumers and potentially societal 
benefits, too.

Many potential sources of open data can be applied to the manufacture, sale, 
and use of consumer products. They range from information about weather and 
crops to inform the actions of packaged food suppliers to data about pricing that 
help consumers make purchasing decisions (see Box 7, “Sources of open data in 
consumer products”).

37 We capture growth opportunities for the market in the short term or long term, as well as 
efficiencies gained. Value created is reflected in these estimates, although we also highlight 
and present estimates for market share that could be captured by leading firms. 
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Box 7. sources of open data in consumer products 

 � Retailers. Sophisticated retailers have records of every transaction from 
point of sale systems (cash registers) and online checkouts. POS data 
provide insights into the relative performance of categories, products, 
and stores; when viewed at the shopper level, such data can be used to 
tailor future offers. Retailers are increasingly able to gather data about 
behavior in stores, such as the paths shoppers take, and through online 
clickstreams—a record of all the pages and items a shopper clicked on.

 � Manufacturers. Manufacturers collect data about consumer behavior 
and sentiment via traditional methods such as surveys and focus groups, 
as well as through social media (e.g., Facebook “likes,” comments on 
Twitter). Manufacturers also have large troves of data generated in the 
management of their increasingly complex supply chains.

 � Government. Nations around the world furnish demographic and 
population data, statistics on crop yields, economic reports, patent 
filings, traffic data, and weather data. Governments also have information 
on the flow of international goods through ports. Regulatory agencies 
hold information about product safety and quality.

 � Third-party data brokers. Third parties aggregate all sorts of useful 
market-wide information, such as market shares, forecasts, and 
manufacturing efficiency benchmarking metrics. Companies such as 
Nielsen and IRI aggregate point of sale information from multiple retailers 
and sell it to retailers and manufacturers. iSuppli conducts teardowns 
of electronics products, providing the entire industry with a view of the 
components used and their costs. Payment processors such as credit 
card companies collect transaction data. Companies such as Quality 
Assurance International certify that products that claim to be organic 
actually are.

 � Consumers. In addition to leaving their tracks in online and offline 
stores, consumers volunteer valuable information in surveys and focus 
groups, by engaging with brands on social media, and by joining 
crowdsourcing efforts such as polls and contests. Some retailers and 
other organizations that interact with consumers provide MyData to 
consumers—data about an individual’s shopping habits, transactions, 
and other activity. 
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fIve levers for CreaTInG value In 
ConsuMer proDuCTs

We identify five levers for creating value in consumer products. These levers can 
create value by enabling performance improvements and greater efficiency across 
the value chain, from product specifications to marketing and sales, and post-sale 
support. In addition, open data can be harnessed by consumers to make better 
purchasing decisions. For each lever, we identify major strategies and approaches 
(Exhibit 6).

  

How five open data levers create value in consumer products 
Exhibit 6 

SOURCE: McKinsey Global Institute analysis 

▪ Customer service improvements 
▪ Customer life-cycle management 

▪ Efficiencies in manufacturing 
operations 

▪ Open innovation (e.g., 
crowdsourcing) 

▪ Reduced stock-outs 
▪ Increased inventory velocity 

▪ Price comparison tools 
▪ MyData services 
▪ Product transparency (e.g., 

recalls, safety violations, 
complaints, provenance) 

▪ Granular segmentation 
▪ Tailored  layouts and 

assortments 
▪ Precisely targeted advertising 

 

Improved post-sales 
interactions 

Improved product  
design and 
manufacturing 

Efficient store 
operations 

Better-informed 
consumption 

More targeted marketing 
and sales 
 

Improved product design and manufacturing

Open data can help manufacturers design and build products that are better 
matched to customer requirements, are of higher quality, and are produced more 
efficiently. Using openly accessible social media data, manufacturers can develop 
insights about the relative importance of different product specifications. They 
can also learn about safety issues when data on safety recalls or complaints 
submitted to government regulatory agencies are made open.38 Manufacturers 
can get input on design requirements directly from their customers by opening up 
platforms for crowdsourcing. Additionally, manufacturers can use shared data to 
stimulate efficiency gains in manufacturing processes.

Crowdsourcing—opening up the design process to input from the public—can 
improve quality of products by incorporating more ideas, creating designs that 
are more responsive to customer needs, and potentially making R&D more 
efficient.39 Danish toymaker Lego, for example, introduced a software application 
called Digital Designer that allows users to publish Lego designs online and 
purchase the parts to build them. Consumers can also see designs that other 
Lego fans submitted, leading to a cycle of continuous improvement on previous 

38 For example, in the United States, the Consumer Product Safety Commission publishes 
multiple data sets about product recalls. The agency also maintains the National Electronic 
Injury Surveillance System, which samples emergency room data to estimate the number of 
injuries associated with consumer products. 

39 Crowdsourcing can incorporate open data in two ways. Open design allows designers to see 
each other’s work and respond; participants are motivated by the potential approval of others. 
Another approach is posting data and inviting participants to compete by extracting insights. 
Netflix and Goldcorp have opened significant amounts of data to elicit crowdsourced insights. 
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designs. By using open design platforms, manufacturers can gather more useful 
inputs to inform design of products and increase the effectiveness of in-house 
design efforts.

Additional value creation opportunities come from sharing data on manufacturing 
performance. By using shared operational data, such as utilization, yield, and 
scrap metrics, manufacturers can identify areas for improvement and initiate 
programs to eliminate waste and reduce costs. Some companies are already 
using big data captured through networks of sensors in factory machines (an 
example of the growing Internet of Things) to raise efficiency.40 Such benefits can 
be multiplied when these operational data sets are shared by multiple players. 
Today, when these kinds of data are shared, it requires a good deal of human 
labor to aggregate reporting from different companies. With sensor-enabled 
“digital factories,” much of the data collection and aggregation could be automatic 
and could be performed at close to real-time speeds.

Several efforts are under way to develop data standards that are crucial for 
capturing efficiency gains from open and shared data. For example, MTConnect, 
a set of royalty-free manufacturing standards, was created in 2008 in an attempt 
to standardize the reporting of data from digital manufacturing processes. The 
Smart Manufacturing Leadership Coalition, launched in 2012, aims to encourage 
data sharing by standardizing and aggregating industrial data to identify better 
manufacturing processes. One specific goal of the group is to standardize data 
reporting across multiple types of sensors and to unify data reporting across 
open platforms.

Another type of data that can be shared is teardown information. Independent 
companies dissect products such as consumer electronics to identify the 
component parts and costs. These third parties act as data brokers for 
aggregated data on product teardowns, which can yield insights into design 
features that reduce manufacturing costs or inform pricing.

40 For more about big data and advanced analytics applications in retail, see McKinsey Global 
Institute’s Big data: The next frontier for innovation, competition, and productivity, May 2011, 
and Disruptive technologies: Advances that will transform life, business, and the global 
economy, May 2013.
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We estimate that open data can help to enable $70 billion to $290 billion in annual 
value through improved product design and manufacturing. This value is mostly 
derived from the operational improvements and cost savings that manufacturers 
generate through use of operational benchmarks to find cost savings.41 Additional 
value can be captured through crowdsourcing to reduce development cost and 
times.42

Efficient store operations 

Using such open data as weather and demographic information supplied by 
government agencies can help retailers fine-tune store operations. The UK 
grocery chain Tesco, for example, has been combining weather data from 
various sources, including the UK government and a third-party data provider, 
with sales records across thousands of stores to create hour-by-hour demand 
models. Given the strong influence of weather on consumer activity and the great 
variability in weather in the United Kingdom, Tesco found that it was important to 
model weather in as much detail and as frequently as possible.

Using detailed weather data in its demand models allows Tesco to adjust 
the product mix at the individual store level, based on weather data and past 
purchasing patterns. Tesco calculated that an 18-degree Fahrenheit rise in 
temperature typically corresponds to a 300 percent increase in sales of barbeque 
meat and a 50 percent increase in sales of lettuce, suggesting that stocking more 
meat and lettuce when higher temperatures are forecast is a smart investment.43 
Such modeling has helped Tesco reduce revenue losses caused by stock-outs 
and the amount of inventory that Tesco holds, reducing losses to spoilage.

We estimate that if open data were widely adopted across the fresh foods 
category in grocery industry, it could enable potential value creation of as much 
as $300 million to $500 million annually in efficient store operations. This value 
would be seen in tighter inventory management, resulting in reduced waste from 
spoilage. Additionally, we estimate that reducing stock-outs could contribute 
$70 billion to $110 billion annually in revenue, but most of that value will be 
realized as share shifts among retailers, which we do not count in our estimates. 
There are also other potential applications of open data that could improve store 
efficiency. Stores can manage labor more efficiently by using data on traffic, 
weather, and events, and they can adjust store inventories, based on data about 
product placements on television shows. Retailers can also optimize real estate 
costs and location selection by using local traffic data, inventory of nearby shops, 
and patterns in utility costs.

41 Typical manufacturing cost improvements from implementing benchmarked lean 
manufacturing processes range from 15 to 25 percent over the course of 18 to 24 months 
(*McKinsey analysis). 

42 We did not estimate these benefits directly, because of the highly variable nature of R&D 
processes in different firms and industries.

43 Julia Werdigier, “Tesco, British grocer, uses weather to predict sales,” New York Times, 
September 1, 2009.
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More targeted marketing and sales

Open data approaches can help manufacturers and retailers target individual 
consumers and customize offerings for specific segments. Granular demographic 
data allow retailers and manufacturers to optimize merchandising on a store-
by-store basis, customizing shelving, pricing, assortment, and bundling for each 
outlet. Also, by tapping into increasingly granular data sources, such as traffic 
flows and social media buzz, retailers and manufacturers can deliver more 
relevant advertising to individual consumers.

Historically, the most important source of information in the consumer retail arena 
has been purchase data collected at the point of sale. These records reflect the 
actual purchases that are made and are the most accurate view of real-time 
demand. This information is used for demand planning, pricing, and a variety of 
other uses. As a result it has been considered a source of proprietary advantage 
and not shared.

However, by sharing point-of-sale data under limited circumstances—avoiding 
sharing with direct competitors—companies can generate insights and marketing 
approaches that they could not get to with proprietary sales data alone. Retailers 
have shared data in a limited way, by allowing commercial data brokers such as 
Nielsen and IRI to collect data from across the consumer goods industry and 
sell aggregated data back to retailers and manufacturers. Sharing is also seen in 
loyalty programs. Nectar, a UK-based loyalty card, can be used at Sainsbury’s for 
groceries, BP stations for gasoline, and Hertz for car rentals. Sharing aggregated 
consumer data allows the three companies to gain a broader and more complete 
perspective of consumer behavior, while preserving competitive advantage by 
sharing only with retailers in non-competing industries. By forming coalitions, 
firms are able to gain insight into a broader share of wallet of their consumers. 
Often, such granular, customer-level data are available only at a high cost or not 
available to all parties.

Retailers are starting to combine proprietary or high-cost data with additional 
sources of data to devise new approaches to customers. To target consumers 
more precisely, retailers are combining sales information they have accumulated 
(either by themselves or through partnerships) with highly detailed public 
census and demographic data. Based on localized demographic data, retailers 
have been able to capture market share by adjusting store formats, product 
assortments, and displays to specific neighborhoods. This has the additional 
benefit of delivering products better fit for consumers at each store location.

The introduction of additional data is also helping to finely tune advertising. By 
taking customer information that they already have and combining those data 
with novel sources of open data such as social media chatter, local weather, and 
any MyData that consumers share, retailers and manufacturers can deliver more 
relevant and timely advertising and get more out of their advertising budgets.

Through more precisely targeted marketing and sales, we conservatively estimate 
that open data could help create $25 billion to $35 billion in value annually.
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Better-informed consumption

Open data can help consumers make better purchasing decisions by enabling 
greater price transparency and improving access to additional product 
“metadata” that allow consumers to make purchase decisions based on other 
factors they value. Additionally, MyData can offer value to consumers through 
increased convenience, information about their behavior, and an opportunity to 
monetize their own data.

Online shopping has already brought price transparency to virtually every 
consumer product category. Lately, brick-and-mortar stores have been forced to 
respond to additional sources of transparency as smartphone apps have made 
it possible for consumers to check prices across the Web (and at other physical 
stores) while they are shopping in a store. RedLaser is a mobile phone application 
that allows a customer to scan a product barcode in the store and compare 
prices at other stores and on online retail sites, while also getting additional 
product information, such as potential allergens in packaged food.

While online price comparison tools have already had significant impact, we 
believe that much of the value from price transparency has yet to be captured. 
Only about 10 percent of consumers currently use price-check applications 
on their phones, and price-comparison services are just now reaching major 
categories such as groceries. MySupermarket, a UK-based website for online 
grocery shopping, says it saves customers $26 per shopping “trip.” 

Price is not the only shopping information that consumers seek. They are often 
willing to pay premium prices for products that they perceive to be of higher 
quality or that are proven to be safe. Since melamine in Chinese baby formula 
caused six deaths and sickened more than 300,000 babies in 2008, Chinese 
parents have paid more for certified safe milk products or imported their own from 
overseas. The rise of stores featuring organic and all-natural products is another 
indication that consumers are increasingly willing to pay premium prices for 
products with additional certifications.44

Open data is now playing a role in such buying decisions, thanks to a growing 
number of non-profits and third-party companies that are providing information 
about how products are made and the purity and provenance of their contents. 
Organizations such as Quality Assurance International certify that products 
are organic or grown under sustainable conditions, while websites such 
as Sourcemap provide crowdsourced data (from both manufacturers and 
consumers) about the supply chains and environmental footprints of various 
products. This additional product information, if provided in an openly accessible, 
machine-readable format, can allow consumers to shop for products that meet 
their social and ethical standards and get increased satisfaction from the goods 
that they purchase. It also allows manufacturers and retailers that can meet those 
standards to charge a premium for products.

MyData can help customers in several ways. First, data on previous purchases 
can offer convenience, for example by guiding consumers to supplies or 
replacement parts, based on purchase history. Second, customers can also use 
MyData to get insights into their own behavior, learning for example what percent 
of their grocery purchases are high in fat and receiving offers of personalized 

44 Kristen Park and Miguel I. Gomez, “Do price premiums exist for local products?” Journal of 
Food Distribution Research, volume 43, number 1, March 2012.
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diet plans based on that data. MyData can also empower consumers to correct, 
improve, and otherwise control the data collected about them.

Data aggregators are also beginning to offer MyData services. Acxiom, a data 
broker that collects data about consumers from many open and proprietary 
sources, has created a portal where consumers can view some of this 
information. Consumers can correct information such as birth date or household 
income, suppress specific data fields, or even opt out of Acxiom completely. By 
sharing data with consumers and relinquishing some control of the data, the firm 
hopes to reduce backlash over privacy concerns and improve data accuracy, 
which can increase the value of the data.

Consumers are now getting the chance to sell their own data, too. Personal, a 
startup based in Washington, DC, allows consumers to sell their own information 
in an online marketplace where consumers and marketers meet, enabling 
companies to purchase detailed personal data such as food preferences or 
financial information provided by consumers.

Through more informed purchasing, we estimate that open data could enable 
$400 billion to nearly $1.1 trillion annually in value for consumers. This value was 
estimated based on the price premiums consumers are willing to pay for products 
that have certain attributes that open data confirms. This premium ranges from 
10 to 80 percent.45 In the long run, this lever also provides net societal benefit, 
as shoppers are able to purchase differentiated products that suit their needs at 
the lowest possible price, while producers are able to compete more effectively 
through differentiated products that better match customer needs. Additional 
value can be created through greater use of MyData, but we do not attempt to 
estimate how much, given the early stage of development in MyData use.

Better post-sales interactions 

Post-sales interactions were once characterized by returning defective products, 
mailing product registration cards, and phoning customer service centers. Today, 
post-sales interactions are becoming part of customer life-cycle management, 
an important input into product design, and a source of additional sales. 
Releasing data from customer service interactions on other customers’ issues 
and resolutions can help customers rapidly solve their own problems, thereby 
increasing satisfaction and reducing the cost of customer service. Similarly, 
companies can use open data about a customer (e.g., demographics, social 
media behavior) to help tailor the interactions, while also providing additional 
valuable offers. Finally, collecting publicly available information about complaints 
can help companies and governments recall defective products more quickly.

There are many potential benefits from making data on customer service 
interactions accessible. Customer service already has become more communal 
and interactive, through the use of publicly accessible and searchable online 
forums and social media channels. BestBuy, for instance, says it reduced 
customer service complaint volume by 20 percent after sharing the responses to 
common complaints on Twitter and crowdsourcing solutions from its employees. 
Intuit TurboTax has started to display related user-generated questions and 
answers adjacent to its online help pages, improving the user experience of 
its site and reducing customer service costs. Mining the data available about 

45 We estimated price premiums by examining price premiums for a variety of products and 
certifications, such as Fair Trade coffee and organic produce.
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customer service interactions can also yield useful insights on various topics from 
consumer preferences to pain points or product quality.

Third parties are also getting involved in post-sale interactions by using open 
data. One open data application involves replacement parts, an important aspect 
of after-sales interactions. Thingiverse creates replacement parts for a variety 
of products using 3D printing. Instead of trying to hunt down parts from the 
manufacturer or a repair service, customers can create their own replacement 
parts based on specifications that have been crowdsourced to the open 
Thingiverse platform or uploaded by the manufacturer.

Open data also can help reduce the cost associated with defective products, 
which in the United States alone are associated with estimated economic losses 
of $900 billion a year through injury, death, and property damage. Governments, 
manufacturers, and retailers may be able to detect product issues more quickly 
by harnessing multiple open data sources such as social media interactions, 
customer service records, complaint data submitted to consumer groups and 
regulators, injury data from hospitals, and search-engine traffic. Web search 
data have already been shown to be helpful in quickly identifying the vector of flu 
outbreaks and could be used to detect product safety issues, too. Once a recall 
is issued, open data can help spread the word. For example, by linking recall data 
to UPC codes, consumers could be alerted at checkout about recalls or safety 
messages related to their purchases.

Through improved post-sales interactions, we estimate that open data could 
help create value of as much as $25 billion to $55 billion annually, primarily from 
reduced costs of customer service.46 We do not attempt to quantify revenue 
opportunities from targeted cross-selling and upselling, which is described in the 
section above on “More targeted marketing and sales.”

BarrIers anD rIsKs

Capturing the potential value that use of open data can help enable in consumer 
products will require overcoming some significant obstacles and addressing 
perceived and actual risks. These issues range from privacy and data security 
concerns to lack of understanding about potential benefits, to technical and 
capability gaps.

Consumers, manufacturers, and retailers all have concerns about the security and 
privacy of information that would be collected and used in open data applications. 
Shoppers fear that the information that online and offline retailers collect about 
them from shopping interactions and their behavior on social media could be 
used to violate their privacy and even result in harm, such as a lower credit 
rating. Manufacturers and retailers have reservations about sharing proprietary 
data in an open fashion to support industry-wide benchmarking and other 
performance-improvement efforts. They are concerned about the data somehow 
being associated with their organizations and about how data will be shared and 
re-used.

Another barrier is a lack of understanding among retailers and manufacturers 
about the value of sharing data with other companies. Companies are concerned 

46 We applied a 20 percent reduction in complaint volume to all retail, taking into account 
the varying rates of complaints by key product types (e.g., high customer service costs for 
personal technology products and low costs for groceries).
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about helping competitors learn about their sources of advantage (or exposing 
weaknesses). Similarly, retailers and manufacturers are concerned that shared 
data could benefit one party over the other in terms of who captures margin. 
Finally, companies are not yet convinced of the value to be gained in sharing data 
with consumers.

We also see technical barriers and gaps in capabilities that make it more difficult 
for a consumer products company to embrace open data. There is a lack of 
standards for incorporating metadata, such as supply-chain information, into 
open data sets that are easy to compare across manufacturers. For example, 
recall data made publicly available by the US Consumer Product Safety 
Commission starting in 2010 is not currently reliably associated with UPC data, 
preventing third-party companies from incorporating these data effectively into 
the information provided to consumers at checkout. Other gaps exist in validating 
the accuracy of reported product metadata. The sheer volume of information 
collected makes it quite challenging to uniquely identify customers.

IMplICaTIons for sTaKeHolDers 

 � Consumers have the most to gain from open data in the consumer 
products domain. They have the opportunity to take advantage of price 
comparison tools and other applications that provide information that allow 
them to make purchase decisions based on what they value about different 
consumer products.

Consumers can become more educated about how data are used and what 
the potential risks are. They can start by reading data policies and making 
thoughtful decisions about what data they would like to share and considering 
the benefits and risks of sharing such data: are they willing to have their 
shopping patterns made available in return for access to lower prices or 
tailored offers? Are they willing to have those data shared with other parties? 
Consumers have the opportunity to capitalize on opportunities to access 
information about themselves through MyData portals, or even request the 
ability to do so. Consumers could also participate in the public and policy-
making dialogues regarding privacy and the use of personal data.

 � Companies have significant opportunities to combine open data with data 
from other sources to capture value and enhance their competitive positions. 
To do so, they will have to find sources of open data and develop the technical 
and organizational capabilities to analyze and make better decisions based 
on those analyses. In some cases, companies will have to determine if there is 
a way to share data with competitors or with partners and customers across 
the value chain (as in retailers collaborating with manufacturers) in ways that 
benefit all parties. To take full advantage of open data, companies will have to 
agree upon standards that make data from multiple sources comparable and 
easy to integrate.

In addition, companies will need to make a concerted effort to communicate 
the value proposition of open data use to consumers. Companies can be 
transparent about their practices for data collection, storage, use, re-use, and 
sharing by publishing these practices in plain language. They can also choose 
to make it easy for consumers to access and potentially correct data about 
themselves and express preferences about the use of data about themselves 
through MyData systems.
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When sharing data, companies need to establish best practices to ensure 
data security and the appropriate amount of anonymity, for either personal 
or corporate data. Companies can designate trusted third parties and set 
guidelines and standards for data use and re-use as well as for sharing.

 � Government plays an essential role in weighing the benefits of open data and 
the need to protect privacy and property rights. Governments may need to 
consider regulations to control the collection, storage, use, and/or sharing of 
data and to establish avenues of recourse if data are misused. These rules 
could cover secondary use of data (for example, what would be an appropriate 
use of consumer purchasing data for underwriting?).

In some cases, governments could encourage or mandate the release of open 
data when it could serve broader, societal goals or help inform consumer 
decision making, such as releasing information to promote transparency 
about price, provenance, and potential health impacts. Government can 
also lead efforts to set standards for data measurement and formats to 
make data easier to use and to accommodate new types of data, such as 
environmental data.
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Global demand for electricity is projected to be twice as high in 2030 as it was 
in 2000. There are many challenges that accompany this growth. Generation 
efficiency has not improved significantly in decades, nor has grid efficiency; in 
2011, an average of 8.1 percent of generated electricity was lost in transmission 
and distribution around the world, including through pilferage.47 New sources of 
energy coming onto the energy grid, such as distributed generation from rooftop 
solar panels, are increasing operational complexity. There is also rising pressure 
from the public and government to limit the effects on pollution and climate 
change from the generation and use of electricity, raising interest in technologies 
and actions to conserve energy. This would entail cutting residential consumption, 
improving energy efficiency of homes and buildings, and getting utilities to invest 
in smart grids, adopt renewables, and accept new regulatory frameworks. In 
developing countries, demand growth significantly exceeds supply, because of 
insufficient capital investment and high costs of connecting remote areas to the 
power grid.

Open data can help address many of the issues facing the electricity industry, 
its customers, and government regulators. Making data more open through 
industry benchmarks can help utilities save on capital investments and 
operations. As utilities experiment with smart grids and other new technologies, 
sharing data about technology pilots can avoid duplicated efforts and optimize 
investment. Sharing data such as technical standards, work processes, task time 
benchmarks, construction plans, performance management systems, and asset 
replacement schedules can be used to identify areas for improvement, which 
can lead to significant savings. Additionally, providing data to electricity users on 
their usage patterns and showing comparisons with usage by similar customers, 
can lead to more efficient electricity consumption. While these types of data can 
help to drive savings, significant investment in technology and operations will be 
required to fully capture this value.

In the long run, data sharing could help the economic and environmental viability 
of the energy industry. Lower costs of operations and investment could lead to 
a more sustainable economic structure, with a larger share of funding derived 
from current operations and less reliance on future growth to pay for investments. 
Transparency about the environmental impact per unit of electricity generated 
can also begin to shift generation investments, beginning with identifying areas 
that have the largest potential reduction in pollutants and leading to lower overall 
environmental impact in the future.

47 Measured by the amount of electricity generated as a percentage of energy fed into the 
generation process; Electric power and distribution losses, World Bank,  
www.data.worldbank.org. 

4. Open data in electricity
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In this chapter we identify five levers for using open data to improve efficiency 
across the electricity value chain: improved generation investment, efficient 
generation operations, optimized investment in transmission and distribution, 
efficient transmission and distribution operations, optimized retail and 
consumption.48 

 � Optimized generation investment. By using publicly available data such 
as siting applications, resource planning documents, and regulatory filings, 
utilities can streamline the very challenging and complex permitting process 
for new power projects. Capital productivity data from across the industry can 
help inform investment decisions.

 � Efficient generation operations. By sharing benchmarking data about 
processes such as maintenance routines and equipment utilization, power 
companies can optimize the performance of generating operations.

 � Optimized investment in transmission and distribution. As with generation 
investments, open data can help optimize investments in transmission and 
distribution (the lines and equipment that convey electricity to users and 
between utilities).

 � Efficient transmission and distribution operations. Shared open data 
can help identify efficiency opportunities in transmission and distribution 
operations. Sharing data gathered via “smart grid” technologies can be 
particularly helpful.

 � Optimized retail and consumption. Residential and business users can 
make better decisions about which appliances and equipment to buy or 
what electric service to use (where they have a choice) by using open data 
that makes it possible to compare products and services. For residential 
and business customers, MyData combined with community-wide data 
can show customers how their energy use compares with neighbors and 
peer organizations

We estimate that open data has the potential to add $340 billion to $580 billion of 
value annually across the electricity value chain (Exhibit 7). By providing visibility 
into current inefficiencies and areas of opportunity, open data can help set 
businesses and individuals down the path of improvement, though in some cases, 
achieving the improvement will require substantial additional resources. The 
biggest opportunities lie at the consumer end of the value chain, where energy 
efficiency, price transparency, and better retail options could help enable value of 
$180 billion to $310 billion annually.

48 We include all entities involved in this value chain (integrated utilities, generators, transmission 
system operators, distribution system operators, traders, retailers, and end users, among 
others). We also include generation from all fuel sources, including fossil fuels (coal, oil, and 
gas), renewables (such as solar, wind, hydro, and biomass), and nuclear power.



59Open data: Unlocking innovation and performance with liquid information
McKinsey Global Institute

There are risks and barriers that stand in the way of realizing this potential value. 
There is a lack of standards in data collection and, in some places, misaligned 
incentives. European customers, for example, could benefit from reduced 
electricity bills as a result of energy-efficiency programs, but their electric 
companies, whose revenue is tied to consumption and based on regulated 
electricity prices, have little incentive to invest in programs and technologies that 
reduce consumption. Privacy is also a significant concern for some consumers, 
and electricity producers are wary of sharing information that could jeopardize 
a competitive advantage or reveal unflattering information, such as a poor 
environmental record. To overcome these challenges, governments, utilities, and 
consumers will need to agree on a framework for protecting the confidentiality of 
data, while also creating incentives to encourage data sharing, possibly through 
regulatory changes and legislation.

  

Five levers can help unlock $340 billion to $580 billion of value per year  
for electricity producers and users  

Exhibit 7 

$ billion 

Total 340–580 

Optimized retail 
and consumption 180–310 

Efficient transmission and  
distribution operations 40–60 

Optimized investment in  
transmission and distribution  60–90 

Efficient generation 
operations 20–60 

Optimized generation 
investment 30–50 

SOURCE: McKinsey Global Institute analysis 
NOTE: Numbers may not sum due to rounding. 

 

  
  

    
  

    
    

  
 

 

  
 

 

 

 

 

 

 

 

The producers of electricity, their customers, regulators, and third parties 
produce a wealth of data. Some of this information is open today, and much 
more can be opened through data sharing (see Box 8, “Sources of open data in 
electric power”).
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Box 8. sources of open data in electric power 

 � Power suppliers. Generating companies, grid operators, and retailers 
possess company-level data regarding their business practices and 
operations. These data sets include performance data as well as 
information required by regulators such as health and environmental 
reports, and data for permitting and licensing applications. They also 
generate results from government-funded pilots for new technologies 
such as renewables, which are usually publicly accessible. Many utilities 
are also installing smart meters, which report near real-time data on 
energy consumption, outages, and power quality. Suppliers regard much 
of the data they collect as proprietary, including detailed information 
about utilization and cost metrics, workflows, and management practices 
that they are not required to submit to regulators.

 � Regulators. Government regulators, such as the Federal Energy 
Regulatory Commission (FERC), collect health and safety accident 
reports, environmental impact assessments, and prudency 
determinations (the amount of justified capital investment costs that 
utilities can pass on to consumers through higher rates). They also 
compile information about rates, returns, and other investment and 
performance data; these vary among regulatory schemes.

 � Government agencies. Some government agencies that do not regulate 
the electrical industry collect macroeconomic data about the energy 
sector. For example, the US Department of Energy aggregates national 
statistics about supply, demand, pricing, imports, and exports. It also 
issues projections and forecasts. Data published by other government 
agencies, such as meteorological and demographic trend information, 
can be used for demand forecasting, site selection, and other purposes 
in the electrical industry.

 � Energy users. Through their meters and bills, energy users generate 
a wealth of data. With the introduction of advanced metering systems, 
data are now collected as frequently as every 15 minutes. Additional 
data about energy users include demographic data and information 
about their homes or commercial buildings (e.g., type of roofing, 
heating methods).

 � Third-party data brokers. Independent companies in the power sector 
aggregate data from multiple sources (e.g., generating companies). 
These data could range from statistics about the efficiency of specific 
generating plants to the typical costs paid for labor in a particular area. 
Many third parties act as trusted brokers, with which companies share 
proprietary operating data that will go into industry-wide databases 
for benchmarking and other uses. Other third-party firms package 
performance and cost data for users.

 � Industry groups. Membership groups such as the World Association 
of Nuclear Operators collect information from their members for 
benchmarking and other purposes.
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How fIve levers CreaTe value In eleCTrIC power

Over the next two decades and beyond, skillful use of the five levers we identify 
for using open data can bring about significant improvements in how the global 
electrical industry invests in new capacity and runs daily operations and can 
influence how its customers use power. Together, these improvements can have 
very significant economic and environmental impact and enable the industry to 
meet the growing demands of a power-hungry planet (Exhibit 8).

  

How five open data levers create value in electricity 
Exhibit 8 

SOURCE: McKinsey Global Institute analysis 

▪ Demand management 
(e.g., behavioral 
change, demand 
response programs) 

▪ Price transparency 
▪ Commercial and 

residential user 
benchmarking 

▪ Optimized deployment of smart grid and 
next-generation technologies 

▪ Optimized selection of energy-efficiency 
initiatives 

▪ Efficient procurement/supply management 
▪ Workforce optimization/operations 

scheduling 
▪ Process optimization/lean operations 

▪ Risk-based capital allocation  
▪ Procurement and supply 

management  
▪ Design to value 
▪ Lean construction 
▪ Permitting and siting strategy 
▪ Optimized technology 

deployment decisions 

Optimized retail 
and consumption 

▪ Benchmarking best practices 
▪ Design to value 
▪ Lean construction 
▪ Permitting and siting strategy 
▪ Optimization of technology 

deployment decisions 

Optimized generation 
investment 

▪ More efficient procurement and 
supply management 

▪ Workforce optimization/right-size 
staffing 

▪ Process optimization/lean operations 
▪ Operations scheduling 

Efficient generation 
operations 

Efficient transmission and 
distribution operations 

Optimized investment 
in transmission and 
distribution 

optimized generation investment

Approximately $5 billion is projected to be spent on new generating capacity 
globally from 2015 to 2035.49 Using open data to guide site selection, permitting, 
technology deployment, and engineering and construction can save time 
and expense.

Most generating companies already use publicly available data to help inform site 
selection strategy. For example, historic weather data are crucial in determining 
where to locate wind turbines and solar panels and in estimating how much 
power they are likely to generate at any given time. Weather data also help 
demand forecasting: hot days lead to high air conditioning use, and detailed 
analyses of weather data help utilities identify areas where demand is likely to 
exceed supply, which is an important factor in site strategy.

Open data also can help inform decisions about what type of generation 
capacity to invest in, by providing a more complete picture of total economic 
and environmental costs. Key considerations for which open data can provide 
additional insight include choice of fuel, the cost and environmental impact of 
producing and transporting the fuel, as well as the impact of using that fuel for 
generation. Such analysis can create a more complete understanding of the costs 
and benefits of particular choices about what kind of capacity to build and where.

49 International energy outlook, Energy Information Administration, May 2013.
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Once a choice of plant type and site is made, the next step is the time-consuming 
process of permitting, which usually involves negotiations with citizen and 
environmental groups in addition to meeting the requirements from multiple 
regulatory bodies, including national and regional governments. While data 
alone cannot solve all the political, regulatory, and technical challenges that 
determine how and where electricity is generated, open data can reduce friction 
in the permitting process by creating transparency and promoting collaboration 
among stakeholders. By aggregating siting best practices, detailed accounts 
of previous negotiations, and numerical data regarding the specific details of 
each individual case, such as proposed capacity, location of proposed site, and 
type of generation, stakeholders can come together to streamline the siting and 
permitting negotiations process.

Openly sharing benchmarking data and related best practices for construction 
can help utilities bring new capacity online more efficiently—saving on materials 
and components, and avoiding delays and cost overruns. Using open data on 
procurement and supply management and design to value data (for example, 
industry design benchmarks and data about peer installations) can give utilities 
money-saving insights into how to design a project and engage contractors. 
When a project is under way, data-driven project management techniques based 
on open data such as benchmarks for tool utilization rates can help control costs.

We estimate that the use of open data can create opportunities to save $30 billion 
to $50 billion annually in the design, engineering, procurement, and construction 
of power generation facilities. This represents a 15 percent savings in capital 
expenditures for new plants in 2013. We do not attempt to quantify the impact of 
open data on improved siting and permitting processes, which vary widely among 
regulatory regimes.

Efficient generation operations

Sharing industry data about workforce management, operating processes, and 
procurement practices can help drive efficiencies across generating operations. 
The shared data sets that enable operating improvements range from time 
required to perform specific maintenance tasks, to equipment utilization rates, 
and typical costs for stocking maintenance parts. Additionally, sharing information 
on scheduled maintenance and downtime among power generating companies 
could help management prevent interruptions in supply. We estimate that sharing 
open data could enable $20 billion to $60 billion in savings annually in generation 
operations. This represents approximately 20 percent of what was spent on 
global power generation operations and maintenance in 2012.

optimized investment in transmission and distribution

The power grid (an electric company’s transmission and distribution system) 
transports power from where it is generated to where electricity is used. Open 
data can help improve the development of safe, affordable, and reliable grids. 
Shared data on siting and permitting, equipment mortality curves, and historical 
and projected capacity, as well as benchmarking, can hasten deployment of grid 
investments and reduce costs.
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We estimate that sharing open data has the potential to uncover value of 
$60 billion to $90 billion per year through more efficient use of capital in building 
transmission and distribution (T&D) infrastructure. Use of benchmarks for 
procurement, construction, and other metrics (similar to those described for 
generation investments) and the implementation of associated best practices, can 
lead to 10 to 15 percent savings in T&D investments. The impact of construction 
benchmarking and best practices would be somewhat smaller in value than in 
power generation because transmission and distribution infrastructure is less 
capital-intensive and can be deployed in small increments. Additional value can 
be captured through risk-based capital investment, where proprietary information 
on a utility’s asset health can be combined with equipment and mortality curves 
and historical and projected capacity to ensure that each marginal dollar of 
investment is providing the greatest benefit in terms of the reliability of the system. 
Improved siting and permitting can unlock value in T&D as well, although we do 
not attempt to quantify the potential impact due to the variation in regulatory 
requirements across jurisdictions.

Efficient transmission and distribution operations

Sharing T&D operating data across the industry can help utilities identify 
improvement opportunities in procurement and supply management, workforce 
management, and operations scheduling. Transmission and distribution 
operations also can be made more efficient through grid control technologies. 
For many years, the power industry has been assessing the value of investments 
in smart grid technologies that can monitor and control electric use and can 
automatically route power around failed lines or transformers. But widespread 
adoption has not occurred for a number of reasons, including a lack of data. 
Sharing standardized data on the results of smart grid deployments and trials 
can help operators analyze the impact of different next-generation grid control 
technologies, which can lead to greater confidence in investment decisions and 
accelerates adoption. Grid operators can also share data on purchasing and 
installation, further optimizing and accelerating deployments. Open data also has 
the potential to accelerate the timeline for realizing savings from energy efficiency, 
reduced outages, increased transmission throughput, and lower inspection and 
maintenance costs.

Across transmission and distribution operations, we estimate that open data 
can help enable $40 billion to $60 billion in value annually, the majority of which 
comes from operations and maintenance cost efficiencies. We also recognize the 
significant potential for open data to help accelerate the deployment of smart grid 
technologies such as grid control, which we have not sized directly.

optimized retail and consumption

We estimate that helping energy users make smart decisions about how to 
use electricity will be the greatest source of economic impact from the use of 
open data in the electricity industry. Through demand-management programs 
enabled by smart grid technologies and other energy-efficiency programs, open 
data can be used to help modify the behavior of residential and commercial 
customers, allowing utilities to postpone capacity additions, reducing costs to 
users, and limiting the growth of greenhouse gas emissions. Open data has a 
direct application in demand-side management—inducing customers to use 
less electricity. 
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Demand management programs can take many forms, including informational 
programs to drive behavior change, demand response programs, and incentives 
for targeted energy efficiency investments, among others. Opower, a US-based 
service, works with utilities to benchmark individual customer usage (provided as 
MyData) against that of neighbors. The information is sent with the customer’s 
bill and includes personalized tips on how to reduce consumption. Demand 
management programs take this one step further, giving consumers real-time 
information on systemwide demand so that they can reduce use when wholesale 
prices are high or the system reliability is compromised. These programs can 
rely on consumers’ good will to reduce usage when demand is high or rely on 
economic incentives, with consumers bearing higher rates for consumption 
during peak demand. Additional economic incentive can be created to encourage 
the installation of more energy-efficient products (e.g., tax deductions for installing 
double-glazed windows).

Open data sets have been harnessed to inform consumption for many years. 
Since 1992, the US government has provided open benchmarking data for 
industry through the Energy Star Energy Performance Indicator tool, which 
provides benchmarking data on energy use within several industries. US iron 
and steel manufacturers report saving from 9 to 18 percent in electricity costs 
by using the system.50 New York City released energy consumption data about 
large commercial buildings in 2011 and recently began reporting energy use of 
residential buildings as well. By bringing inefficient buildings up to the current 
median of their peer groups by catalyzing energy efficiency efforts through open 
data benchmarking (where the block-by-block consumption data are made 
publicly available), the city expects to reduce commercial energy consumption 
by 18 percent and cut emissions, too. Similar open data about building energy 
use has also been made available in Europe.51 The Energy Star program also 
rates and certifies consumer appliances and posts data publicly so shoppers can 
consider energy efficiency in their purchase decisions.

Additional customer savings can come from using open data sets that allow price 
comparisons among electric retailers. Germany, the United Kingdom, and the US 
state of Texas, among other jurisdictions, allow resellers to compete with electric 
utilities to sell service to users. Check24, a service that operates in Germany, 
and energyhelpline.com in the United Kingdom provide comparison data on 
competing electricity retailers. Customers save an average of $170 to $250 per 
year by comparison shopping across electric retailers, according to the services.

We estimate that through energy efficiency and price comparison opportunities, 
open data can help create value of $180 billion to $310 billion annually. Customer 
benefits include approximately $70 billion from reducing building electrical 
consumption (such as lighting and air conditioning), $2 billion to $20 billion 
from adopting more efficient electrical products, $30 billion to $80 billion from 
purchasing decisions based on price comparisons across electrical retailers, and 
$59 billion from the use of smart grid demand-management technologies.52

50 See www.energystar.gov.

51 We estimate 3 GtCO2 of abatement potential globally in the building sector, from both 
electricity and fuel.

52 See US smart grid value at stake: The $130 billion question, McKinsey & Company Electric 
Power and Natural Gas Practice and Business Technology Office, 2009. The $59 billion 
estimate is based on the potential value of using open data to accelerate adoption of smart 
grid technologies. 
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BarrIers anD rIsKs

Many obstacles stand in the way of realizing the full potential of open data to help 
create value across the electricity ecosystem. These barriers involve technical and 
regulatory issues as well as gaps in knowledge and capabilities.

Among the greatest obstacles is the reluctance of players across the value 
chain to share data. Many companies in power generation and in transmission 
and distribution harbor concerns over confidentiality and the possibility that the 
proprietary data that they agree to share for benchmarking purposes will be 
misused. Commercial and industrial energy users have similar concerns, as do 
residential consumers. Some customers fear that the monitoring that is made 
possible by advanced metering systems is an invasion of privacy and possibly a 
governmental intrusion. Consumer privacy concerns thwarted plans by Oxxio, a 
Dutch energy company, and the Dutch government to roll out smart meters to all 
seven million households in the Netherlands. In addition to privacy concerns and 
worries over government intrusion, consumers pointed out that criminals could 
obtain usage data and determine the optimal time to attempt a burglary.

Current business models and regulatory frameworks are not necessarily aligned 
to create value from open data in the electricity domain. In many markets, 
overlaps in regulation between national and regional bodies often lead to 
confusion and sub-optimal investment in electricity generation. Some government 
programs to incent energy conservation also have unintended consequences: 
by defining a discrete target for reduction, utilities may make the investments in 
technologies and programs only to hit a specific target, rather than implementing 
a program that would lead to the greatest and most cost-effective conservation. 
Strict regulation over siting and permitting for new generation as well as the 
limits on rates that can be charged for electricity can also lead to inefficient 
investment decisions.

Technical issues could also impede adoption of open data. For example, 
electricity data are not measured or reported using standard methodologies 
and formats. Regulators in different areas require different formats, hampering 
comparability. Governments also vary in how they calculate carbon impact, which 
affects benchmarking of generating investments, and there are no standards 
for reporting data about trials of new smart grid or generating technologies, 
leading to a lack of confidence in the results and potentially delaying investment 
and innovation. In addition, when data are available, information is not always 
presented in easy-to-understand, standardized views or summarized in reports 
that can help people grasp the meaning of the data and analyses.

Finally, there are gaps in knowledge and in capabilities. Leaders of generating 
companies, grid companies, and consuming companies often do not understand 
the business case for sharing data in an open fashion. Some believe that 
benchmarking efforts will do little more than help their poorly performing peers. 
Similarly, consumers are often unaware of how much they might save through 
conservation and retailers must figure out how different types of consumers can 
be motivated to participate in energy-saving schemes. Many companies lack 
experts in data analytics, and in many organizations IT departments are not in a 
position to take on the additional capabilities and responsibilities required to carry 
out open data initiatives.
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IMplICaTIons for sTaKeHolDers 

Open data can help stimulate nearly $500 billion a year in value across the 
electricity ecosystem, while saving fuel and reducing greenhouse gas emissions. 
But turning this opportunity to reality will require effort by all stakeholders.

 � Electricity users. Users of electricity, including residential, commercial, 
and public-sector users, have the most to gain from the use of open data 
applications. But they need to understand the potential benefits and how to 
capture them. They also need to educate themselves about associated risks. 
Users can take advantage of open data and open data-enabled applications 
and services to optimize their investments in energy efficiency, and manage 
their overall consumption, by participating in MyData demand-management 
initiatives or in industry benchmarking efforts. They can lobby utilities and 
regulators to open more consumption data and engage in public discussion 
about energy-efficiency programs and provide feedback about the information 
that is presented to them. To ensure that their privacy and confidentiality 
concerns are understood, electricity users can work with governments and 
energy firms to shape how energy data are released and used.

 � Government. There are many ways in which policy makers and regulators 
could enhance the value captured through the use of open data in the 
electricity domain: creating incentives to capture value from open data, 
leading the educational effort that will be necessary to bring companies and 
customers on board, acting as energy user role models, and putting in place 
sensible safeguards and standards.

Laws and regulations can encourage the capture of value through open data 
levers, and regulators can realign currently misplaced incentives. To motivate 
investment in energy-efficiency technologies, governments could consider 
adjusting rate-capped utility regulations, for example.

As leaders in educating other stakeholders about the benefits and risks of 
open data, lawmakers and policy makers can conduct public awareness 
campaigns, particularly about energy-saving opportunities, and they can 
make the economic case. Policy makers will also need to do some research to 
understand what motivates different types of consumers to save energy and 
what incentives could be effective.

As gatherers and distributors of open data, governments can influence 
creation of standards for data reporting and data formats, as well as user-
friendly websites. Furthermore, governments should consider the benefits of 
aggregating and making open various sets of data, such as reported electricity 
consumption data. Governments can also encourage entrepreneurs to create 
applications and communication tools to help inform consumers, citizens, and 
producers. These might include carbon footprint calculators for various power 
generators, permit approval models. Officials will also need to pay attention 
to rapidly evolving technology and operating models, especially in power 
generation, to ensure that aggregated data, best practices, and benchmarks 
can be shared with as many parties as possible

As a large consumer of electricity, governments can act as role models for 
their constituents by serving as lead users and examples for using open data 
to inform energy decisions.
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When appropriate, policy makers can provide guidance on uses of open 
data. This could involve discussions on what types of data or data usage 
might compromise individual privacy, company proprietary data, and national 
security. Topics to be considered include how consumer open data might be 
used (as in advertising), corporate confidentiality, and data security.

 � Companies. Electric companies and independent data providers have 
much to gain from open data. They can establish clear, easy-to-understand 
standards, metrics, and interfaces to facilitate data sharing across the 
industry. They also can take responsibility for safeguarding their customers’ 
data. They can establish industry standards for collection, storage, and 
use of consumption information. Companies should clearly communicate 
these practices to customers. In addition, they can promote participation 
in consumer open-data systems by offering easy-to-use applications and 
publishing consumption reports that provide straightforward recommendations 
for improving efficiency. These self-serve efforts can be backed up with 
knowledgeable customer service.

Electricity companies have a unique opportunity to release open data that 
enables third parties to build innovative products and services around open-
data initiatives. This might include customer applications that “gamify” the 
practice of energy conservation. In their own operations, electric companies 
can capture value from open data by using and sharing open data about 
operations. To do so, they might have to fill gaps in talent and capabilities.

Further value potential lies in providing transparency about the environmental 
impact of electricity generation. Where consumers have choice, they can use 
this additional information when selecting an electricity provider. Third parties 
can also compile such information. Third parties may be particularly important, 
since they can be a trusted neutral repository of information that companies 
are reluctant to share. Data aggregators should work with the producer 
companies to set guidelines on levels of detail of information and ways in 
which to protect the identity of companies and customers, as well as protocols 
for safeguarding the security of raw data.
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Despite the evolution of alternative energy sources, much of the global economy 
still runs on oil and gas and will continue to do so. With rapid growth of 
developing economies, demand for these fuels is expected to grow 56 percent, 
from 524 quadrillion BTUs a year in 2010 to 820 quadrillion BTUs in 2040.53 
Filling that demand requires increasingly large investments in exploration and 
production to find reserves in hard-to-reach places (e.g., ultra-deep-water drilling) 
and to develop fields using new technologies such as hydraulic fracturing, which 
can release oil and gas trapped in shale formations.54 The cost of developing 
reserves has risen steadily over the past decade as exploration has moved toward 
increasingly complicated basins.

Open data has the potential for significant impact in this technology-dependent 
sector. Exploration and production companies have already amassed immense 
quantities of seismic data to pinpoint the most likely reservoirs. Companies also 
use real-time data to guide production operations in the field. The introduction 
of open data techniques, such as sharing data about new fields and production 
performance metrics, can help companies raise the productivity of investments in 
exploration and production, as well as improve the efficiency of operations. Open 
data can also expose variation and encourage standardization and collaboration 
in a complex global industry with myriad geopolitical interests, regulatory 
mechanisms, and economic systems.

In this chapter we examine how open data and data sharing can be used 
across the oil and gas value chain, from capital-intensive upstream operations 
(exploration, development, production) to midstream activities (transport, trading, 
processing of natural gas, refining), and downstream operations (marketing, 
retailing, consumption). We identify five levers for using open data across the 
value chain: 

 � Optimized upstream investment. Sharing geological and seismic data as 
well as regulatory filings can lead to increased discovery. Capital productivity 
benchmarks based on shared data can also reduce investment costs and 
avoid construction delays.

 � Efficient upstream operations. The efficiency of exploration and production 
can be increased by identifying specific opportunities through comparing 
internal performance against operational benchmarks.

 � Optimized midstream and downstream investment. Publicly available 
geological data as well as projections of oil and gas demand, deal flow 
information, economic trends, and demographic data can help companies 
make better midstream and downstream investments, such as choosing plant 
locations to serve the most promising growth markets. Sharing benchmarking 

53 International energy outlook, Energy Information Administration, May 2013.

54 For more on advanced oil and gas technologies, see Disruptive technologies: Advances that 
will transform life, business, and the global economy, McKinsey Global Institute, May 2013. 

5. Open data in oil and gas
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and best practice data can also help reduce inefficiencies in the construction 
of infrastructure.

 � Efficient midstream and downstream operations. The efficiency and 
reliability of refining, processing, and retail operations can be improved 
through better supply and demand management, combining traditional 
forecasting and planning methods with shared data sets (for example, 
demographic shifts, water availability projections, and industrial control data). 
Operating benchmarks can create additional value.

 � Better-informed consumption. Open data can help both residential and 
commercial energy users control their consumption. With data showing their 
own usage in comparison with that of similar customers, users can make 
informed decisions about consumption and take steps such as investing in 
more efficient heating systems and insulation.

We estimate that across the oil and gas ecosystem, the use of open data can 
help to unlock $240 billion to $510 billion in value per year (Exhibit 9). Companies 
stand to gain from improving the returns on investment in exploration and 
development, as well as from improvements in operations. Energy users stand 
to benefit through increased transparency about use, which helps them reduce 
consumption through energy efficiency.
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Five levers can help oil and gas industries realize $240 billion to $510 billion  
in value per year 

Exhibit 9 
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There are many barriers to realizing the value potential in the use of open data in 
oil and gas. The most significant is demonstrating that it is in the mutual interest 
of competitors to share certain types of data, which have historically been 
regarded as sensitive (e.g., seismic data). Also, there is wide variation in how 
governments in different jurisdictions collect and share relevant data, such as 
lease records—often data are not collected or shared. Even when made available, 
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data might not be provided in machine-readable form and must be gathered 
manually. This lack of standardization limits comparability and the number of 
insights that can be drawn. Finally, issues of energy independence and market 
dynamics require governments to weigh the policy implications of the data they 
require companies to report and the data that they make open to the public.

A large amount of data is collected and used in the oil and gas industry. The main 
sources of data are oil and gas companies, but governments, third-party data 
providers, interest groups, and consumers also have valuable data that can be 
used in open data applications (see Box 9, “Sources of open data in oil and gas”). 
Additionally, governments have the ability to influence the amount of data that oil 
and gas companies share via regulation and legislation.

Box 9. sources of open data in oil and gas 

 � Companies. Oil and gas companies collect 
performance data in two main categories: capital 
expenditures and operations. Upstream investment 
data include exploration data—4D seismic readings 
(describing three-dimensional data over time) 
from existing and potential sites. Upstream and 
midstream operating data include metrics such as 
platform operation metrics and pipeline costs, as 
well as an immense amount of sensor data collected 
in production fields. Downstream data include 
costs and other operational metrics from refining 
processes. Companies also gather information 
for health, safety, and environmental reporting 
that is required by regulators, and they gather 
industry data: competitive intelligence, data on 
deal flows, and aggregate data on how oil and gas 
are transported.

 � Governments. Oil and gas is a regulated industry 
that plays an important role in the economic and 
geopolitical decisions of many nations. As a result, 
governments often collect a significant amount of 
data: permits to drill and equipment to be used, 
as well as health, safety, and environmental data. 
Some governments also collect performance data, 
such as discoveries, output of fields, and revenue. 
By aggregating firm-specific data, governments are 
able to provide macroeconomic views of energy 
markets. Some governments share supply, demand, 
and pricing projections. Other government data, 
such as population figures, statistics on crop 
yields, economic reports, patent filings, traffic data, 

international trade data, and weather data, are also 
relevant to the oil and gas sector.

 � Consumers. Through their purchasing, oil and 
gas customers generate valuable data regarding 
consumption of fuel for residential, commercial, and 
industrial uses. Customers may also contribute data 
to various crowdsourced efforts, such as gasoline 
price comparison apps that rely on point-of-sale 
data contributed by consumers using smartphones.

 � Third-party data brokers. Independent data 
providers serve as neutral third parties that can 
be trusted to collect firm-level performance data, 
analyze and share it with the industry in aggregated 
and anonymous reports. Brokers collect data across 
multiple geographies and technologies to publish 
benchmarks and comparative data. Often, this 
involves standardizing and aggregating data. Third 
parties may also collect data about retailing, such as 
pricing data.

 � Other organizations. Trade associations, non-
governmental organizations, and intergovernmental 
organizations also collect information about oil 
and gas industry performance and practices. 
The International Association of Oil and Gas 
Producers provides a forum for member firms to 
share best practices, mostly on health, safety, 
and the environmental performance. Other 
intergovernmental organizations such as the 
International Energy Agency produce reports on 
global oil and gas markets.
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How fIve levers CreaTe value In oIl anD Gas

We estimate that the use of open data could help to unlock $240 billion to 
$510 billion annually in the oil and gas domain. Half of this value could arise 
in upstream exploration and production, where increased collaboration and 
sharing of data, including best practices and benchmarks, could spur increases 
in efficiency and output. However, a large portion of that value may not be 
easily unlocked, since it would require sharing data and methodologies among 
many parties, including direct competitors that view such information as a 
source of competitive advantage. The remainder of the value lies in efficiency 
improvements, for both oil and gas companies and their customers. For each 
value lever, we identify several possible approaches (Exhibit 10).

  

How five levers create value in oil and gas 
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SOURCE: McKinsey Global Institute analysis 
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Open data has the potential to unlock significant value in exploration and 
production functions in two ways. First, greater sharing of seismic data and 
information about drilling methodologies can increase the success of exploration 
activities, leading to improvements in exploration metrics such as reserve 
replacement ratios (RRRs) and costs per barrel.55 Second, sharing construction, 
procurement, and other benchmarks and best practices can help to deliver costly 
capital projects more efficiently by avoiding cost and schedule overruns.

For the past decade, upstream activity has been characterized by rising 
exploration costs, declines in reserve replacement ratios, and longer time to 
production, especially for major oil and gas companies, Exploration, by definition, 
is a speculative activity, in which success often depends on making good 
decisions with incomplete information. Blocks of land are drilled without positive 
results, and then sometimes subsequently re-explored at a slightly different 
location or depth with success. This occurred in the North Sea as recently as 
2012, when Statoil discovered 140 million to 270 million barrels of recoverable 
oil in the same blocks that had been drilled by Elf in 1976. The exploration had 
missed the discovery by 25 meters, and for the next 36 years, the entire Utsira 

55 The replacement ratio is defined as the ratio of discovered oil and gas reserves compared with 
the amount of oil and gas produced. 



73Open data: Unlocking innovation and performance with liquid information
McKinsey Global Institute

High region had been largely written off by the industry because of its perceived 
complex geology and Elf’s unsuccessful exploration.56

Since the 1970s, advances in technology have made it possible to explore deeper 
basins, more subtle traps, and complicated reservoirs that range from onshore 
and shallow water to deep and ultra-deep-water sites.57 But as the possibilities 
have expanded, the complexity has increased, raising costs and depressing 
success rates. Given these challenges and capital constraints, companies do not 
have the resources to pursue all of the prospects identified for exploration. Some 
experts estimate that the ratio of prospects to explored targets is as high as 50:1.

Open data and data sharing can raise the rate of successful discovery. Increased 
sharing of information across the industry, possibly with government intervention, 
could help companies develop more complete assessments of what they might 
find before committing hundreds of millions of dollars to a new exploration project. 
Sharing seismic, permitting, and other data across companies could lead to more 
optimal investments and thereby higher production by, for example, creating 
better understanding of the geology across an entire basin. Global sharing of 
all seismic data is unlikely to happen, but increased sharing, even among a few 
players, does have the potential to provide value to the market that is not currently 
captured. And sharing R&D findings about technology that benefits all players, 
such as developments in blow-out prevention technology, can also reduce costs 
and environmental impact, while increasing safety.

Exploration and production firms could also use crowdsourcing to improve 
their performance. In gold exploration, the Canadian mining company Goldcorp 
published 400 megabytes of geological survey data about its Red Lake, Ontario, 
property in 2000. Goldcorp offered $575,000 in prizes for public submissions 
identifying likely locations of gold within the mine. At the time, Goldcorp’s 
geologists were concerned about the release of data that were considered 
highly proprietary. However, after collecting submissions from more than 1,400 
participants from more than 50 countries, the results yielded 110 targets, of which 
80 percent were productive. This has led to the extraction of more than $3 billion 
in gold.58 Crowdsourcing has been used in a limited way in oil and gas already. 
In 2011, after the Deepwater Horizon spill, the X Prize Foundation conducted the 
Wendy Schmidt Oil Cleanup X Challenge, which was sponsored by Shell, to spur 
innovation in spill cleanup technologies.59

Governments, which have economic and national security interests in finding 
energy supplies, could take the lead in data-sharing initiatives such as requiring 
seismic data to be submitted in exchange for licenses to explore. In the 
United Kingdom, the Department of Energy and Climate Change runs the Fallow 
Initiative: blocks and discoveries are declared “fallow” if the companies with 
licenses are not progressing with exploration and production and their blocks and 
discoveries are then made available to other parties. Nearly 200 blocks have been 
relicensed since the program began in 2002. Similar legislation was proposed in 
the United States in 2008. While neither program releases data about the blocks 
that are up for re-use, one could envision a regulatory scheme where licenses are 

56 Jeremy Beckman, “Statoil aims to squeeze more out of Oseberg,” Offshore, October 1, 2012.

57 Geological features that contain oil and gas, preventing leakage or escape into the 
surrounding environment.

58 Linda Tischler, “He struck gold on the Net (really),” Fast Company, June 2002.

59 The challenge’s website: www.iprizecleanoceans.org. 
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initially granted only with submission of seismic data, and those data are made 
open, along with the original licensing applications, when blocks are put up for 
re-use.

While there are challenges in sharing geological data that many companies 
consider to be highly proprietary, it could be easier to reap the benefits of open 
data in exploration and production operations. By sharing benchmarked metrics 
through a neutral party, oil companies can identify areas of potential savings and 
make their capital investments more productive. Through careful application of 
benchmarks to identify areas for improvement and the implementation of best 
practices for managing project costs and timetables, we estimate that companies 
can save 15 to 25 percent per project.

Additional incremental value can be gained by making more siting and permitting 
data held by governments machine readable and accessible. In the United States, 
data on mineral rights negotiations are not kept in a standard digital format and 
formats vary from county to county. The resulting inability to quickly identify 
mineral rights has given rise to an entire profession of land managers who 
conduct due diligence by going county by county, courthouse by courthouse, 
to confirm rights on land that oil companies are considering as drilling targets. If 
these data were to be standardized and digitized, the oil and gas industry could 
improve the efficiency of its land management activities.

Across upstream exploration and production capital projects, we estimate that the 
use of open data could lead to $110 billion to $230 billion of value annually. This 
includes an estimated 10 to 25 percent savings in exploration capital expenditures 
and improved performance in exploration activity.60 

Efficient upstream operations

Oil and gas exploration and production companies have much to gain from 
sharing data that can improve the efficiency of operations after the discovery is 
confirmed, the field is developed, and the process of extraction begins. This type 
of data sharing is already seen in upstream operations and is an excellent target 
for open data initiatives aimed at reducing costs, limiting environmental impact, 
and increasing safety. Benchmarking to improve operations can be done across 
geographies, but is most commonly conducted today within a single basin, such 
as the North Sea. Neutral third parties can aggregate historical data and share 
various production, cost, and safety performance metrics to help operators 
highlight where they have opportunities to improve.

While data are often collected by individual firms, they are not always shared 
or available in standardized formats. Of course, sharing these metrics is not 
enough—operators must use this information along with data on best practices to 
devise practical steps for realizing the value from safer, more efficient operations. 
After identifying opportunities by comparing their performance with shared 
metrics, operators can devise practical steps to realize the value from safer, more 
efficient operations.

We estimate that through insights gained from sharing of benchmarks, and the 
subsequent application of best practices in upstream operations, oil and gas 

60 This assumes that finding costs of the bottom 50 percent of explorers could be brought to the 
median cost level and reserve replacement ratios are increased through more data sharing. 
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companies could save $20 billion to $40 billion annually in upstream operations, 
roughly 10 to 20 percent of global annual operating expenditures.

optimized midstream and downstream investment

Midstream and downstream investments include building oil and gas pipelines, 
as well as processing plants and refineries. Open data has the potential to 
optimize investments in this area, through improved links between supply and 
demand, more efficient siting and permitting processes, and sharing of capital 
productivity benchmarks.

Improved information on the supply and demand for fuel can lead to more 
efficient transport operations, by informing optimal pipeline siting decisions. 
Transportation of fuel through pipelines is several times less expensive than 
moving gas and oil with trains or trucks.61 However, pipelines have very steep 
upfront costs, making pipeline companies reliant on sustained demand to recover 
the investment costs and remain economically viable. If open data about the 
transportation of all crude oil, refined products, and natural gas were available, 
pipeline companies could optimize siting decisions.

It is also possible to use capital productivity benchmarks to find performance 
improvement opportunities in construction and other areas. We did not estimate 
the total size of the opportunity, because the total size of midstream and 
downstream capital expenditures is relatively small (about one-tenth of upstream 
investment), and the field is relatively mature.

Efficient midstream and downstream operations

As in upstream operations, the potential for value creation with open data in 
midstream and downstream operations lies in sharing benchmarks that can help 
refiners identify opportunities to improve safety, reliability, and efficiency. The 
impact of these operational improvements can be significant. For example, due to 
the maturity of the industry, refiners vary little in their technology and processes. 
Yet top-quartile performers still earn significantly higher returns than bottom-
quartile performers, an important advantage in a business with single-digit 
EBITDA margins. Indeed, operational efficiency is the single biggest differentiator 
among refiners.

Third-party data aggregators can be the source of sharable operating data and 
benchmarks. This information can be used in lean operating initiatives, best 
practice planning, and benchmarks for maintenance. We estimate that refineries 
globally have the potential to unlock $30 billion to $80 billion annually in value 
through savings that are catalyzed by the use of this sort of open data, roughly $1 
to $2 savings in refinery costs per barrel.

Better-informed consumption

The primary source of value from open data for consumers of oil and gas would 
come from reduced consumption and lower fuel costs. The same demand 
management techniques based on open data that apply to electricity use apply in 
oil and gas consumption. A detailed discussion of those measures can be found 
in the preceding chapter on page 70.

61 Matthew Philips and Asjylyn Loder, “Amid US oil boom, railroads are beating pipelines in crude 
transport,” BloombergBusinessweek, June 13, 2013.
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We estimate that $80 billion to $160 billion of value can accrue annually to 
consumers through savings enabled by open data. This is approximately a 10 
to 20 percent reduction in building energy consumption, a 50 to 66 percent 
reduction in fuel costs through more prudent purchases of vehicles, and 
corresponding reductions in emissions.

BarrIers anD rIsKs

Implementing open data in the oil and gas sector will require overcoming 
significant barriers, including persuading some of the world’s largest 
corporations and most intense competitors to share information. Other 
barriers involve technical issues and a lack of knowledge about the benefits of 
sharing information.

The largest barriers undoubtedly are behavioral. Companies across the value 
chain are concerned about the improper use of their proprietary data. Even 
though data are sometimes shared by field operators or gathered and controlled 
by independent third-party data brokers, companies worry that specific 
performance metrics will be identified as theirs—showing competitors how well 
or poorly they are performing—or accidentally revealing proprietary information. 
Companies are even more protective of exploration data, especially in areas 
where land rights have not yet been secured.

There are also technical barriers, including a lack of standard formats and 
variation in data filed with regulators and public agencies. Because different 
jurisdictions require different data and reports, it can be challenging to come up 
with comparable metrics and draw useful conclusions from aggregated data. 
Similarly, permits are not always machine readable and might be available only 
through in-person inspection. Environmental impact reporting is another area 
where apples-to-apples comparisons are difficult because of a lack of reporting 
standards. “Noise” in the data can be a challenge as well.

Sometimes, the necessary data have not yet been made openly available. 
In Europe, under the Energy Performance of Buildings Directive, energy 
consumption data about many buildings have been made available. In New York 
City, the government has released a similar data set on the energy use of 
commercial and multifamily residential properties. These efforts allow owners and 
tenants to compare their energy use with that of similar businesses or buildings. 
However, there are many places where such data are not available, making it 
more difficult for landlords and tenants to make decisions such as identifying 
buildings that are in need of retrofitting (e.g., with new HVAC equipment, windows, 
and insulation).

As in other applications of open data, consumer concerns are a major obstacle. 
Consumers who use oil or gas to heat their homes can participate in demand-
management programs that depend on capturing hour-by-hour data on natural 
gas use—through MyData reports or through in-home displays. This information 
provides the basis for customer actions such as lowering thermostats and 
investing in insulation. However, some consumers fear that the data could signal 
to criminals when the home is empty. Similarly, in the corporate world, if a rival 
can detect a surge in energy use, a company’s accelerated production plan might 
become known.
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IMplICaTIons for sTaKeHolDers 

Across the oil and gas universe, from independent exploration companies to 
motorists at the pump, there is value to be gained from the use of open data. 
Here we discuss the implications for various stakeholders.

 � Oil and gas producers have a great deal to gain from the use of open data to 
improve the productivity of their investments and the efficiency of operations. 
These improvements can help them find the sources of oil and gas to meet 
future demand and bring down the costs of developing and operating in 
new basins. In addition to investing the time and effort to understanding the 
business case for collaborating in open data initiatives, companies can work 
collaboratively and with third parties to establish standardized formats for 
reporting data as well as safeguards (including contractual requirements) 
for maintaining the security and anonymity of data that are contributed to 
industry-wide open databases.

 � Gasoline and natural gas retailers will need to take steps to assure 
consumers and business customers that data about their usage will be 
safeguarded as retailers apply open data techniques to customer-facing 
operations. Oil and gas companies can create easy-to-understand reports of 
consumer energy use with specific recommendations for savings and create 
online resources for easy access to company expertise.

 � Policy makers and regulators have wide-ranging interests in seeing that 
open data is used effectively to improve their nations’ energy supplies, ensure 
compliance with environmental standards, and bring benefits to energy users. 
They can encourage or require the development and use of standards. They 
can also foster an environment for entrepreneurs to create applications and 
communication tools using open data to better inform consumers, citizens, 
and producers (e.g., showing the carbon footprint of various petroleum 
sources, or modeling the likelihood of permit approvals).

Policy makers can start by convening various stakeholders, including 
community groups and commercial building owners, to establish guidelines for 
the responsible release of consumption data, taking into account privacy and 
confidentiality concerns.

 � Consumers would need to participate in energy monitoring and conservation 
efforts in order to gain the value available through use of open data in energy 
management. This may require an effort to learn how to use new applications, 
read energy reports, or provide feedback to help make these reports and 
applications more usable. To make sure that their energy use information is 
not used in ways they don’t want, customers (individuals and commercial 
users) may need to work with government and utilities to shape policies 
and practices.
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The use of data to improve the quality of health care and make delivery more 
efficient is reaching a tipping point, with open and proprietary data playing a 
leading role. The amount of data being collected, analyzed, and shared among 
health-care stakeholders has reached critical mass, with growing volumes of 
digitized medical records, aggregated research and development data, and data 
that government has collected over the years. These big data sets are yielding 
critical insights into what are the most effective therapies for specific types of 
patients, enabling hospitals to isolate common causes of costly hospital re-
admissions and allowing insurers and other payers to identify variations in care 
delivery that add needless costs. In addition, individual consumers are finding 
new ways to manage their health and fitness through MyData, which is made 
available by care providers or generated by consumers by using exercise monitors 
and other devices.

We identify five levers for capturing value in health care through the use of open 
and proprietary data. They span the full range of health-care stakeholders 
from patients to research scientists. Based on previously published McKinsey 
research, we focus on levers that can be applied in the United States, but many of 
the levers that we identify work in other nations and have been applied in health-
care systems around the world.62

 � Right living. Using data to make better lifestyle decisions and to manage 
treatments. With access to MyData and self-generated data (from exercise 
monitors, for example), patients can prevent lifestyle-related illnesses and 
comply more successfully with instructions for taking medication or adjusting 
diet and exercise routines.

 � Right care. Using data analytics on data from thousands (or millions) 
of patients to discover which treatments have been most effective and 
using these insights to ensure that patients get the most timely and 
appropriate treatments.

 � Right provider. Using data analytics to match the best sources of treatment—
facility, physician, nursing staff—for a particular patient and condition. Based 
on proven outcomes, patients and payers can specify what facility and 
caregiver is best in every case.

 � Right value. Using data to ensure the cost-effectiveness of care. This includes 
providing consumers with information to make informed choices about care, 
based on cost as well as on outcomes. It also includes use of open data to 
detect fraud.

62 This chapter relies heavily on research documented in The “big data” revolution in health 
care: Accelerating value and innovation, McKinsey Center for US Health System Reform and 
McKinsey’s Business Technology Office, January 2013. 

6. Open data in health care
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 � Right innovation. Raising the productivity of R&D by makers of drugs and 
medical devices sharing data (where possible), using open data to find patients 
for trials, speeding products to market, and spotting potential problems once 
products are in use.

We estimate the use of open and proprietary data in health care could help 
generate value of $300 billion to $450 billion per year in the United States 
(Exhibit 11). Most of this value comes in the form of cost savings to providers, 
payers, and patients.

  

Five levers could reduce US health-care costs by $300 billion to $450 billion 
per year 

Exhibit 11 

$ billion 

Total 300–450 

Right innovation 40–70 

Right value 50–100 

Right provider 50–70 

Right care 90–110 

Right living 70–100 

SOURCE: McKinsey Global Institute analysis 
NOTE: Numbers may not sum due to rounding. 

   

   

   

   

   

   

Several changes would have to be made in the US health-care system for the 
full value of open data to be realized (many of these changes would accelerate 
value creation in other countries as well). The most fundamental change would 
be to shift medicine and caregiving to data-driven approaches, where physician 
decisions about treatment would be informed by results from thousands of 
patients. Payment systems would also need to be adapted since conventional 
means of controlling costs, such as negotiating prices of per-procedure fees, are 
not geared to taking advantage of the insights that open data provides.

There are also technical and organizational barriers, including the inability 
of many health-care data systems to provide standardized data; even within 
one pharmaceutical firm, shareable data often remain siloed. Finally, there are 
concerns about privacy and confidentiality—the consequences of mishandled 
medical data can be extremely serious. Government, providers and payers will 
need to make sure that effective systems are in place to keep shared medical 
records confidential.
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Box 10. sources of open data in health care

 � Providers. The amount of patient clinical data 
captured by health-care providers has grown 
exponentially. In 2005, only about 30 percent of US 
physicians and hospitals used even basic electronic 
medical records (EMRs). By 2012, 50 percent 
of physicians and nearly 75 percent of hospitals 
were using electronic records. Furthermore, 
around 45 percent of US hospitals are now either 
participating in local or regional health-information 
exchanges or are planning to do so in the 
near future.

 � Payers. Insurance companies and government 
health plans hold claims and cost data that 
describe what services were provided and how they 
were reimbursed.

 � Pharmaceutical and medical products 
manufacturers. Drug and medical device 
manufacturers generate massive amounts of clinical 
data as they test new products.

 � Consumers. Increasingly, consumers are generating 
their own health data, by using connected devices 
such as running shoes and wristbands that monitor 
exercise, physical activity, or sleep. Networked 
scales, pill bottles, and blood glucose monitors also 
collect and share clinical information with providers. 
Consumers also share health-care data online, 
through social media sites and on forums focused 
on specific diseases such as PatientsLikeMe.

 � Government. The US Department of Health 
and Human Services (HHS) releases data from 
agencies such as the Centers for Medicare and 
Medicaid Services (CMS), the Food and Drug 
Administration, and the Centers for Disease Control 
and Prevention. Examples include the Healthcare 
Cost and Utilization Project (HCUP, from the 
Agency for Healthcare Research and Quality, 
AHRQ), which is the largest all payer data publicly 
available; the Adverse Event Reporting System 
(AERS), which is the database that supports the 
FDA’s post-marketing safety surveillance program; 
and International HapMap, which is a multinational 
effort to compare genetic sequences of different 
individuals to find genes that affect health, disease, 
and individual responses to medications and 
environmental factors.

The Affordable Care Act, enacted in March 2010, 
includes a provision that authorizes HHS to 
release data that can increase transparency in the 
markets for health care and health insurance. In 
the United Kingdom, data made public through the 
National Health Services (NHS) Choices program 
allows patients to compare hospital ratings and to 
review qualitative reviews of doctors.

 � Third-party data brokers. These companies 
capture patient behavior and sentiment data 
that describe patient activities and preferences 
that can be relevant to health care, from social 
media to eating habits. These developments 
allow stakeholders access to a broader range 
of information.

As noted, the health-care industry has no shortage of raw data. Information about 
the health of patients, diseases and injuries, treatments used, and fees charged is 
collected at every stage of care and in almost every setting (see Box 10, “Sources 
of open data in health care”). As EMRs proliferate, data from clinical notes, 
laboratory values, and physical exam findings will also be available.
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How fIve levers CreaTe value In HealTH Care 

We have identified five key levers to create health-care value with the help of 
open data. Value is derived from optimizing both health-care spending (cost) 
and patient impact (outcomes). Each lever can be applied in a variety of ways 
(Exhibit 12).

  

How 5 levers in health care can create value 
Exhibit 12 

SOURCE: McKinsey Global Institute analysis 
NOTE: Applications fitting in multiple customer categories were counted multiple times. 

▪ Trial operations improvement 
▪ Avoid repeating failures 
▪ Unmet needs identification 
▪ Post-approval risk detection 

▪ Patient health management 
▪ Health education 
▪ Prescription adherence 

▪ Physician communication 
▪ Clinical decision support 
▪ Disease/case management 
▪ Public health monitoring 
▪ Safety detection 

▪ Consumer decision making 
▪ Patient information exchange 
▪ Fraud prevention 

▪ Resource/finance optimization 
▪ Performance quality  

measurement 

Right innovation 

Right living Right care 

Right value 

Right provider 

right living

An enormous and largely untapped source of value in health care lies in the use 
of data by patients to manage their health to avoid illness and to get better results 
from treatment when they are ill or suffer from a chronic condition. The major 
focus is providing patients with the information to make the best lifestyle choices 
and manage their treatments effectively.

Healthy consumers can reduce the chances of lifestyle-linked conditions and 
illnesses such as hypertension and diabetes by adjusting diet and exercise. 
Health-care data that are made more liquid by consumers can help in this effort 
by enabling health-care providers or applications to identify at-risk individuals. 
This is done by combining information collected about patients such as exercise 
habits with demographics information and analyzing outcomes across different 
patient populations. At-risk patients can then be targeted for health education or 
for assistance in preventing illness—for example, by recommending screenings or 
issuing personal reminders.

One of the greatest potential impacts of open data is assisting patients with drug 
adherence. It is estimated that failing to use medication as prescribed for chronic 
conditions costs $100 billion to $289 billion a year to the US health-care system.63 
For a variety of reasons, patients fail to take their medications as directed, often 
leading to hospital re-admissions, medical emergencies, and complications. More 
liquid data can be used to improve patient adherence. For example, applications 
that use open data through social media can be used by patients’ friends and 

63 Meera Viswanathan et al., “Interventions to improve adherence to self-administered 
medications for chronic diseases in the United States: A systematic review,” Annals of Internal 
Medicine, volume 157, issue 11, December 4, 2012.
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families to encourage adherence. Also, data shared by individual patients or 
gathered automatically (by smart pill dispensers, for example) can be used to 
remind patients to use therapies as prescribed.

A startup company called Ginger.io has developed a smartphone app that can 
detect when a patient is not using drugs correctly or has changed behavior in a 
way that indicates a potential medical emergency. The app collects data about 
motion and activities to establish a base pattern and then looks for deviations that 
might signal trouble; a sharp drop in activity, for example, might indicate that a 
patient has stopped taking antidepressants or that a patient has fallen. Irregular 
sleep patterns could signal that an anxiety attack is imminent.

We estimate that right living techniques can enable $70 billion to $100 billion 
annually in value through reduced care costs by preventing disease and raising 
adherence rates.

right care

The best health-care outcomes are based on getting the most timely, appropriate 
treatment available and preventing avoidable mistakes, such as administering 
a medicine to which the patient is allergic. Right care requires a coordinated 
approach across care settings and providers; all caregivers must have timely 
access to the same information and work toward the same goal to avoid 
duplication of effort and sub-optimal strategies.

Research shows that sub-optimal care is often the result of poor communication 
between patients and doctors and among doctors about a patient’s medical 
history, current medications, allergies, and other relevant data. This leads to 
inappropriate or redundant care that can result in complications and raise costs. 
Shareable electronic medical records are helping to avoid these problems by 
keeping a single consolidated record for each patient in a file that all caregivers 
can access. In the United States, patients can gain access to their own medical 
records from participating providers—their medical MyData—through an initiative 
called Blue Button, which was pioneered by the Department of Veterans Affairs. 
In France, patients can carry their entire medical histories on a smart card—a 
card with a memory chip that any doctor or care facility can use. The system can 
also flag possible drug interaction issues for a specific patient before a physician 
selects a drug treatment or radiologic test. The data needed for such systems are 
not always shared across systems today, but it is likely that in the next decade 
more data will be integrated from multiple sources to make these systems 
more robust.

In addition to heading off known adverse drug interactions, open data can be 
used to detect associations between certain treatments and adverse effects. 
For such programs to work, health-care systems will have to pool information 
on health outcomes, claims, and other factors in real time. Potential sources for 
these data include payers, providers, and government agencies, such as the US 
Centers for Medicare and Medicaid Services.
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Another way in which liquid data can be used to improve care is to mine data to 
find patients who can benefit from specific treatments. Doctors can contact their 
patients who have certain medical and acute conditions to provide information 
about the diseases and offer nursing support to manage their conditions. 
Advanced analytics of claims history, demographics, and other factors can be 
used to identify patients who are most likely to benefit from extra assistance.

A final aspect of “right care” is mounting a vigorous response to disease 
outbreak. Public health agencies collect data from emergency rooms and other 
sources to detect outbreaks of certain diseases so that people can take steps to 
protect themselves. Google has shown that it can map a flu outbreak in real time 
by monitoring the number and locations of users searching for flu and related 
topics. A startup called Propeller Health has created a GPS-enabled tracker 
that monitors inhalers. It can be used to detect when environmental conditions 
such as high pollen counts might trigger severe asthma problems and can alert 
patients to take precautions.

We estimate that open and proprietary data can help enable $90 billion to 
$110 billion a year in value by reducing cost of care, using proven, evidence-
based care pathways, and coordinating care among multiple physicians, clinics, 
and payers across the system.

right provider

 “Right provider” means finding the right match of provider skills for the task—
identifying the doctors and settings that provide high quality of care and 
determining what resources are needed to deliver care (for example, determining 
which procedures are done best by a physician assistant or nurse rather than by 
a doctor). Using health-care outcomes data, patients and payers can determine 
the best choices of providers. Within institutions, the same approaches can be 
used to optimize operations; hospitals can use outcomes, benchmarks, and other 
shared information to help identify places where improvements can be made.

Optimizing provider decisions depends on access to performance data, which 
must be made accessible across organizations. Performance data can be used 
to align incentives with outcomes (paying doctors for successful treatment and 
efficient care, for example, rather than for procedures). This can raise the quality 
of care and give patients better options. For example, in the US state of Arkansas, 
all Medicaid providers who treat upper respiratory infections, pregnancy, attention 
deficit hyperactivity disorder, and other select diseases receive a report on the 
cost and quality of treatment. The aggregated data on all of a provider’s claims 
help doctors understand how their practices compare with other providers in 
the state, giving them a way to identify opportunities to improve. The US state 
of New York and the United Kingdom’s National Health Service have opened 
up performance data that they collect about hospital performance and different 
types of care. These data can be used by patients, doctors, payers, and the 
public to identify the best care available in their communities.

We estimate that right provider measures could enable value of $50 billion 
to $70 billion a year in the United States, from shifting volume to the proper 
care settings and raising quality of care to reduce emergency room and re-
admission rates.
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right value

Open data can help increase value in health-care delivery by controlling costs 
and improving quality. This involves measures such as providing comparison 
information to patients so they can select the most cost-effective care, tying 
provider reimbursement to patient outcomes, and using data to eliminate fraud, 
waste, or abuse in the system.

Through patient information exchanges that make data available both to providers 
and patients, patients can become better health-care consumers and help control 
costs. Through transparency into the cost and quality of different providers and 
insurance programs, patients can vote with their wallets. There are considerable 
obstacles to making such information exchanges a reality, including reluctance by 
providers to share data that could be misinterpreted and the potential difficulty of 
patients to interpret the data without assistance.

Another source of waste in health care systems is fraud. Fraud in the US 
Medicare program exceeds $70 billion annually, according to the Government 
Accountability Office.64 Regulators can combine data on claims with open data 
such as demographic information to help identify instances of not providing 
services that were billed and other fraudulent practices.

Using open and proprietary data to reduce costs, maintain quality, and fight 
fraud could enable value of $50 billion to $100 billion a year. This would come in 
the form of reduced costs due by exposing cost and quality data and enabling 
patients and payers to choose cost-effective treatment plans. Novel payment 
plans that include performance-based compensation also reduce system costs.

right innovation

Pharmaceutical companies, device makers, and other medical researchers 
spend billions of dollars a year developing new therapies, products, and 
approaches to delivering care. Open data can help make these investments more 
productive, saving money and bringing benefits to patients sooner.

A key source of value could be in running trials more efficiently by using open 
and proprietary data to help identify patients to enroll in trials more quickly. This 
would involve analyzing relevant claims, performing cluster analysis for diseases 
in particular regions (using public health data, among other data sets), and 
purchasing social network data. Firms can also use CMS data to find doctors 
who treat patients with the target disease.

Opening and sharing trial information is not yet the norm, but there are examples; 
GlaxoSmithKline, for instance, releases patient-level clinical trial data to 
qualified researchers and providers. This transparency can be helpful for both 
governments and for companies, which can avoid repeating investments in drugs 
that have failed. It also can promote higher quality research by making the data 
available that will allow others to validate results.65

64 “Medicare and Medicaid fraud, waste, and abuse: Effective implementation of recent laws 
and agency actions could help reduce improper payments,” GAO-11-409T, US Government 
Accountability Office, March 9, 2011. 

65 There has been increasing concern that many published research findings cannot be 
replicated. See John P. A. Ioannidis, “Why most published research findings are false,” Public 
Library of Science–Medicine, volume 2, number 8, August 2005.
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The potential value associated with open data in health-care innovation could 
be $40 billion to $70 billion per year. This would arise from improving the R&D 
processes of pharmaceutical and medical products companies, including clinical 
trial operations.

BarrIers anD rIsKs

Health-care systems will have to change substantially for stakeholders to take 
full advantage of open data. In the United States, traditional levers for controlling 
costs—such as unit price discounts for procedures based on contracting 
and negotiating leverage, or elimination of redundant treatments—do not 
take full advantage of the insights that open data provides. These methods 
can be augmented or replaced with data- and outcomes-based strategies. 
Similarly, current approaches to delivering and paying for care, particularly 
in the United States, will need to be revised. The current system pits payers 
and providers against each other and focuses decisions on what is and is not 
covered, rather than on what is and is not most effective. To move beyond the 
status quo, fee-for-service payment structures would need to be replaced with 
new systems that base reimbursement on insights on outcomes and costs 
provided by big data—a move that is already well under way.

One of the largest obstacles will be persuading stakeholders in health care (even 
patients who stand to gain enormously) to embrace the data-driven approaches 
that are required to make best use of open data. Both patients and physicians 
must be willing and able to use insights from the data; this is a personal revolution 
as much as an analytical one. Doctors, who are trained to make their own 
inferences, may resist submitting to a regime in which their judgment may be 
augmented or replaced by judgments based on data from millions of cases. US 
patients will need to understand and accept that more treatments and tests do 
not necessarily mean better care.

There also is a risk that open data could be used to perpetuate abuses that exist 
in current systems. For example, in places where private companies provide 
diagnostic services, the owners of MRI machines could drive patient volume by 
using open data to target consumers for treatment based on their characteristics, 
rather than actual need. Patients, providers, and payers who are interested in 
“right care” will be wise to watch for such abuses. Open data can also provide 
information on which to build malpractice suits.

IMplICaTIons for sTaKeHolDers 

Across the health-care ecosystem, open data will bring change and challenges 
for all stakeholders. Here we examine the implications for all stakeholders and for 
individual stakeholder groups.

 � All stakeholders. Today, the words “evidence” and “value” are often 
defined differently within and across health-care sectors. As a result, payers, 
providers, and other stakeholders analyze data in different ways. An important 
foundational step in adopting open data across health care would be to agree 
on core definitions for evidence and value, as well as developing a consensus 
about the best analytical protocols.

All stakeholders will have an interest in and responsibility for dealing with 
the risks that more liquid data in health care entail. Regulations can be used 
to clarify how data can be used and how patient privacy is protected and 
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intellectual property is secured. Given the huge amounts of data involved and 
the many potential sources of data—patients, providers, payers, government 
agencies—a high priority may need to be placed on streamlining the process 
of securing permission to access and use data.66 

To capture full value from big data, institutions and individuals on the front 
lines of health care will need to develop capabilities in data analysis, data 
management, and systems management.

 � Payers. Payers—insurers and public health systems such as Medicare—have 
the opportunity to augment their data about patients and providers in their 
networks with open data. They could use data such as detailed statistics 
about outcomes and costs both from within and outside their own networks 
to compare the performance of providers and networks in more detailed 
ways, identify outliers among providers based on outcomes, and determine 
the factors that are driving divergent performance. They could also share 
performance data with clients and members to encourage greater use of the 
best-performing providers.

Payers can take several steps to encourage providers to adopt data-driven 
decision making and effective data capture. They can define value drivers for 
plan members, as well as the member behaviors and choices that drive value 
for payers, build clear analytical methods to evaluate expected member value 
and actual performance, use data to refine communications, and identify 
resource-intensive workflows and business processes that could be made 
more efficient through open data. This might include benchmarking processes 
such as provider authorizations, evaluation of claims accuracy, and auto-
adjudication of claims.

They can also use open and proprietary data to isolate the most important 
practices that improve the cost of care. For example, they can analyze 
charges that appear unusual because they deviate from expectations, based 
on data sets made available by peer organizations. They can track costs of 
the highest performers, including those related to re-admission, administrative 
tasks, and laboratory work. And they can compare themselves to metrics that 
define best-in-class performers, initiating programs to communicate them, and 
creating incentives to meet these standards.

 � Providers. Health-care providers have a unique role not only as the primary 
point of care, but also as a primary source of data origination and capture. 
There are several ways in which health-care providers can be an effective 
source for open data that benefits the entire system and can use open and 
proprietary data to improve their own operations.

To be an effective source of health-care data, providers can ensure that 
they capture data consistently and comprehensively and are creating a 
culture of information sharing to make data available. They can continue to 
drive adoption and use of EMRs and can reinforce EMR use in patient care. 
In addition, they can capture data from new sources such as “smart” and 

66 Safeguarding patient privacy while simultaneously enabling the value of open data can be 
challenging. Some experts have argued that the privacy restrictions in the US Health Insurance 
Portability and Accountability Act (HIPAA) have prevented important types of research. See 
Association of Academic Health Centers, “HIPAA creating barriers to research and discovery,” 
June 2008.
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embedded medical devices, as well as patient websites, hospital information 
kiosks, and mobile devices, which can take some physiological readings. 
Providers can remove technical barriers to sharing information within their 
organizations and partner with other institutions and third-party providers to 
share benchmarking data.

Providers can also improve their technology and governance strategies for 
clinical and operational data. They can establish data ownership and security 
policies to ensure that organizations have complete access to their own data 
and understand what the most potent sources of insight are in clinical data. 
Providers also can create joint clinical and IT teams to define key data needs 
and cultivate talent with both clinical expertise and advanced data modeling 
capabilities. In addition, to effectively put open data to use, providers will need 
to focus on outcomes-based protocols to improve patient care.

 � Pharmaceutical and medical products manufacturers. Open and 
proprietary data can help suppliers of medicine and health-care products to 
meet demands to clearly define the value of their products. This may be a 
challenging concept, since manufacturers are not typically the source of the 
“real-world” information after their products enter the market and they have 
access only to customers who voluntarily self-identify. However, liquid data 
can be used to establish the total cost of care related to use of their products, 
as well as the ways in which their products influence patient outcomes. They 
could develop capabilities that allow them to isolate information related to 
their products’ value and performance, based on open data. They could also 
build internal governance and investment processes to ensure that the R&D 
portfolio management process (prioritizing which opportunities to pursue) 
considers real-world evidence from open data.

These companies can also use open data to develop a clear view of the 
efficacy and safety of their products and those of competitors. They could 
gain access to real-world open data (for example, health-care outcomes after 
products have been approved and are in wide use) that can give an early 
indication of possible undetected safety risks. With the right analytical tools 
and capabilities, companies can use an early warning of trouble to address 
questions about the efficacy of a product and respond to relevant studies that 
emerge. Open data can also help companies monitor the safety, efficacy, and 
value of competing products.

Finally, these manufacturers could take the lead in making data more liquid. 
They could start to share clinical trial data (failures and successes) across 
the R&D community, particularly in high-potential therapeutic areas; this 
will allow manufacturers to expand their research foundation. To encourage 
cooperation, the industry could create clear guidelines for intellectual 
property protection.
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 � Government. Government has a multi-faceted role in the development of 
open data use in health care. Governments are simultaneously regulators and 
payers, as well as aggregators of data and users of data. As a provider of 
data, government in many jurisdictions is committed to making data open.

Government also has responsibility for making laws and regulations to govern 
open data and seeing that they are enforced. As a rule maker, government 
could benefit from a close and ongoing collaboration with other stakeholders 
to ensure that regulations are strong enough to address the concerns of 
providers and patients without imposing restrictions that would unduly limit 
potential benefits. In addition to erecting proper safeguards, government 
may need to make a substantial financial commitment to enforcement and 
compliance, making sure that citizens see that violations will be discovered 
and violators will be punished.

In its various roles, government has a strong interest in promoting the 
standards for how open data is collected, aggregated, and formatted to make 
open data as useful as possible. Government is the natural convener of all 
stakeholders for such standards setting. Finally, government is the logical 
stakeholder to take the lead in balancing the evolving concerns of providers, 
payers, patients, and taxpayers as open data and data-driven approaches to 
medicine take hold in health care. This may be a role that never ends.
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In this chapter we look at how open data could be applied in three different areas 
of consumer finance: retail banking, insurance (property and casualty, and life), 
and residential real estate. Across these industries, open data can be used to 
improve product offerings, identify new customers, enhance underwriting, and 
help consumers make better decisions. Given the size and complexity of this 
domain, we do not attempt to quantify all of the potential value that could be 
created by using open data levers (unlike in the other domains we analyze in this 
report), but rather focus on several specific examples that illustrate the impact 
that open data could have across consumer finance (see Box 11, “Sources of 
open data in consumer finance”).

7. Open data in consumer 
finance

Box 11. Sources of open data in consumer finance

 � Governments. Governments provide a wealth 
of information that is useful in consumer finance, 
including census and weather data, property 
records, and geospatial data (detailed maps and 
GPS data, for example). In addition, governments 
aggregate consumer complaints about financial 
products and services as well as data about 
the performance of investment funds. The US 
government also provides economic information 
through the Federal Reserve Economic Data (FRED) 
service and data about companies filed with the 
Securities and Exchange Commission through the 
Edgar system. 

 � Financial institutions. Banks generate a great 
deal of data based on customer knowledge and 
transactions, such as consumer preferences and 
purchasing and savings habits. They also have 
information about their own products, such as fees, 
rates, and terms, which can be shared.

 � Insurers. In the course of underwriting policies 
and paying claims, insurers collect large amounts 
of information about consumers. Auto insurers 

have information about accident rates, types of 
claims, and driving habits—now, including MyData 
generated by onboard sensors that drivers agree 
to use.

 � Credit bureaus. To calculate credit scores, credit 
bureaus gather all kinds of financial information, 
including credit histories, incomes, and assets—for 
individuals or groups of consumers. These data can 
be enormously useful for other players in consumer 
financial services.

 � Third-party developers and data services. A 
range of companies aggregate data about financial 
products and offer consumers comparison data 
about credit cards, mortgages, student loans, 
mutual funds, and other products and services.

 � Consumers. There is a wealth of data about the 
financial behavior of most consumers. As they shop 
and pay bills, they generate purchase data, payment 
histories, and data about use of credit. With sensors 
and smartphones, consumers are generating 
information about their habits in new ways.

There is already evidence of the large potential of open data in consumer financial 
services, as demonstrated by the number of services that aggregate and share 
data (open and private) about home prices, mortgage rates, credit card offers, 
individual retirement account (IRA) fees, and other data that enable consumers 
to make more informed choices. For banks and insurance companies, open data 
can provide additional information that allows them to assess risk more accurately 
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and therefore price products more accurately, helping improve margins and also 
providing a basis for lending to consumers who do not have enough traditional 
financial data to qualify for a loan.

In this chapter we describe specific levers for value creation in each consumer 
finance segment.

open DaTa In reTaIl BanKInG

The retail banking industry had revenue of $2.3 trillion in 2012.67 Yet banks are 
facing margin pressure in the wake of the global financial crisis and consequent 
reforms aimed at reducing systemic risks that also have depressed returns. This 
gives the retail banking industry a strong incentive to find more profitable new 
products and new customers. There is no shortage of potential customers: more 
than half of the 2.5 billion adults in the world do not use formal financial services 
to save or borrow. While a majority of these “unbanked” people live in Africa, 
Asia, and Latin America, 200 million are estimated to live in North America and 
Europe.68 

Open data can play a role in helping to serve the unbanked millions. By culling 
liquid data from sources such as utility bills (if they are shared by utilities), social 
connections, and census data, banks can gain additional insights into the risk 
associated with a potential customer—particularly important for assessing 
consumers who do not have a banking or credit history. Banks can optimize risk 
management by using open data to screen applications for new services as well 
as to identify fraud.

Financial institutions are already adopters of big data and are finding ways to 
apply open data in areas ranging from product design and fraud detection to 
providing consumers with more information on which to base choices of financial 
products and providers. We have identified five levers that we believe will be 
most important in creating value using open data: enhanced product design 
and pricing, improved consumer marketing, better-informed consumer financial 
decision making, improved credit-offering decisions, and optimized post-credit 
decision risk management.

enhanced product design and pricing

Financial institutions can use open data to improve product design and pricing 
of traditional products. Examples include using complaint data from regulatory 
filings to understand what consumers dislike and data collected from social media 
sites to help identify the most useful credit card features. Emerging peer-to-peer 
lending platforms are also reliant on open data, often using social media data on 
an individual’s network, along with other public and private information such as 
education, to pair suitable lenders and borrowers.

Improved consumer marketing

Open data can be used to refine targeting and to customize offerings. Banks 
can pool internal consumer data and combine it with credit scores from credit 
bureaus and public data such as information on cost of living and wealth 
in particular neighborhoods, to more finely segment consumers. This can 

67 McKinsey Global Banking Pools.

68 Half the world is unbanked, McKinsey & Company and Financial Access Initiative, 
October 2009.
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produce profiles that allow branch employees to suggest additional products for 
customers, by using data on what consumers in the immediate area purchase. 
These personalized recommendations, together with an improved sales process, 
can increase sales conversions by as much as 200 percent.69 

Better-informed consumer decision making

Open data can help consumers gain a clear view of the costs of increasingly 
complex financial products. Fee structures and other features of mortgages, 
credit cards, and other products can be quite opaque, making side-by-side 
comparisons difficult. Third-party aggregators publish daily updates on rates 
and fees for mortgages, credit cards, IRAs, and other consumer products, giving 
consumers up-to-date information on a host of financial products. 

This transparency could lead to significant savings, since studies show most 
consumers do not know the true size of many of these fees: one study found 
that 93 percent of US consumers underestimated the fees they are paying for 
the management of their employer-sponsored retirement plans and have no 
idea how fees are reducing returns.70 With an estimated $20 trillion of assets 
under management in pension funds globally, huge amounts of value are at 
stake.71 Shifting just 10 percent of the retirement plans that pay the highest fees 
(about 1.38 percent annually at the 90th percentile) to the average fee (about 
0.83 percent) could save $5 billion to $10 billion a year, assuming the funds have 
the same rate of return.72 Attaining these savings would depend on employees 
having access to fee data and employers agreeing to change managers. Third-
party services such as BrightScope, an entrepreneurial firm in the United States, 
help consumers understand how retirement investment plans stack up, both in 
terms of returns and fees.

Wallaby, a US-based, venture-backed company, is another service that helps 
customers make better credit decisions by recommending which of their 
credit cards to use for different types of purchases to maximize rewards. 
The recommendations are based on open data regarding current offers and 
promotions for different credit cards. 

Another innovative company, BillGuard, aggregates information from all its users 
on credit card transactions that have been identified as unwanted, erroneous, or 
even fraudulent. This aggregated information is used to screen all transactions of 
BillGuard users, thereby highlighting payments that typically are unwanted. The 
unwanted charges include everything from free trial subscriptions being converted 
into paid ones without the consumer’s noticing, to actual fraud. Investigations 
show that as many as 0.3 percent of all consumer credit card transactions 
are erroneous or unwanted and the potential value for consumers globally in 
identifying and avoiding these payments could be $15 billion to $20 billion a 

69 McKinsey analysis.

70 Robert Hiltonsmith, “The retirement savings drain: Hidden and excessive costs of 401(k)s,” 
Demos, May 2012. One analysis showed that a couple who invested in a retirement account 
with a high fee from 1965 to 2005 would have had about $155,000 less at retirement.

71 McKinsey Global Banking Pools.

72 “Inside the structure of defined contribution/401(k) plan fees: A study assessing the mechanics 
of the ‘all-in’ fee,” Investment Company Institute, 2011. Assuming US employer-sponsored 
401(k) plans are representative of global market.
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year.73 This represents the value that would accrue to customers through reduced 
unwanted charges; banks also could benefit from reduced fraud.

Improved credit-offering decisions

When a bank decides to grant credit, it is putting a price on the risk associated 
with a particular customer and credit line. To predict the probability of repaying 
the debt, banks in the United States typically rely on credit histories, which are 
compiled by credit bureaus that track both positive indicators (staying current on 
credit card and loan payments) and negative indicators (late payments, defaults). 
Other economies have similar, if more limited, approaches—tracking only negative 
indicators or relying on information the bank has aggregated from previous 
interactions with a particular customer.

The problem with using only credit history is that it leaves a large share of 
the world’s population without access to credit and other financial services. 
Alternative data sources can provide relevant insights to assess the credit-
worthiness of consumers without formal credit histories. Companies such as 
MicroBilt Corp., which operates a service called Payment Reporting Builds 
Credit, uses histories of rent, utility, telecom, and other types of bill payments 
to determine the risk associated with lending to a particular individual. This type 
of information is beginning to be used by traditional credit bureaus as well; in 
2007, Verizon reported the payment history for 20 million of its landline users to 
TransUnion.74 In 2010, Experian became the first credit-reporting agency to track 
tenants’ on-time rent payments.

Using open data and other non-traditional data sets to estimate credit-worthiness 
is a significant opportunity both for banks and consumers. We estimate that 
the retail banking industry could generate as much as $50 billion to $60 billion 
per year in additional profits globally by serving about 35 percent of the most 
profitable of currently unbanked consumers. Using alternate data to qualify 
customers who currently have access only to expensive credit could unlock an 
additional potential value of about $40 billion to $50 billion annually in the form of 
decreased credit costs for the consumers—by enabling a consumer to move to 
bank credit rather than relying on payday loans, for example.

optimized post-credit decision risk management

Risk can also be managed after credit is granted, and open data can be used in 
two ways in this effort. First, banks can detect fraud by screening applications for 
risk indicators gleaned from a combination of internal data (for example, spending 
patterns) and external sources of liquid data such as an individual customer’s 
social connections and details of fraud schemes that have been shared by other 
financial institutions. Banks can also try to minimize the risk of default by creating 
tailored saving tips based on a consumer’s social network or by threatening to 
publish an individual’s financial default to friends and family on social networks, 
as is currently done by Lenddo, an online community that crowdsources credit 
scores.75

73 “The economic impact of grey charges on debit and credit card issuers,” Aite Group, July 
2013, McKinsey Global Institute analysis. We size only the value for the customer through the 
reduction in unwanted charges. Banks could benefit as well through fraud reduction.

74 Extending credit: Helping Americans build solid financial futures, Brookings Institution, 2007.

75 “Frequently asked questions,” Lenddo, www.lenddo.com/pages/faq.
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open DaTa In InsuranCe

The life and property and casualty insurance businesses are enormous, but 
currently slow growing—global revenue in 2012 was about $4 trillion, up only 
about 1 percent from 2011 in the United States and Europe, reflecting in part 
the effects of macroeconomic conditions.76 To generate higher returns, insurers 
seek to expand the market and lower their cost base, including increasing 
claims accuracy.

We identify six levers for tapping the value-creating potential of open data 
in insurance: enhanced product design and pricing, improved consumer 
marketing, better-informed consumer financial decision making, improved 
underwriting decisions, improved customer behavior, and enhanced detection of 
claims abnormalities.

enhanced product design and pricing

Insurers can refine their product designs (for example, adding new features to 
life insurance or annuities) by tapping public sources of data, such as consumer 
complaint data. Innovative use of open data offers the potential to create 
completely new products such as peer-to-peer insurance products, which rely 
on a range of data sources such as social media, census data, and geospatial 
data. One example of this is Friendsurance, a German startup that lets individuals 
come together and purchase insurance as a group, with members selected based 
on social network data. These group members pool their premiums to cover the 
claims costs of the group. Any money left over after all claims have been paid at 
the end of the year is returned to the group, rather than kept by the insurance 
company.77 

Improved consumer marketing

One issue for insurers is the perception that insurance is a commodity product. 
Insights derived from open data can be used to customize products such as 
automobile insurance. For example, by using historical weather data, census 
data, and claims data, a carrier could identify drivers who live in neighborhoods 
that have experienced damaging hailstorms and develop special offers with 
hail coverage.

Better-informed consumer financial decision making

Insurance products, particularly life policies and complex annuities, can be very 
difficult for consumers to understand. There are numerous examples of third-
party providers helping consumers find the best insurance for their needs, by 
collecting open data on prices and terms and then analyzing which insurance 
policy would have the best rate for that particular consumer. One example of 
such a service is Ratekick, a venture-backed company in the United States that 
provides a platform to search insurance rates anonymously, based on insurance 
company government filings. By anonymously providing seven pieces of 
information, customers can compare more than 100 insurance providers, based 
on price and coverage.

76 “Global insurance market report (GIMAR) 2012 edition,” International Association of Insurance 
Supervisors, October 2012; McKinsey Global Insurance Pools.

77 “Friends with benefits,” The Economist, June 15, 2012.
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Improved underwriting decisions

Underwriting—accurately assessing the risk associated with a particular coverage 
plan for a particular individual and pricing that risk correctly—is a fundamental 
driver of insurer profitability. Open data are already being used to augment 
traditional data in this critical function. A number of large US insurance companies 
have combined internal data sets on customers with open data such as 
socioeconomic factors, unemployment rates, housing affordability indexes, and 
average incomes. This information is used to identify consumer behaviors related 
to increased claims costs. Using predictive analytics to weigh these factors, 
carriers can price premiums more precisely for a specific customer.

We believe that using open data combined with internal data sets for decision 
support in underwriting to better select customers and guide them toward certain 
products has a potential value of $5 billion to $45 billion annually across the globe 
for the individual property and casualty coverage. This represents a reduction in 
the combined ratio from 100 percent to 96 percent.78 

Improved customer behavior

Influencing consumer post-underwriting behavior is a way to lower the risk 
exposure for insurer and thereby improve claims accuracy. Examples include 
drivers agreeing to install sensors in their cars to track driving habits, which can 
qualify them to earn discounts by exhibiting safe driving behavior. This is an 
example of MyData: Progressive and other insurers that offer the tracking devices 
provide reports on braking and accelerating habits to participating drivers. 
Insurance companies use open data, such as weather patterns, climate data, and 
average distance between home and work, to identify customers whose claims 
are likely to be escalated (i.e., health and worker compensation payments exceed 
the initial estimate). Models have shown that drivers commuting long distances in 
cold and snowy climates are more likely to seek continuation of benefits, possibly 
because they are concerned about losing control on icy roads when they return 
to work. Insurance companies use nurses to contact the claimant to ensure the 
right care is delivered early on so that overall claim accuracy is increased. Some 
insurers, such as Allianz, are opening their own data and analyses of risk factors 
(for example, housing types most prone to flooding damage based on geography) 
and sharing them with customers to let them identify and reduce relevant 
risk factors.

enhanced detection of claims abnormalities

An estimated 10 to 15 percent of paid insurance claims are fraudulent, resulting 
in unnecessary payments that cut into profits and raise overall costs for other 
customers.79 Open data can play an important role in screening and flagging 
suspicious claims. One UK insurer combines internal data on specific claims, 
risk indicators, and customers with open data, mainly social network data. 
By uncovering social connections among individuals, the company created a 
network view of claimants and identified suspicious claims based on connections 
with known offenders. Social media data have uncovered a number of fraud 
rings that were composed of individuals making claims against members of the 
group. Improved fraud detection can reduce claims payouts by as much as 2 to 

78 Combined ratio used in the insurance industry to indicate profitability, defined as the sum of 
claims costs and expenses divided by revenue from premiums.

79 Association of British Insurers.
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3 percent, which could mean $15 billion to $30 billion a year across the property 
and casualty insurance industry catering to individuals.

open DaTa In real esTaTe

Open data already plays a big role in some areas of residential real estate—using 
public records to insure titles, for example—but there are many more areas 
where open data sources have not yet been applied. We identify five main levers 
for bringing potential value to developers, home buyers, and lenders: improved 
location selection for development, improved prioritization of infrastructure 
investments, optimized seller/leaser and buyer/renter matching, optimized real 
estate financing, and optimized maintenance planning and execution.

Improved location selection for development 

Improving location selection for development can be done using open data 
sources such as throughput of commuter infrastructure and geospatial data, 
in tandem with information on sites currently offered for sale. Some developers 
take this approach to developing both residential and commercial real estate. For 
example, a developer can use GIS (geographic information system) data along 
with listings of available properties to identify parcels that meet specific criteria, 
such as locations within a quarter mile of a light rail station, which might be 
appealing to a target demographic group in the region.

Improved prioritization of infrastructure investments

Real estate development (and lack of development) has important implications for 
government. Understanding patterns of real estate development or changes in 
density is essential for planning infrastructure investments, including roads, water 
supply lines, schools, sewers, and rail lines. Open data could be used to identify 
the need for various types of infrastructure investments, such as schools, based 
on granular demographics information, in combination with economic projections. 
(Please see the chapter on open data in education for a further discussion of the 
use of open data in making school location decisions.)

optimized seller/leaser and buyer/renter matching 

Helping potential buyers, renters, leasers, and investors find appropriate 
properties is critically important to an efficient real estate market. Real estate 
is usually the largest investment consumers make, raising the stakes for the 
consumer, who wants to find the right property, at the right price and with the 
attributes the household needs, such as neighborhood type and proximity to 
specific amenities. Open data (sales and tax records, mapping data) has already 
been harnessed by aggregators such as Zillow to show buyers the properties 
that are for sale, sales histories, and pricing patterns in a given neighborhood, 
as well as non-financial information such as local infrastructure and location of 
amenities (the location of the nearest school, for instance). Consumers are then 
provided a comprehensive overview of property available in different areas and 
can refine the search with filters for preferences such as walking distance to 
public transportation. Once a potential property has been identified, the system 
automatically generates a valuation based on multiple data feeds.
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These services provide value to consumers by enabling them to find properties 
with desired characteristics, a role often played by a broker. It also facilitates 
transactions, cutting the time properties are on the market and reducing search 
time for buyers. The value for consumers of these benefits amounts to $20 billion 
to $30 billion a year in the United States, which represents a 2 to 3 percent 
reduction in broker fees.

Optimized real estate financing 

About $9 trillion in consumer real estate loans are outstanding in the 
United States.80 Using open data on income levels, social connections, market 
price statistics, and purchase history can allow financial institutions to improve 
their pricing and underwriting of mortgages, enabling them to safely expand their 
lending. When more information is used to determine risk, consumers with full 
credit histories may qualify for lower interest rates and consumers with little credit 
history may gain access the mortgage market. As in the case with retail banking 
and insurance products, consumers benefit from gaining larger transparency on 
prices and terms for mortgages with online comparison tools.

We estimate that providing currently underserved consumers access to 
mortgages through the use of open data sources for credit scoring has a potential 
value of approximately $10 billion for financial institutions. This increase in profits 
would be achieved every year by originating loans to 1 percent of households that 
are under-banked or unbanked. By using alternative data such as a strong record 
of paying utility bills and meeting other obligations, lenders can extend mortgages 
to more consumers and save borrowers $25 billion to $30 billion. There is 
additional value for consumers that currently have a mortgage but can lower their 
interests cost by using more liquid data to gain a better credit score, but we do 
not attempt to size this benefit.

optimized maintenance planning and execution

It is important for all homeowners to maintain the value of their real estate 
by maintaining it properly. Optimized maintenance planning and execution 
become more and more relevant with the creation of large distributed real estate 
operations. Open data on climate and local legislation, and other data sets, could 
help companies manage maintenance operations more efficiently. For instance, 
predicting the need for cleanup help before a strong windstorm in a particular 
area could allow management companies to direct their personnel to the 
affected regions.

BarrIers anD enaBlers

While there are considerable potential benefits for all stakeholders in consumer 
finance from the use of open data, realizing the value that open data could make 
possible will require tackling some obstacles.

First, some consumers could resist the use of non-financial data. Poring over 
phone and utility bills and scanning social media for additional clues about 
borrower behavior could strike some consumers as an invasion of privacy. They 
may also have concerns that underwriters could draw negative conclusions about 
social media activity or associations that are based on incorrect assumptions 
(e.g., is an applicant for a life insurance policy who spends time on an extreme 

80 McKinsey Global Banking Pools.
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sports site a participant or simply a fan?). Consumers are already concerned 
about the difficulty of correcting erroneous information in credit reports from the 
large credit bureaus that base their scores on actual financial records; correcting 
non-financial information may seem even more daunting.

While some banks and insurers clearly understand the potential value of tapping 
open data to enhance underwriting, influence product development, and finely 
target marketing efforts, these efforts require investments and many institutions 
do not yet fully appreciate the business case that justifies this cost. Furthermore, 
the capabilities needed to take advantage of open data across underwriting 
and marketing functions are not present in many companies. Likewise, easy-to-
use tools and reports need to be developed for consumers to capture the value 
from open data when making financial decisions. Some industries actively try to 
block the publication of data, since it may reduce their margins. One example 
is the US real estate business where for many years realtors were hesitant to 
publish listing data, and still allow only registered realtors to access the Multiple 
Listing Services.

Furthermore, the legal framework for the use of open data by financial institutions 
for underwriting and other purposes remains murky. Very little legislation exists 
on what data can be collected and how it can be used. This is especially 
challenging for global financial institutions that need to account for many different 
national policies, and it is seen as the key barrier by many large banks. The 
lack of clarity has led many institutions to adopt the most conservative policies 
for all global operations. For example, regulations prohibiting racial and other 
forms of discrimination in lending have curbed the use of open data by banks 
because certain types of information may inadvertently correlate with the race, 
age, and other classes of individuals that are legally protected from discrimination 
in countries such as the United States.81 So, while some regional banks in 
developing economies are using social media as well as other information to 
create risk models for unbanked consumers, global players do not use such 
information because it is not explicitly allowed. This lack of clarity may reduce the 
volume of loans made by global banks.

IMplICaTIons for sTaKeHolDers

Stakeholders can take specific steps to overcome obstacles to using open data in 
consumer finance and mitigate the attendant risks.

 � Consumers. Consumers have a leading role in enabling—or preventing—the 
use of open data by their banks and insurance companies. They can make 
efforts to educate themselves and demand clear policies regarding protection 
of their privacy from financial institutions. In addition, they can work with 
regulators and elected officials to influence relevant legislation. Consumers can 
also demand that public sources of relevant financial data be opened up and 
that easy-to-use applications be available so, for example, they can easily see 
the volume and severity of consumer complaints about a particular lender.

81 Credit scores have correlations with race, but US law exempts credit scores because they 
correlate strongly with defaults. It is unclear if regulators would treat additional data the same 
way they treat credit scores. 
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 � Financial institutions. Banks, mortgage companies, and insurers may 
need to invest in new capabilities to take full advantage of the open data 
opportunity. Also, it will be largely up to these institutions to overcome 
potential consumer resistance by educating the public about the benefits 
of open data and sharing their methodologies and policies. It may also be 
incumbent upon financial institutions to lay out standards for data use in 
each region and engage legislators in formalizing policies in each country. 
Companies can share the open data they collect on consumers as MyData 
and make it easy for consumers to correct erroneous data.

 � Third-party vendors. Third-party data brokers and developers can play an 
important role in making open financial data easy to access and understand, 
helping to spur use (for example, for comparison shopping) and to prove the 
value of open data to consumers. A great deal of work is yet to be done in 
perfecting comparison engines and creating useful visualizations. For financial 
institutions, third-party data sources and tools will help accelerate use. In 
addition, third-party vendors can help create standards that will work for 
multiple stakeholders.

 � Governments. Government acts as a source of open data and will likely 
be the rule makers for many uses of open data in consumer finance, too. 
The highest priority will be to establish the rules that are needed both to 
protect the rights of individuals and to provide the clear regulatory foundation 
financial institutions need before they can fully capture the potential of open 
data. Legislators can facilitate the public conversation about trade-offs 
between privacy and the benefits of open data. Finally, government can 
provide the mechanisms for consumers and businesses to seek redress and 
compensation for misused data and other abuses.
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economic potentialities. It examines the impact of the Internet in populous 
and fast-growing aspiring countries, where it offers even greater potential 
than in the developed world.

Big data: The next frontier for innovation, competition, and productivity 
(May 2011)

Big data will become a key basis of competition, underpinning new waves of 
productivity growth, innovation, and consumer surplus—as long as the right 
policies and enablers are in place.

McKinsey Insights iPad app (September 2013)

This new app provides mobile access to the latest perspectives from 
McKinsey, MGI, and the McKinsey Quarterly. Our articles and reports 
address the most challenging issues facing senior leaders around the 
world, spanning countries, industries, and all business functions to examine 
leadership and corporate strategy to organization, technology, marketing, 
and operations. The app is available from the Apple App Store.
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INFORMATION CALENDAR 
March 25, 2014 

 
To: Honorable Mayor and Members of the City Council 

From:  Christine Daniel, City Manager 

Submitted by: Donna LaSala, Director, Department of Information Technology 

Subject: FUND$ Status Report 

INTRODUCTION 
On June 1, 2010, City Council received a FUND$ status report (Attachment 1) that 
outlined an incremental approach to replacement and estimated the total cost at 
$7,038,800; FUND$ replacement was referred to the budget process. Due to fiscal 
constraints, only a portion of the needed funding was allocated. The purpose of this 
report is to provide a status update and an approach for continued progress.  
 
The most significant impediment to FUND$ replacement is lack of funding for software 
acquisition and staffing. Each time a FUND$ module replacement is considered, staff 
members examine the market to determine the most cost-effective option (for example, 
by comparing purchase, leasing, and software-as-a-service subscriptions). This work, 
combined with diligent price negotiations, has repeatedly earned the City excellent 
contract terms. However, allocating the necessary staff with the required expertise in 
City business processes (while departmental line-of-business operations must continue 
and old systems must still be maintained) remains a challenge. 
 
BACKGROUND 
The City’s core enterprise software, nicknamed FUND$ (Financial Utility Network Data 
$ystem), was implemented in 1990. Since then, the City has spent $3,299,842 on 
FUND$ software ($137,493 per year, on average, 1990-2014). Throughout nearly a 
quarter-century, staff expanded the system to include nineteen integrated modules and 
hundreds of custom programs that support niche operations in all departments.  Table 
One presents each FUND$ module and a brief description of the business 
processes it supports.  
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Table One: FUND$ Modules 
 

FUND$ comprises 19 separate modules developed and customized throughout nearly 25 years. 

# Module Brief Description 

1 Business 

Licensing 

Business licensing, renewals, owner information, collections, compliance enforcement 

(e.g. massage parlors and taxicabs), and the collection of; interfaces with Building Permits 

(#3) to enforce contractor requirements. 

2 Building Permits 
Processes applications, plan review, and inspections; calculates fees; tracks project 

progress. Interfaces with Land Management (#16) to flag permit conditions (landmark 

status, stop work notices, etc.). 

3 
Planning & 

Zoning 
Handles land use fees, tracks compliance, and manages certificate of occupancy. 

4 Payroll - HR 
The most complex and customized module. Handles pay check processing, leave accrual, 

salary, benefits, seniority, evaluations, and labor agreement coding. 

5 
Code 

Enforcement 

Supports code compliance, the Residential Housing Safety Program (RHSP), zoning 

enforcement, soft story abatement, inspections, community notifications, compliance 

tracking, and property liens. 

6 
Refuse  

Billing 

Tracks refuse/recycling accounts, billing, and interfaces with Special Assessments (#17) to 

verify billing with County tax collection. Interfaces with Work Orders (#12) to track 

container delivery and missed pickups. 

7 Accounts 

Receivable 

All-purpose billing system for everything from Marina berth rentals to residential parking 

permits, including payments, aging delinquent accounts, and penalties; issues monthly 

deposit statements. 

8 Cash Receipts 
Processes payments, provides receipt tracking, and accepts payment from 3rd parties (e.g. 

parking ticket collections). 

9 Purchasing 
Enforces Citywide purchasing policies; tracks spending against allocations; tracks vendor 

activity; interfaces with Fixed Assets (#10), Budgeting (#13), and Accounts Payable 

(#14). 

10 Fixed Assets 
Monitors all capitalized assets, calculates depreciation, and applies required entries to the 

General Ledger (#15). 

11 
Fleet 

Management 

Tracks Citywide vehicle expenses, gasoline usage, maintenance schedules, and 

departmental billing. 

12 Work Orders 
Tracks resource scheduling and work tasks, including sewer maintenance, streetlight 

maintenance, and facility repair. 

13 Budgeting Tracks revenue and expenses; provides basic forecasting tools. 

14 
Accounts 

Payable 

Tracks expenses incurred through purchasing goods and services, refunds of fees, and 

non-payroll employee expenses. 

15 General Ledger Serves as the City’s official chart of accounts and enforces accounting rules. 

16 
Land 

Management 

The City’s property database stores all location attributes; tracks parcel/owner information 

and building square footage. Interfaces with Building Permits (#3), Refuse Billing (#6), 

Work Orders (#12), Special Assessments (#17) Citywide Geographic Information System 

(GIS), and Police Dispatch. 

17 Special 

Assessments 

Calculates fees for over 27 assessments and taxes; verifies data for County tax bill. Tracks 

billing and adjustments. Interfaces with Land Management (#16). 

18 False Alarms  

Tracks all false alarm events for police and fire, owners of those alarms, alarm history, 

billing history, and payment status. Interfaces with Land Management (#16) and Accounts 

Receivable (#7). 

19 Contracts 

Management 

Tracks all contracts, assigns the CMS numbers that appears on council items, and stores 

contract data. 
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The June 1, 2010 status report explained that FUND$ is outdated, lacks the data 
analysis, security, and specialized line-of-business functionality offered by more 
modern software, and was configured for functions the vendor never intended it to 
support. The report also outlined an incremental approach to replacement that included 
replacing individual FUND$ modules as funding is available, integrating new, “best-of-
breed” software with legacy FUND$ modules, enhancing FUND$ security, and 
improving FUND$ training for staff. The City has achieved significant successes in each 
of these four areas; not surprisingly, there have also been challenges. 
 
CURRENT SITUATION AND ITS EFFECTS 

A. Replacing FUND$ Modules  
Replacement is already underway for five FUND$ modules: Business Licenses, 
Building Permits, Planning & Zoning, Code Enforcement, and Work Orders. Table Two 
presents each module’s estimated total replacement costs (including staffing), total 
allocated funding as of February 2014, project status, and estimated completion date. 

Each of these nineteen replacement projects requires distinct staff expertise and 
extensive workflow analysis to ensure new systems are configured to support complex 
City policies. In addition, the workflow analysis phase allows departments an 

z 

Table Two:  FUND$ Replacement Funding & Status 
Total Replacement Cost includes software licensing, IT labor costs, and departmental labor costs.  

Empty cells represent a value of “$0” for Allocated Funding, “0% Complete” for Project Status, and 

“To Be Determined” (contingent upon funding) for Estimated Completion Date.  
 

FUND$ Module  
Lead 

Department 

Total  

Replacemen

t 

Cost 

Allocated 

Funding 
   (as of Feb 2014) 

Project 

Status 
(% 

Complete) 

Estimated 

Completio

n Date 

1. Business Licenses Finance $337,557 53% 65% Dec 2014 

2. Building Permits Planning $725,113 100% 15% Nov 2014 

3. Planning & Zoning Planning $312,557 100% 95% May 2014 

4. Payroll Auditor/HR $1,150,226 17% 0%  

5. Code Enforcement Planning $337,557 30% 15% Nov 2014 

6. Refuse (Billing) Finance $317,557    

7. Accounts Receivable Finance $307,557    
8. Cash Receipts Finance $312,557    
9. Purchasing Finance $312,557    
10. Fixed Assets Finance $287,557    

11. Fleet Management Public Works $287,557    

12. Work Orders Public Works $625,113 81% 50% Dec 2014 

13. Budgeting CMO $287,557    

14. Accounts Payable Finance $287,557    

15. General Ledger Finance $287,557    

16. Land Management Finance $575,113    

17. Special Assessments Finance n/a    

18. False Alarms Finance n/a    

19. Contracts  

Management 

Finance $287,557    

 

Total: 

 
 

 

$7,038,800 

 

$2,019,722 
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opportunity to consider modifying business rules for improved efficiency and internal 
controls.  
 
Some projects, such as Building Permits (#2) and Planning & Zoning (#3) are fully 
funded. As a result, they are progressing according to the timeframe set forth in the 
June 1, 2010 status report and will almost certainly go live by the estimated completion 
date. Unfortunately, a few projects have suffered significant delays due to a lack of 
funding. For example, estimated completion for Business Licenses (#1) was delayed 
from Fiscal Year 2011 (as noted in the June 1, 2010 status report) to Fiscal Year 2015 
due to staffing constraints in both the Department of Finance and the Department of 
Information Technology. Payroll (#4) is currently on hold due to a lack of funding for 
dedicated staff. Lessons learned from the Business License project, as well as from 
conversations and site visits with other cities in the midst of replacing payroll and 
Enterprise Resource Planning (ERP) systems, confirm that implementing a new payroll 
system without a full funding plan will expose the City to unacceptable risk. However, a 
new payroll system (which could be part of an ERP suite that includes a new budgeting 
system) is arguably one of the City’s most urgent automation needs. 
 
B. Integrating Best-of-Breed Systems with FUND$  
In Fiscal Year 2009, the City implemented two important tools to help support the 
incremental replacement of FUND$ by serving as a bridge between FUND$ and newer, 
“best-of-breed” software:    
 
 Middleware: A translator between software systems otherwise unable to 
communicate with one another.  For example, the City’s Community Relationship 
Management (CRM) system integrates with FUND$ via middleware so that 311 Call 
Center staff can use CRM to issue FUND$ work orders, without directly using FUND$.  
 

 Data Warehouse:  A ‘master database’ that integrates data from FUND$ and 
non-FUND$ software (including external sources) so that it can be mined for analysis 
and reporting. For example, the City’s data warehouse integrates data from the FUND$ 
Business Licenses module, the City’s Geographic Information System, and the United 
States Treasury Department’s North American Industry Classification System (NAICS). 
 
These tools provide a valuable foundation for integrating new systems with FUND$ 
while incremental replacement progresses. Table Three lists best-of-breed software 
systems that are currently integrated with FUND$.  
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Although middleware and data warehousing have helped extend the usability of legacy 
FUND$ modules, prioritizing the trade-offs between integrating versus replacing 
modules is a challenge because the same Information Technology staff are needed for 
both activities. Hence, each time personnel are allocated to integrating a legacy FUND$ 
module with best-of-breed software, there is a corresponding loss of staff time to work 
on replacing a module.   
 

z 

Table Three:  FUND$ Integration With Best-of-Breed Systems 
Middleware, data warehousing, and enterprise reporting provide a technical bridge to connect each FUND$ 

module with the following best-of-breed systems.  

FUND$ Module  Best-of-Breed / New System Integration 

1. Business Licenses Community Relationship Management, SQL Reporting Services, Official Payments 

2. Building Permits Community Relationship Management, SQL Reporting Services, Official Payments 

3. Planning & Zoning SQL Reporting Services 

4. Payroll Cognos Report Writer, Nova Time Biometric Timeclocks, SQL Reporting Services 

5. Code Enforcement 
Community Relationship Management (CRM), Online Service Center (for online 

Housing Inspection Requests),  SQL Reporting Services 

6. Refuse (Billing) Official Payments,  SQL Reporting Services 

7. Accounts Receivable 
Decade Environmental Health Inspections System, SQL Reporting Services, Transfer 

Station Management Software, Red Alert Fire Inspection Software 

8. Cash Receipts 
Parking Citations, Accela Zoning, Business Licenses, Accela Planning & Zoning, 

Official Payments,  SQL Reporting Services 

9. Purchasing SQL Reporting Services 

10. Fixed Assets SQL Reporting Services 

11. Fleet Management Cognos Report Writer, Gasboy Fuel Management Software, SQL Reporting Services 

12. Work Orders Community Relationship Management (CRM), SQL Reporting Services 

13. Budgeting SQL Reporting Services 

14. Accounts Payable Accela Business Licenses, SQL Reporting Services 

15. General Ledger Bank-Up Merchant Banking Software, SQL Reporting Services 

16. Land Management ESRI GIS, Accela Planning, Zoning, and Permitting SQL Reporting Services 

17. Special 

Assessments 
SQL Reporting Services 

18. False Alarms SQL Reporting Services 

19. Contracts  

Management 
SQL Reporting Services 



 

Page 6 

C.  Enhancing FUND$ Security  
 
FUND$ lacks many of the automated security features that newer systems possess; its 
outdated architecture has not evolved to meet modern-day expectations for automated 
alerts, audit reports, or internal controls. As a result, many manual (rather than 
automated) review processes are used to keep FUND$ secure. These processes will 
become increasingly difficult to sustain as staff reductions and increased workload 
decrease the number of employees dedicated to administrative oversight in all 
departments. Several audit findings and mitigating controls were discussed in the June 
1, 2010 status report. Since that time, additional security enhancements have been 
implemented to provide improved FUND$ security, including: 
 

 Upgraded encryption and Secure File Transfer Protocols (SFTP) to improve the 
security of data transmission between our FUND$ test and production systems, as well 
as between FUND$ and the Finance Department’s online payments vendor.  
 

 Full implementation of change control software to manage proposed changes to 
FUND$ and require supervisor approval before proposed changes are promoted to the 
production system. 
 

 An automated and on-demand reporting tool that enables granular review of all 
permissions granted to users by name, function, and keyword filter. Developed using 
the City’s data warehouse and enterprise reporting platforms, this tool provides a 
mitigating control for an audit recommendation that had gone unanswered for several 
years.  
 

 Automated reporting on FUND$-related service requests (including changes in 
user access that are requested, granted, and denied), sent directly by the system to the 
Director of Finance and the Department of Finance Senior Systems Accountant with no 
manual intervention.  
 

 A Programmer Activity Review (PAR) process for random examination of 
changes made to FUND$ by programmers. This process requires programmers to 
stand before colleagues and management on a monthly basis to present and explain 
randomly selected changes made to FUND$. This serves as a security control as well 
as an opportunity for cross-training amongst FUND$ programmers. 
 
D. Improving FUND$ Training  
 
As part of the FY 2010 budget process, the City considered creating a dedicated staff 
position to conduct training for new systems and ensure advanced quarterly training for 
all FUND$ modules (thereby relieving line-of-business departments of this frequently 
deferred responsibility). Unfortunately, budget constraints precluded the addition of this 
position. Instead, Help Desk coordinated an effort to provide basic FUND$ training 
by collecting input from module leaders in each department, publishing a FUND$ 
101 training manual, and teaching one basic class each quarter. The responsibility 
for coordinating and conducting advanced training remains with module leaders in each 
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department, because Help Desk does not have the line-of-business expertise (or staff 
availability) to train Citywide personnel to use FUND$ for departmental operations. 
Module leaders in each department often need to defer formal training due to 
intervening operational priorities. While ad-hoc training by module leaders and other 
departmental staff continues, this is not an adequate or sustainable approach to the 
City’s training needs. 
 

ENVIRONMENTAL SUSTAINABILITY 
From one perspective, there are no direct identifiable environmental effects or 
opportunities associated with the subject of this report. However, it is easy to imagine 
that a more modern set of software systems, equipped with online application, renewal, 
and payment tools, could have a valuable environmental impact: fewer trips to City Hall 
may be needed, and fewer pieces of mail may need to be delivered. In addition, the 
paper-based reporting tools that all City departments use for almost all core 
administrative duties could be automated. Finally, new software will be able to operate 
within environmentally-friendly “virtualized” and “cloud-based” systems, which tend to 
be much more energy-efficient than the systems upon which FUND$ depends. 
 
CONCLUSION AND NEXT STEPS 
FUND$ comprises nineteen modules and hundreds of custom programs that have 
provided a stable computing backbone for nearly twenty-five years. However, the 
system no longer answers the City’s growing automation needs. In particular, it lacks 
key data analysis, security, and line-of-business functionality offered by modern 
software systems.  
 
Although middleware and data warehousing help improve FUND$ usability, the City 
must implement new software. Since 2010, line-of-business departments have 
succeeded in allocating approximately one-third of the funding necessary for FUND$ 
replacement. As a result, five of nineteen modules will be replaced by the end of 2014. 
Although this progress is laudable, it is insufficient.  
 
As part of the upcoming budget process, staff is considering the development of a 
FUND$ replacement fund to be allocated $500,000 per year of capital infrastructure 
funding. This money would be used to pursue priority module replacements in 
accordance with the information provided in this report, as well as the June 1, 2010 
FUND$ status report. Establishing a fixed yearly contribution to this fund will allow the 
City to pursue several module replacements concurrently, using the best mixture of 
purchase, leasing, software-as-a-service, and installment plans that the market has to 
offer. Without an established replacement fund, budgetary pressures will almost 
certainly continue to force awkward choices between short-term operational needs and 
longer-term capital replacement projects.  
 

CONTACT PERSON 
Donna LaSala, Director of Information Technology, 981-6541 
 

ATTACHMENTS 
1. FUND$ Status Report, June 1, 2010 
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To: Honorable Mayor and Members of the City Council 
From: Phil Kamlarz, City Manager 

Submitted by:  Donna LaSala, Director, Department of Information Technology 

Subject: FUND$ Status Report 

I. INTRODUCTION

On February 23, 2010, City Council requested a status report on plans for the 
replacement of FUND$, including an analysis of security issues, a transition plan to 
implement a modern system, and an implementation timetable. In addition, City Council 
directed the City Manager to defer the implementation of a new system to the budget 
discussion. The purpose of this report is to answer City Council’s requests and provide 
additional information relevant to discussions regarding FUND$. 

II. BACKGROUND

Purchased in 1990, the City’s core enterprise software system - - nicknamed FUND$ 
(Financial Utility Network Data $ystem) - - has supported operations for nearly two 
decades. As its name reflects, the initial implementation of FUND$ focused on 
automating core financial functions (General Ledger, Accounts Payable, and 
Purchasing).

Throughout the years, demand for automation across City departments, the inherent 
configurability of the FUND$ platform, and the vendor’s status as a leading software 
provider for medium-sized municipalities encouraged FUND$ expansion to support a 
wide range of City business. This expansion was achieved by implementing additional 
off-the-shelf modules, configuring some modules beyond the vendor’s intended scope, 
and writing custom programs that the vendor could not provide. Hence, FUND$ is not a 
single program, but rather an integrated system of nineteen software modules and 
hundreds of custom programs. To have a meaningful discussion about FUND$, it is 
helpful to understand what each of the nineteen modules does. Table One presents 
each FUND$ module, its commonly used initials, and a brief description of the City 
business processes that it supports (see Attachment 1).
Since 1990, the City has spent a total of $2,425,742 on FUND$ software acquisition and 
annual licensing fees. This upcoming year’s annual maintenance cost for FUND$ is 
$135,000, which is also on consent calendar for June 1, 2010. Staff estimates the one-

Attachment 1
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time price of software to replace seventeen of nineteen FUND$ modules with more 
modern software at $1,575,000, and recurring software maintenance fees at $236,250 
per year (fifteen percent of the estimated software price). The total cost, including labor, 
to implement these FUND$ module replacements is estimated at $7,038,800.  
Attachment 2 presents more detailed information regarding FUND$ replacement costs 
and prioritization.  
 

III. CURRENT SITUATION AND ITS EFFECTS 

A. Challenges   

Like most software systems, FUND$ engenders both appreciation and frustration from 
its user community. On one hand, FUND$ contains the answers to many questions that 
staff ask to plan, complete, and monitor their work. On the other hand, most employees 
are not trained to efficiently access FUND$ for answers. Furthermore, though FUND$ 
supports some key business functions quite well, it is ill-suited to support many others. 
FUND$ has become increasingly regarded as outdated, unintuitive, and lacking key 
functionality for three main reasons:  

1. FUND$ is, indeed, outdated, unintuitive, and lacking key functionality.  In 
the modern world of point-and-click software, systems that use keyed-entry 
menus are frustratingly unfamiliar. Rather than mouse-driven, user-friendly icons, 
FUND$ presents numbered functions within a seemingly endless array of nested 
menus. From the moment one logs into FUND$, the experience is an 
uncomfortable throwback to the ‘green-screen’ technology of yesteryear. Not 
surprisingly, this annoys and intimidates many users. Beyond its interface 
drawbacks, FUND$ lacks many of the advanced processing, reporting, data 
analysis, and granular security features that are readily available in newer 
software packages. However, even its harshest critics concede that FUND$ 
provides a stable backbone for many of the City’s core accounting, land 
management, and work-order processing functions. 

2. FUND$ training has waned. In FY 1999, there were six full-time employees 
(FTEs) in the Department of Information Technology devoted to FUND$ 
programming, administration, and training. Configuration changes were centrally 
documented, operational manuals were reissued with each upgrade, and FUND$ 
training occurred quarterly. By FY 2009, several rounds of budget cuts left only 
two Department of Information Technology FTEs devoted to supporting FUND$ 
(a sixty-seven percent staffing reduction over ten years).  A significant devolution 
of responsibilities had occurred: FUND$ training, documentation, and 
configuration tasks were reassigned to module leaders in each department. 
These module leaders were (and still are) line-of-business experts overseeing 
daily operations that often took precedence over FUND$ tasks (see Attachment 
3).  As a result, FUND$ documentation and training occurred sporadically, on a 
person-to-person, ‘as-needed’ basis. Since FY 2009, efforts to increase the 
frequency of FUND$ and FUND$-related training have been underway. 
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Continued staff cuts cause these efforts to advance at a slower pace than 
desired. Nevertheless, progress has been made (see Attachment 4). 

3. FUND$ is configured for functions the vendor never intended it to support. 
The maturation of municipal software systems is surprisingly recent. Truly 
dependable systems for medium-sized cities lagged behind those developed 
(and priced) for private-sector companies, academic institutions, and large 
municipalities. Until recently, implementing a new enterprise system presented 
daunting potential risks and costs, as several projects and price tags in 
neighboring cities demonstrated. Consequently, the City attempted to ‘make-do’ 
with the FUND$ system it already owned. For example, the Utility Billing Module 
(originally designed by the vendor for electricity and water billing) was configured 
to support Berkeley’s refuse billing, the vendor’s Code Enforcement module was 
modified to support Berkeley’s sewer lateral ordinance, and the vendor’s Work 
Order module was customized to support food inspection, abandoned auto, and 
vector control operations. Staff also attempted to answer demands for improved 
data analysis by customizing FUND$ reports within the system’s limited 
capabilities, and by extracting data into spreadsheet tools such as Microsoft 
Excel. These efforts sustained City operations when few dependable and 
reasonably priced alternatives existed. However, they also serve to fuel 
frustrations amongst City staff faced with the technical equivalent of forcing a 
square peg into a round hole.  

B. Remediation 
 
There is no single software system on the market that can comprehensively replace all 
of FUND$. However, software to replace many FUND$ modules does exist, and is often 
sold in suites: clusters of programs designed for related business functions (for 
example, zoning, permitting, and code enforcement). Sometimes, purchasing an entire 
suite is the best approach. Other times, only one component of a suite meets Berkeley’s 
specific needs, so acquiring several programs from separate vendors is required. Still 
other times, there is no vendor software on the market that can accommodate the City’s 
unique policies or operations. In such instances, when modifying business processes to 
fit vendor software is not appropriate, custom software created by City staff is 
necessary. Hence, the City’s technical infrastructure must facilitate interoperability 
across software from varied sources, so that ‘best-of-breed’ systems - - high 
performance, specialized programs designed to answer specific business needs - - can 
be implemented.  
 
Until recently, the City could not easily provide interoperability across best-of-breed 
software because staff lacked the tools to create an efficient bridge between separate 
systems.  As part of the FY 2009 – FY 2011 Information Technology Master Plan (see 
Attachment 5), the City implemented three important tools to upgrade its technical 
infrastructure, adopt up-to-date best practices, and help address the increasing 
obsolescence of FUND$:   

 Middleware: A ‘translator’ between software systems otherwise unable to 
communicate with one another. For example, middleware integrates 
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processing between FUND$ and newer software systems that the City has 
implemented (and plans to implement).  
 

 Data Warehouse: A ‘master database’ that stores, secures, and 
integrates data from disparate software (including external sources) so 
that it can be comprehensively mined for data analysis and trend 
reporting. For example, the data warehouse currently integrates and 
secures data from the FUND$ Occupational Licenses (OL),  the City’s 
Geographic Information Systems (GIS), and the United States Treasury 
Department’s North American Industry Classification System (NAICS).  

 
 Enterprise Reporting:  Software that interacts with the data warehouse 

to provide browser-based reporting and analysis tools. For example, staff 
uses enterprise reporting to identify trends in Business License 
delinquency, which helped inform recently enhanced collections efforts.   
 

These tools provide a foundation for improving FUND$ usability, implementing new 
software, and upgrading data analysis capacity without causing an overall disruption to 
the City’s core accounting, land management, and work-order processes. However, 
they do not represent a panacea for the City’s automation challenges. Prioritizing 
software projects within a dwindling budget and requiring ongoing technology training 
across a shrinking workforce will continue to present difficult tradeoffs. Working with 
limited resources, the following remediation efforts are underway to address the specific 
FUND$ challenges outlined in Section IIIA: 

 
1a. Implementing Updated, Intuitive Software Middleware, data warehousing, 
and enterprise reporting facilitate the implementation of software that is more 
intuitive and richer in functionality than FUND$. For example, the City’s best-of-
breed Community Relationship Management (CRM) system integrates with 
FUND$ via middleware so that 311 Call Center staff use CRM to issue FUND$ 
work orders, without directly entering FUND$.  In turn, the data warehouse 
automatically receives information from CRM, FUND$, and the City’s Geographic 
Information System (GIS) so that enterprise reporting can produce automated 
tracking of key 311 Call Center performance metrics. This integration was first 
piloted in December 2009, and is being replicated to expand the range of FUND$ 
processing activated through the CRM system.   
 
1b. Enhancing FUND$ Security  
In FY 2004, the Director of Information Technology and the City Manager 
requested an audit of FUND$ controls. Since then, eighteen of the audit’s twenty-
three recommendations for improved controls have been implemented; the 
remaining five were addressed with alternative solutions feasible within budget 
constraints. In addition, staff from the Department of Information Technology and 
the Department of Finance conducted a risk analysis to address a key concern of 
the audit: risk due to programmer data access.  Implementing the audit 
recommendation to limit programmer access to either test or production data 
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(eliminating concurrent access) would require $227,563 annually for expanded 
programmer staffing. Instead, staff recommended alternative compensating 
controls to mitigate risk by routinely reviewing access reports (see the June 1, 
2010 Information report entitled, “Update:  Implementation of FUND$ Change 
Management Audit Recommendations). These reports will be automated by 
pulling FUND$ data into the data warehouse and using enterprise reporting to 
produce regular, web-based reports on programmer activity. 
 
FUND$ collects very detailed security information regarding user activity, but its 
security configurations are tightly controlled by the vendor (in part because they 
define the entire system’s core architecture). Hence, configuring FUND$ to 
reflect some of the City’s internal control preferences is extremely difficult; 
however, mining security data to investigate a suspected security infraction is 
feasible (albeit user-unfriendly). Though the data warehouse and enterprise 
reporting tools cannot change core FUND$ security configurations, they can help 
provide automated, browser-based reports on activity within FUND$.  Developing 
these reports competes for the same staff resources as implementing new 
software does, so there is often a tradeoff between enhancing security reports 
within a FUND$ module and working to replace it. 
 
2. Improving FUND$ training. As part of the FY 2009 budget process, the 
Department of Information Technology requested a staff position to conduct 
quarterly basic and advanced training on each FUND$ module, document 
configuration changes, and update operational manuals. Unfortunately, budget 
constraints precluded the addition of this position. Instead, Help Desk 
coordinated an effort to provide basic FUND$ training by collecting input from 
module leaders in each department, publishing a FUND$ 101 training manual, 
developing manuals for four additional modules (Work Orders, Purchasing, 
GMBA, and Utility Billing), and teaching one FUND$ 101 class each quarter. 
Though this does not fully address the need for Citywide FUND$ training, it is a 
feasible approach within current budget constraints that will lead to 
improvements in staff capacity to use FUND$. In addition, training to use the data 
warehouse and enterprise reporting, where they can supplant FUND$ for data 
analysis, will begin in FY 2011 (see Attachment 4). 

3. Implementing best-of-breed systems. The FY 2009 – FY 2011 IT Master 
Plan reflects Citywide demand for twenty-four software solutions, including five 
FUND$ module replacements: Occupational Licenses, Building Permits, 
Planning & Zoning, Payroll, and Code Enforcement. Despite budget and staffing 
setbacks that have arisen since the IT Master Plan was developed in FY 2008, 
some of these efforts are underway. For example, replacing the Occupational 
Licenses module was delayed due to staffing constraints in the Department of 
Finance, but is now in process and expected to be completed by December, 
2010. Business analysis and general specifications for new Planning & Zoning 
software (which might be provided by a suite that includes replacements for 
Building Permits and Code Enforcement) has been completed, and a Request for 
Proposals (RFP) will be issued by the Department of Planning and Development 
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in early FY 2011. However, the effort to replace the FUND$ Payroll module is on 
hold because no funding source to cover its estimated $250,000 price tag has 
been identified.  

Beyond replacing FUND$ modules, best-of-breed software systems have been 
implemented to support work that was never handled by FUND$. For example: 

 Fire Department, Records Management: Fire inspectors now use new best-
of-breed software, implemented in FY 2010, to conduct and record field 
inspections for the Fire Safety program. Inspection results are fed to the 
FUND$ Accounts Receivable module via middleware, so that bills can be sent 
to homeowners using the City’s central billing processes.  

 

 Department of Human Resources, Online Applicant Tracking:  This new 
software, implemented in FY 2010, allows online job applications to be 
received and reviewed by staff. Once a new employee is selected, his or her 
information is fed directly to the FUND$ payroll module.  
 

 Department of Planning & Development, Inspection Scheduling:  A new 
best-of-breed software system, implemented in FY 2009, allows permit 
holders to schedule inspections via the City’s website or telephone. The 
system integrates with FUND$ to determine whether or not an inspection 
request is valid. Once the customer selects a date, FUND$ is automatically 
updated. 

 
 

IV. CONCLUSION 
 

FUND$ comprises nineteen modules and hundreds of custom programs that were 
implemented over approximately two decades. Though it has provided a stable and 
cost-effective computing backbone for core accounting, land management, and work-
order processing, it is not suited to support many of the City’s automation needs. In 
particular, it lacks key data analysis, security, and specialized line-of-business 
functionality offered by modern best-of-breed software.  

There is no single system to replace all of FUND$ and provide expanded functionality 
for each of its modules. Even if panacea software did exist, fiscal constraints on 
software purchasing and diminished staff availability due to personnel cuts in all 
departments would still necessitate a prioritized replacement plan. Within its limited 
resources, the City has adopted an incremental approach to replacing FUND$. Recent 
technology infrastructure upgrades - - including middleware, data warehousing, and 
enterprise reporting - - will extend the usefulness of existing FUND$ modules until they 
are replaced, permit replacement to occur without an overall disruption to core 
computing functions, and facilitate integration across separate best-of-breed software 
systems.   
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IV. CONTACT PERSON 
 
Donna LaSala, Director of Information Technology, 981-6541 
 

V. ATTACHMENTS 
 
1. FUND$ Module Descriptions  
2. FUND$ Module Replacement Priorities & Cost Estimates 
3. FUND$ Module Leaders 
4. Technology Training Schedule (FY 2009 – FY 2011) 
5. Information Technology Master Plan (FY 2009 – FY 2011): See 

www.CityofBerkeley.info/ITMasterPlan  
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Module Initials Description 

1. 
Occupational 

Licenses 
OL 

Business licensing, renewals, owner information, collections, compliance 
enforcement (e.g. massage parlors and taxicabs), and the collection of; interfaces 
with Building Permits (#3) to enforce contractor requirements. 

2. Payroll - HR PR 
The most complex and most modified module. Time entry, leave accrual, salary, 
benefits, seniority, and evaluation tracking; labor agreement enforcement; pay 
check processing. 

3. Building Permits BP 
Processes applications, plan review, and inspections; calculates fees; tracks project 
progress.  Interfaces with Land Management (#16) to flag permit conditions 
(landmark status, stop work notices, etc.). 

4. Planning & Zoning PZ Handles Land Use fees, tracks and manages certificate of occupancy. 

5. Code Enforcement CE 
Supports code compliance, the Residential Housing Safety Program (RHSP), 
zoning enforcement, soft story abatement, inspections, community notifications, 
compliance tracking, and property liens. 

6. Utility Billing CX 
Tracks refuse/recycling accounts, billing, and interfaces with Special Assessments 
(#17) to verify billing with County tax collection. Interfaces with Work Orders (#12) 
to track container delivery and missed pickups. 

7. 
Accounts 

Receivable 
MR 

All-purpose billing system for everything from Marina berth rentals to residential 
parking permits, including payments, aging delinquent accounts, and penalties; 
issues monthly deposit statements. 

8. Cash Receipts CR 
Interfaces with all modules to process payments, provide receipt tracking, and 
accept payment from 3rd parties (e.g. parking ticket collections). 

9. Purchasing PI 
Enforces Citywide purchasing policies; tracks spending against allocations; tracks 
vendor activity; interfaces with Fixed Assets (#10), Budgeting (#13), and Accounts 
Payable (#14). 

10. Fixed Assets FA 
Monitors all capitalized assets, calculates depreciation, and applies required entries 
to the General Ledger (#15). 

11. Fleet Management FM 
Tracks Citywide vehicle expenses, gasoline usage, maintenance schedules, and 
departmental billing. 

12. Work Orders WF 
Tracks resource scheduling and work tasks, including sewer maintenance, 
streetlight maintenance, and facility repair. 

13. (GMBA) Budgeting GM-B Tracks revenue and expenses; provides basic forecasting tools.  

14. 
(GMBA) Accounts 

Payable 
GM-AP 

Tracks expenses incurred through purchasing goods and services, refunds of fees, 
and non-payroll employee expenses. 

15. 
(GMBA) General 

Ledger 
GM-GL Enforces the city’s chart of accounts and accounting rules. 

16. Land Management LX 

The City’s property database stores all location attributes; enforces street name 
conventions; tracks parcel/owner information and building square footage.  
Interfaces with Building Permits (#3), Refuse Billing (#6), Work Orders (#12), 
Special Assessments (#17) Citywide Geographic Information System (GIS), and 
Police Dispatch. 

17. 
Special 

Assessments 
SA 

Written by staff 2 years ago, this module calculates fees for 27 assessments and 
taxes; verifies data for County tax bill. Tracks prorated mid-cycle billing, billing 
adjustments and escaped assessments.  Interfaces with Land Management (#16). 

18. 
False Alarm Billing 

System 
FABS 

Written by staff 5 years ago, this module stores all false alarm events for police and 
fire, owners of those alarms, alarm history, billing history, and payment status.  
Interfaces with Land Management (#16) and Accounts Receivable (#7). 

19. 
Contract 

Management 
System 

CMS 

Written by staff 15 years ago, this module assigns the CMS# that appears on 
contracts and related council items, stores information pertinent to contract 
approval and management, such as term, spending authority, contract manager, 
etc. 

Attachment # 1:  FUND$ Module Descriptions  
 

The table below lists each FUND$ module, its commonly used initials, and a brief description 
of City business processes that it supports.
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Attachment # 2:  FUND$ Module Replacement Priorities & Cost Estimates 
 
The table below presents FUND$ module replacement prioritization. Category 1 = 
highest priority; Category 2 = second highest priority; Category 3 = third highest priority. 
Column (a) estimates the years necessary to implement a module replacement if 
assigned employees (labor) work exclusively on the module replacement (with no 
additional project assignments). Column (b) estimates software acquisition price (but 
does not include annual licensing fees, roughly 10-20% of acquisition price). Column (c) 
estimates the cost of Department of Information Technology staff to implement a 
replacement. Column (d) estimates the cost of departmental line-of-business staff 
needed to inform software selection and configuration. Column (e) presents the total 
estimated costs for each module replacement.  
 
If staffing is reduced, the number of years required to implement replacements 
increases proportionally. For example, if (c) and (d) are cut by 50%, (a) doubles.  

  

(a) 
Years 

(b)
Software 

Price 

(c)
 IT  

Labor 

(d)  
Dept. Labor 

(e) 
Total 

Module 
Category 1 

1. Business Licenses OL 0.5 100,000 159,557 78,000 $ 337,557

2. Building Permits PR 1.5 250,000 319,113 156,000 $ 725,113

3. Planning & Zoning PZ 0.5 75,000 159,557 78,000 $ 312,557

4. Payroll BP 2.0 200,000 638,226 312,000 $ 1,150,226

5. Code Enforcement CE 0.5 100,000 159,557 78,000 $ 337,557

6. Refuse (Billing) CX 0.5 80,000 159,557 78,000 $ 317,557

7. Accounts Receivable MR 0.5 70,000 159,557 78,000 $ 307,557

Category 1 Total: 6 Years $ 875,000 $ 1,755,122 $ 858,000 $ 3,488,122

Category 2 

8. Cash Receipts CR 0.5 75,000 159,557 78,000 $312,557

9. Purchasing PI 0.5 75,000 159,557 78,000 $312,557

10. Fixed Assets FA 0.5 50,000 159,557 78,000 $287,557

11. Fleet Management FM 0.5 50,000 159,557 78,000 $287,557

12. Work Orders WF 1.0 150,000 319,113 156,000 $625,113

Category 2 Total: 3 Years $ 400,000 $ 957,341 $ 468,000 $1,825,341

Category 3 

13. GMBA - Budgeting GM 0.5 50,000 159,557 78,000 $287,557

14. GMBA - Accounts Payable GM 0.5 50,000 159,557 78,000 $287,557

15. GMBA - General Ledger GM 0.5 50,000 159,557 78,000 $287,557

16. Land Management LX 1.0 100,000 319,113 156,000 $575,113

17. Special Assessments SA n/a n/a n/a n/a n/a 

18.  False Alarm FABS n/a n/a n/a n/a n/a 

19.  Contract Management System CMS 0.5 50,000 159,557 78,000 $287,557

Category 3  Total: 3 Years $ 300,000 $ 957,341 $ 468,000 $ 1,725,341

Total One-Time Replacement Costs: 12 Years $1,575,000 $3,669,800 $1,794,000 $7,038,800 
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Attachment #3:  FUND$ Module Leaders 
 

The table below lists FUND$ module leaders in key work units throughout the City. 
Module leaders are the line-of-business experts who play a major role in FUND$ 
module configuration and training.  
 

 Initials Key Work Unit/s 
FY 2010  

Module Leader 

Category 1    

1. Business Licenses OL Finance Revenue Collections Dorene Monroe 

2. Payroll - HR PR Payroll Audit/Human Resources 
Brian Zandipour/ 
Marie Livingston 

3. Building Permits BP 
Planning 

Permit Service Center 
Sharon Crosby 

4. Planning & Zoning PZ Planning Vacant 

5. Code Enforcement CE Housing Rental Safety Julie Slivinski 

6. (Refuse) Billing CX Finance Revenue Collections Mila Serna 

Category 2    

7. Accounts Receivable MR Finance Revenue Collections Mila Serna 

8. Cash Receipts CR Finance Treasury Brenda Delatorre 

9. Purchasing PI Finance General Services Sharon Thygesen 

10. Fixed Assets FA Finance Budget Sandra Lewis 

11. Fleet Management FM 
Public Works Equipment 

Maintenance 
Bill Ivie 

12. Work Orders WF Public Works & Health Services  
Kadia Cordier & Rolando 

Villareal 

Category 3    

13. GMBA – Budgeting GM City Manage /Budget Rama Murty 

14. GMBA – Accounts Payable GM Finance Accounts Payable Dissarae Guiton 

15. GMBA – General Ledger GM Finance Accounting Alyssa Loo 

16. Land Management LX Finance Revenue Collections John Zotomayor 

17. Special Assessments SP Finance Revenue Collections Heather Murphy 

18. False Alarm Billing System FAB Finance Revenue Collections Heather Murphy 

19. Contract Management System CMS Finance Administration  Vacant 
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Attachment # 4:  Technology Training Schedule (FY 2009 – FY 2011) 

 

The table below presents technology training offered by the Department of Information 
Technology.  Cells indicate the number of times a class is offered in a quarter (each class 
accommodates approximately fifteen City staff). Manuals for each class have been produced 
by Help Desk staff.  

 

Class FY09 FY10 FY11 

 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 

1. Beginning Excel  2 2    1  1 1  1  
2. Advanced Excel  2    1  1 1  1  
3. Excel Tips & Tricks  2   1  1   1  1 

             
4. FUND$ 101   1 1  1 1 1 1 1 1 1 
5. FUND$ - Purchasing   1    1    1  
6. FUND$ - Billing           1  
7. FUND$ - GMBA           1  
8. FUND$ - Work Orders           1  

             
9. Microsoft Office    20 25 25 25 5 3     
10. Beginning Word  2 2 2 2    2  2  2 
11. Advanced Word 1 1 1 1   2  2  2  
12. Word Tips & Tricks  1  1   2  2  2  

             
13. Enterprise Reporting          1  1 
14. Advanced Data Analysis          1  1 
15. Beginning GIS    1    1    1  
16. Advanced GIS         1    1 

             
17. Community Relationship 

Management (CRM) software 
     2 4 6 8 8 8 8 
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Technology has become an increasingly critical factor in providing 
excellent municipal services. In Fiscal Years 2009-2011, each City 
department plans to enhance efficiency through process improvement, 
software implementation, expanded online services, and more 
sophisticated data analysis. In order to answer this growing demand for 
automation within our constrained budgetary environment, it is more 
important than ever that we approach technology projects with an 
emphasis on standardization, integration, and consolidation (see Principles, 
page 2). Moreover, it is imperative that staff at all levels of the 
organization be trained to properly select, implement, and use 
technology tools to most effectively conduct their work. 
 
The Department of Information Technology developed this Master Plan to provide strategic 
direction in equipping “…community members and employees with innovative, secure, 
environmentally sound, and cost-effective technologies that facilitate excellence in municipal 
services, civic participation, and community well being…” (see Technology Vision, page 2) while 
supporting City Council’s operational and administrative priorities: 
 

 Affordable Housing 
 Public Health & Public Safety 
 Economic Development  
 Youth & Recreation 

 Environmental Stewardship 
 Infrastructure & Process Improvement  
 Improved Internal Controls 
 Enhanced Analytical Tools

 
Successful technology initiatives in Fiscal Years 2005-2008 (such as computer replacement, server 
consolidation, enterprise licensing, and web content management) and start-up investments in 
powerful, state-of-the-art enterprise systems (such as Community Relationship Management and 
Interactive Voice Response) helped strengthen the City’s technical infrastructure with shared assets 
that each department will leverage to further streamline business processes in Fiscal Years 2009-
2011. The 35 initiatives outlined in this document reflect 5 key strategies for continuing to improve 
our use of technology in each City department (see Strategies & Goals, page 4):  
 

1. Broaden community access by upgrading the City’s public computer lab, web, and telephone 
infrastructure. 

2. Restructure business applications by implementing a service-oriented architecture (SOA) for 
software integration and scalability that maximizes return on investment. 

3. Improve data management and decision-making by creating a data-warehouse that enables 
optimized collection, storage, and analysis of information. 

4. Encourage organizational development by promoting technology training and purchasing as 
strategic investments, rather than ad-hoc activities. 

5. Streamline network operations by updating security tools, consolidating voice and data 
networks, and launching a Green IT program. 

 

With a focus on solutions that facilitate process improvement, the Department of Information 
Technology will continue forging strong partnerships with all departments so that the vision 
reflected in this Master Plan is achieved by engaging staff from all levels of the organization in 
determining the City of Berkeley’s technology future. 

 Phil Kamlarz, City Manager 

Executive Summary 
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The City of Berkeley will equip community members and employees with innovative, secure, 
environmentally sound, and cost-effective technologies to provide excellent municipal services, 
facilitate civic participation, and help improve the day-to-day lives of community members. 
 

 
 
Four basic principles have guided the development of this plan: 
 
Principle 1:  Technology Investment Must Be Linked To Process Improvement. 
 

This plan is put together not for technology’s sake, but rather for the sake of 
Berkeley’s community. Before approving any technology initiative, we ask: How 
will this help our community members and/or our employees? If the answers are not 
convincing, there is no reason to move forward. When the answers are convincing, 
technology investment must be linked to explicitly articulated process improvements 
that ensure maximum return on investment. The Department of Information 
Technology follows a formal methodology for assessing and planning a proposed 
project’s potential for process improvements vis-à-vis four evaluation criteria: 
improved community services, more efficient City operations, greater public access 
to information, and/or more open and dynamic interaction with the public. 

 

Principle 2:  Standardization, integration, and consolidation are key to maintaining a 
scaleable technology infrastructure that maximizes return on investment. 

 

Standardization refers to the practice of limiting the variance across technology 
solutions aimed at answering the same or similar needs. Integration is the process of 
creating interoperability between two separate technology solutions. Consolidation 
refers to limiting the number of separate installations of the same or similar technical 
tools. A technology is scaleable when it can accommodate expansion in service 
scope or quantities without requiring massive platform or architectural overhauls. 
Scalability helps maximize return on investment (ROI) and is contingent upon a 
technical infrastructure that enforces optimal levels of standardization, integration, 
and consolidation, across departments and business processes.   

 

Principle 3:  Non-Baseline technology projects must be fully funded before they will be 
initiated. 

 

Baseline work refers to the routine technology services that are included in the 
Department of Information Technology’s budget and reflect the activities that must 
get done in order to maintain the City’s technical infrastructure (email, telephones, 
file servers, and FUND$ support). Non-baseline work includes new technology 
projects meant to improve specific departmental business processes, such as the 
Public Works Department’s new transfer station and asset management systems, the 
Finance Department’s new buisiness licensing and grant management systems, and 
the new Police and Fire workflow systems. The start-up costs associated with these 
sorts of activities must be funded by the sponsoring departments/workgroups. Once 

Technology Vision 

Principles 
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non-baseline projects are completed, the associated maintenance costs will usually 
become part of the City-wide baseline technology budget. 

 

Principle 4:  Technology Governance is an organizational imperative. 
 

The Technology Governance Group (TGG) was formed to ensure a Citywide 
approach to choosing technology investments and policies. More specifically, the 
TGG prioritizes “Notice of Interest” (NOI) submissions from departments interested 
in pursuing technology projects.  The TGG comprises two permanent chairs – the 
Deputy City Manager and the Director of Information Technology -- and five 
rotating chairs open to interested Department Directors.  Staff from all departments 
may submit a Notice of Interest (NOI) form via the DoIT service request system 
(submitting the NOI suggests that the appropriate Department Director has approved 
the project). The Director of Information Technology determines whether or not the 
NOI is automatically approved or requires TGG review.  Once an NOI is approved, 
IT resources are allocated to support the project. In addition to approving individual 
projects, the TGG initiates important Citywide policy and operational improvements, 
such as Administrative Regulations and centralized data warehousing. 
 

 
 

This plan applies five core strategies toward achieving the City’s primary technology goals: 

 
 
 

Focus Area Strategy  Goal 
 

1.  Community   
      Access: 

Upgrade the public computer 
lab, web, and telephone 
infrastructure. 

 
…in order 

to… 

Provide 24x7x365 access to 
routine services and help bridge 
Berkeley’s digital divide. 
 

2.  Business  
      Applications: 

Implement a service oriented 
architecture (SOA) for software 
interoperability and scalability. 

 
…in order 

to… 

Maximize return on all software 
investments. 
 

3.  Data  
      Management: 

Create a data-warehouse for 
data collection, storage, and 
analysis technologies. 

 
…in order 

to… 

Improve decision making, 
planning, and performance 
measurement. 
 

4. Organizational 
Development: 

Promote technology training 
and purchasing as strategic 
investments, rather than ad-hoc 
activities. 

 
…in order 

to… 

Develop a technically proficient 
workforce skilled at using 
technology to deliver excellent 
City services. 

5. Network 
Operations: 

Implement updated security 
tools, consolidate voice and 
data networks, and launch a 
Green IT program. 

 
…in order 

to… 

Improve the security, cost-
effectiveness, and environmental 
impact of the City’s technology 
operations. 
 

Strategies & Goals 
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Community 
 
With a population of approximately 103,000, Berkeley is the 4th most populated City in Alameda 
County following Oakland, Fremont, and Hayward. Residents and community stakeholders 
represent a wide range of geographic, educational, socioeconomic, and ethnic backgrounds.  As a 
“highly-wired” community, Berkeley’s demand for online tools and 24x7 access to government is 
higher than might be found in most communities. 
  
Network Infrastructure 
 
The City of Berkeley’s wide area network (WAN) comprises a local area network (LAN) gigabit 
fiber connection through 3 central buildings (2180 Milvia Street, 1947 Center Street, and 2100 
Martin Luther King Way) and 19 T1 lines that connect remote offices to the City’s Central Data 
Center (CDC).  This network serves all 28 City geographical locations and uses a mixture of 
transport layers, including fiber optic cable, CAT 6/5e UTP, T-1 digital lines, a point-to-point 
802.11a wireless system, and cellular EVDO connectivity.  The switching infrastructure is 
standardized on Cisco devices.  The data storage infrastructure is built upon EMC network attached 
storage (NAS) and storage area network (SAN) equipment.  
 
Servers 

 
The City of Berkeley’s server inventory consists of 105 servers with an average age of six years.  
The core financial and public safety systems run on two IBM AS400s; nearly all other servers run 
Microsoft Windows Server 2003 on Dell hardware. In accordance with the City’s commitment to 
environmental stewardship, the Department of Information Technology aims to consolidate at least 
30 of these servers by Fiscal Year 2011 using “virtual servers” that consume less energy and cost 
less to maintain.  
 
Desktops, Laptops, & Monitors 
 
The City of Berkeley’s computer inventory comprises 1,202 desktop computers, 106 general-
purpose laptops, 55 Public Safety (Police and Fire) ruggedized laptops, and 1,227 computer 
monitors (there are more monitors than staff computers because some desktop systems use multiple 
monitors).  In Fiscal Year 2007, the standard desktop configuration for new system purchases 
changed from a large “tower” configuration to a “small form factor” which saves space and is more 
energy efficient.   The average age of the City’s desktop systems is approximately 4.8 years.  Nearly 
all desktop computer systems run the Microsoft Windows and Microsoft Office, though there is still 
an undesirable and inefficient level of non-standardization (Microsoft Operating Systems: 
3%=Windows 98, 20%=Windows 2000, 75%= Windows XP, 2%=Windows Vista test machines; 
Microsoft Office Suite: 2%=Office 98, 94%=Office 2000; 1%=Office 2002 (XP); 2%=Office 2003; 
1%=Office 2007 test machines).  By Fiscal Year 2011, the Department of Information Technology 
aims to standardize 99% of all staff computers on the same Microsoft Windows operating system 
and Microsoft Office suite.  This will not only permit reallocation of IT staff support time to more 
complex project work, but also make information exchange amongst Citywide staff more efficient. 
 

Technology Profile 
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Printers, Scanners, Multifunction Copiers 
 
The City’s inventory of networked printers includes 102 black and white laser printers, 12 color 
laser printers, 29 color inkjet printers, 3 impact (dot matrix) printers and 8 color plotters (for large 
format prints).  There are also over 230 desktop printers, 3 stand-alone document scanners, and 11 
multifunction copiers that combine the functions of copying, printing, scanning, and faxing.  The 
multifunction units are more cost effective than single function printers.  By Fiscal Year 11, the 
number of desktop printers and stand-alone scanners will decrease by at least 25% in favor of the 
more cost-effective and environmentally friendly multi-function units.  
 
Software 
 
Major software applications at the City of Berkeley fall into four categories: Enterprise 
Applications that all City Departments depend upon and, therefore, form the ‘core’ of our software 
infrastructure; Departmental Applications that one or a few City departments rely upon to guide 
specific business processes; Desktop Applications that reside on the standard City computer 
image; and peripheral or Task Applications that are used for specific functions that are usually 
ancillary to core business activities.  The relationship amongst enterprise applications, as well as 
between enterprise and departmental applications, has been inconsistent due to incompatible 
technologies and decentralized software selection. In Fiscal Year 2008, the Department of 
Information Technology implemented a centralized middleware framework to maximize 
interoperability and minimize development costs, and expedite development cycles.  By Fiscal Year 
2011, the number of individual peripheral applications will drastically decrease as they are 
consolidated into centralized enterprise or departmental applications. 
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Prior to Fiscal Year 2003, it was common for departments to hire and manage technology staff 
outside the Department of Information Technology. From Fiscal Year 2003 to Fiscal Year 2008, 
almost all technical staff were centralized to correct inefficiencies created by the technology silos 
that had developed, and the City placed high priority on creating a properly administered central 
technology program.  
 
As of Fiscal Year 2009, there are 33 full time permanent information technology positions 
throughout the City. Since Fiscal Year 07, the number of Information Technology managers 
decreased from five to three, and the associated funding was reallocated to hire three additional 
technicians (two programmers and one network security officer).  
 

Citywide Information Technology Staffing
FY 09: 33 Full Time Employees 
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Public Safety 

B. Quinn

A. Soussa

N. MehtaJ. Koontz
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Programming & Implementation

A. Lee
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B. Jennings S. Sabatino 

J. Russell

L. Brady
 

K. Plante

E. Yamada

Help Desk

Network Infrastructure & Security

Field Support & Implementation

B. McGrath 

K. Whitfield

A. Munoz 

N. Kury
Network Operations 

Manager

K. Skinner
Business 

Applications Manager
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D. Westmoreland J. FergusonB.Brooke D. Jojola

 
Technology staff members are assigned to a combination of baseline and non-baseline activities 
(see Principles, page 2) and work together as a team to:  

• Maintain an efficient and effective technology infrastructure. 
• Strengthen internal controls and security throughout the City’s technology infrastructure. 
• Ensure that baseline technology systems are recoverable in disaster situations.  
• Appropriately balance the need to minimize risk, operate with limited resources, and 

facilitate the rapid exchange and analysis of information. 
• Encourage the appropriate use of technology to support City Council priorities and improve 

Departmental business processes. 
• Deliver quality services that are valued by City staff and the Berkeley community. 

Technology Staff 
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The FY 2009 Department of Information Technology (DoIT) baseline budget totals $4,350,165: 
 

• Personnel Costs    $3,132,120 72% 
• Maintenance & Warranties   $   348,013  8% 
• Servers, Desktops, & Citywide Training $   304,511  7% 
• Berkeley Community Media (BTV)  $   261,010  6% 
• FUND$ Support    $   174,006 4% 
• Internal Services    $   130,505 3%  

$4,350,165    
 
The Department of Information Technology’s baseline budget funds baseline work - routine 
technology services that must get done in order to maintain the City’s technical infrastructure 
(email, telephones, file servers, FUND$ support, and maintenance of critical systems).  
 
Non-baseline work includes new technology projects meant to improve specific departmental 
business processes, such as the Public Works Department’s new transfer station and asset 
management systems, the Finance Department’s new business licensing and grant management 
systems, and the new Police and Fire workflow systems. Sponsoring departments must fund the 
costs associated with these sorts of activities. Once such non-baseline projects are completed, they 
are candidates for inclusion as part of the City’s baseline technology infrastructure. In such cases, 
associated maintenance costs will usually become part of the Department of Information 
Technology’s baseline technology budget. 

Technology Budget 
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Threats to computer network security are on the rise each year due to increasing reliance upon 
computer-based technology, widespread Internet connectivity, and bad habits with regard to the use of 
technology. The Department of Information Technology - - in cooperation with the City Manager, the 
Technology Governance Group, the Department of Human Resources, and the City Attorney - - has 
established the following polices aimed at protecting the City of Berkeley’s information and 
technology assets from threats associated with unauthorized access, inappropriate use, information 
leakage, denial of service, data integrity, and natural disasters:  
 
 

I. Administrative Regulation 4.2:  Computer Network Resources………………………..   9 
 

II. Training and Awareness Policy………………………………………………………… 14 
 

III. Network Access Policy…………………………………………………………………. 15 
 

IV. Password Policy………………………………………………………………………… 19 
 

V. Internet Filtering Policy………………………………………………………………… 21 
 

VI. Removable Media Policy……………………………………………………………….. 22 
 

VII. Physical Security Policy…………………………………………………………………  23 
 
VIII. Servers, Routers, & Switches: Configuration & Security Policy………………………..  24 
 
IX. Encryption Policy………………………………………………………………………. 26 

 
X. Wireless Communication Policy………………………….…………………………… 27 

 
XI. Logging and Scanning Policy………………………………………………………….. 30 

 
XII. Disaster Recovery Policy……………………………………….……………………… 33 

 

Policies 
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PURPOSE: The City of Berkeley (“City”) provides various computer network resources to authorized 
employees to assist them in performing their job duties for the City.  Each employee has a responsibility 
to use such City resources in a manner that increases productivity, enhances the City’s public image, and 
is respectful of other employees.  This administrative regulation sets forth the City's policy regarding the 
use of and access to the City’s computer network resources, including but not limited to the City’s 
electronic communication, workflow, data storage, and business application systems, hardware 
(including connected and disconnected computers, servers, switches, routers, etcetera), software, 
electronic mail (“email”), access to the Internet and World Wide Web, voice mail, and any data thereon 
(hereafter collectively “Computer Network Resources”). 

This administrative regulation applies to all employees (temporary or permanent), City officials or other 
authorized City users such as consultants (hereafter “Employees”) other than patrons of the Berkeley 
Public Library (“Library”) with respect to their access to Library computers assigned for public use. The 
City’s Computer Network Resources are City property, regardless of physical location or the form in 
which they are maintained, and are to be used for City business in the course of normal operations.  
 
The City reserves the right to change the policies and procedures set forth in this administrative 
regulation at any time.  
 
Employees should be aware that all records, whether on paper, voicemail, or computerized, are subject to 
the mandatory public disclosure requirements of the Public Records Act, subject to the exceptions 
provided under the Act. In addition, Employees who use the City’s Computer Network Resources do so 
with no right or expectation of privacy or confidentiality, and at all times the data, systems, and traffic 
they create utilizing the City’s Computer Network Resources remain the property of the City. 
 
Violations of this administrative regulation subject Employees to discipline up to and including 
termination.  In the event of a violation, the City may pursue all remedies provided under the law, 
including advising legal and/or law enforcement authorities of any violation of law by an Employee. 
 
POLICY:  The City’s Computer Network Resources are City property, regardless of physical location 
or the form in which they are maintained, and are to be used for City business in the course of normal 
operations. Employees who use the City’s Computer Network Resources do so with no right or 
expectation of privacy or confidentiality.  The use of all Computer Network Resources must comply 
with all requirements set forth in this administrative regulation and all other City policies, including but 
not limited to Administrative Regulation 3.17 (“Fraud, Abuse and Misuse of City Resources”). While 
passwords are issued to Employees in order to protect the City’s business interests and to limit access to 
certain City information, the conferral of such passwords does not create any individual right of privacy 
in any such Employee as to the City’s Computer Network Resources, including any data, files, or 
messages sent to, received, or created by such Employee.  
 

CITY RIGHTS: 
 The City has the capability to and may, with or without notice for any lawful purpose, monitor 

and audit all network activity to ensure compliance with this administrative regulation, and 
activate, access, block, review, copy, disable, delete, and/or disclose any information residing on 
any Computer Network Resources, including, but not limited to emails sent and received, voice 
mail messages received, files created or accessed, and all internet/web access, communications, 
and transactions.  

I.  Administrative Regulation 4.2:  Computer Network Resources 
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 The City Manager has the right to access all Computer Network Resources and may authorize 
the Director of Information Technology to access any and all Computer Network Resources for 
any legitimate City business reasons, including to ensure appropriate use of the City’s 
Computer Network Resources and/or to determine compliance with this administrative 
regulation. The City reserves the right to access, delete, or retain any Computer Network 
Resources at any time. 

 In order to protect the City's privacy and confidentiality interests and to ensure the security of the 
computer network, the City provides Employees with individual password protection; these 
passwords do not confer any right or expectation of individual privacy. 

 The City Manager and each department director have the right to ask for and receive all 
Employee passwords within the department.  Each department director has the right to inspect 
any and all Computer Network Resources of the department's Employees to correct service 
problems, ensure system security, retrieve records, and/or transition work when responsible 
personnel are unavailable, and for other legitimate City business reasons. 

 Data residing on Computer Network Resources is purged on a regular basis and the City may, at 
its discretion, purge any such data on an automatic basis without notice. 

 
RULES - General Rules Applicable To The Use Of All Computer Network Resources:  
The rules described below are provided as examples, and are not intended to be an exhaustive list.  
Unless an Employee is exempted from following one or more of these rules by prior written 
permission by either the City Manager or the Director of Information Technology, failure to abide by 
these rules shall subject an Employee to disciplinary action, up to and including termination. 
 Employees shall use Computer Network Resources solely for official City business, which may 

include scheduling work-related social events such as lunches, retirement parties, birthdays and 
bereavement notices. 

 Employees are prohibited from using Computer Network Resources to access or transmit 
information that is threatening, defamatory, obscene, discriminatory, offensive, or in violation of 
the City’s Harassment Prevention Policy, or any other City policy.  Such prohibited use shall be 
punishable by severe disciplinary action, up to and including termination.  

 Employees, and unions representing City employees, are prohibited from using the City’s 
Computer Network Resources to conduct membership business, i.e., to inform its members of 
union business.  Employees, and unions representing City employees, may use the City’s 
Computer Network Resources to communicate with the City regarding grievances, labor 
negotiations or other matters to which the City is a party.   

 Electronic snooping or tampering is a violation of this administrative regulation and is grounds 
for disciplinary action, up to and including termination. This includes but is not limited to the 
unauthorized use or attempt to use another employee's password without the employee's 
consent; the unauthorized entry to or attempted entry to the computer files and communications 
of another without that person's consent; the unauthorized entry or attempted entry to access 
encrypted, protected, or restricted Computer Network Resources for which an Employee has 
not been explicitly authorized to access; unauthorized “interception” of data not intended for 
that person; the utilization of City data for purposes other than those related to legitimate City 
business within the scope of direct job duties (including the use of public domain data obtained 
without following appropriate public information request procedures); or any other attempt to 
circumvent user authentication or security of any computer network resource.  

 
 Employees shall not create or transmit fraudulent or damaging information, including, but not 

limited to, forged or modified email header information; malicious programs (e.g., viruses, 
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worms, Trojan horses, e-mail bombs, etc.), or fraudulent offers of products or services from 
any City account.  

 
 Employees are prohibited from accessing entertainment websites, software, or games, including 

participation in Internet gaming and dating sites, and may not use or download files for personal 
purposes, including but not limited to formats such as .MP3, .WAV, .EXE and .AUD. 

 
 Employees are prohibited from activating port scanning, security scanning, or workstation 

firewalls unless prior written permission of the Department of Information Technology is 
obtained.  

 
 Employees shall protect network security by regularly changing individual passwords in 

accordance with IT guidelines, and are prohibited from sharing individual passwords with 
others except as provided herein for legitimate City business.   

 
 Employees may forward or re-distribute copies of email messages only when doing so fulfills a 

legitimate business need of the City, and are prohibited from sending mass email messages to 
employees outside of the established “Everyone Email” process, which requires approval of the 
City Manager.  Employees shall not create or forward "chain letters", "Ponzi" or "pyramid" 
schemes, or send unsolicited email messages, including "junk mail" or other advertising 
material to individuals who did not specifically request such material (spamming). 

 
 Misaddressed email shall be returned to the sender with an explanation of the error, and then 

deleted. However, if the misaddressed email is offensive, inappropriate, or otherwise in violation 
of this administrative regulation, the misaddressed email shall be forwarded to the recipient's 
department director, or the Director of Information Technology, for appropriate action. 

 
 Email is not a permanent storage medium and staff is prohibited from using it as such. The City 

stores email for a limited period, only to recover current email in the event of a systems failure.  
 
 Employees may not transmit, obtain or access information in violation of any federal, state or 

local law, ordinance or regulation, including copyright laws and/or transmit, obtain, or access 
files or communication for any unlawful purposes.   

 
 Employees are prohibited from installing unauthorized computer programs, including but not 

limited to Really Simple Syndication (“RSS”) feeds or similar technology, games, screen 
savers, and email add-ons such as animated “smiley faces” or backgrounds.  

 
 The City may authorize persons who are not employed by the City to use the City's Computer 

Network Resources, only after such person makes a written request to the appropriate department 
director or to the City Manager.  Such authorized access may be granted only upon the condition 
that such person shall use the system according to the rules and procedures established in this 
administrative regulation and all other City policies. 
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Rules Regarding Passwords & Access: 
 Passwords are issued to Employees in order to protect the City’s network security and business 

interests and to create limited access to certain City information. The conferral of such passwords 
does not create any individual right of privacy in any such Employee as to the City’s Computer 
Network Resources, including any data, files, or messages sent to, or received or created by such 
Employee.  

 Authorized users are responsible for the security of their passwords and accounts. FUND$ 
passwords must be changed quarterly; network domain passwords must be changed every six 
months. Employees are prohibited from posting passwords in a location that is visible to, or 
accessible by, others. 

 Each Department Director, or a person designated by a Department Director, has the right to 
obtain all departmental employee passwords; Employees are not permitted to share individually 
assigned passwords with any other person.  

 
Rules Regarding Hardware & Software: 
 Only approved hardware and software is permitted on the City’s network. Personally owned 

hardware, software, and data are prohibited from the City’s network, unless written permission 
is obtained from the Director of Information Technology via a formal service request.  
Employees shall not install or activate any copyrighted software for which the Department of 
Information Technology has not confirmed an active license. 

 All hardware with the potential or capacity to access Computer Network Resources (including 
but not limited to PCs, laptops, servers, handhelds, and wireless devices) is required to be 
secured with a password-protected screensaver.  

 All hardware with the potential or capacity to access Computer Network Resources must run 
virus-scanning software approved by the Department of Information Technology. Users are 
prohibited from interfering with the effective operation of the City’s approved virus-scanning 
software, or any other network security or network monitoring system installed by the 
Department of Information Technology. 

 Employees authorized to use portable computers (laptops, wireless devices, handhelds, 
blackberry units, cell phones, et cetera) must adhere to all applicable guidelines to protect those 
vulnerable devices.   

 Employees are prohibited from adding external hard drives to any City computer, unless those 
drives are approved, in writing, for a specific use by the Director of Information Technology 
via a formal service request. 

 Employees are prohibited from using encryption tools other than those approved by the 
Department of Information Technology.  

 
 Unless otherwise authorized, in writing, by the Department of Information Technology via a 

formal service request, all employee workstations are to be set in “administrator lockdown” 
mode.  

 Employees are not permitted to use workstations, network drives, or other devices outside the 
City’s server rooms as application servers, data servers, or other workgroup access points 
unless authorized, in writing, by the Director of Information Technology via a formal service 
request. 

 All software on the City network must be properly licensed. The Department of Information 
Technology, in accordance with the City’s software inventory procedures, must centrally 
maintain all software media, licensing information, and access codes. 

 Software and hardware purchased by the City is intended for City business only. 
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Computer Network Access - Department Responsibilities: 
The following steps are required to activate, transfer, or disable network access for new employees, 
transferring employees, and/or terminated employees: 
 The responsible Department Director or Supervisor must submit a service request to the 

Department of Information Technology at least five (5) business days prior to the required 
action.  

 In the case of account activation, the Department of Information Technology will confirm the 
new account and provide a password directly to the employee.  

 For individuals who are not permanent City employees, the responsible Department Director, 
or designee, is required to specify and uphold the expected duration of access. 

 When an employee is separated from service, the Department Director or Supervisor must 
notify the Department of Information Technology, obtain all employee passwords, and copy 
any files to be retained. The Department of Information Technology will delete accounts, 
systems, and data unless requested to do otherwise by the Department Director.     
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PURPOSE: To establish security awareness and education requirements for all workforce members. 

All workforce members who have been granted access to City of Berkeley Computer Network 
Resources, including but not limited to full and part-time employees, temporary workers, volunteers, 
contractors, those employed by others to perform City of Berkeley work, and others granted access, are 
covered by this policy and shall comply with this and associated policies, procedures and guidelines. 
 
Security awareness and education program ownership: 

 In cooperation with the Human Resources Department Training Officer, DoIT will manage an 
information security awareness and education program for the City workforce. 

 By December 2008, all employees will have online access to CoB Security Policies and the 
AR 4.2 Acknowledgement Form. 

 
Security awareness and education program contents: 

 The information security awareness and education program covers information security 
basics, associated policies and procedures, and workforce member responsibilities. 

 The information security awareness and education program also includes specific information 
on the use of security precautions such as encryption, anti-viral tools, backup procedures, 
physical security and awareness of social engineering tactics. 

 DoIT will continue to post current information security best practice guidelines and related 
documents on the City’s Intranet. 

 
AR 4.2 Acknowledgement Form: 

 City of Berkeley employees shall acknowledge they have been informed and are aware of 
City of Berkeley Information Security policies, and their role in protecting City of Berkeley 
information systems and information assets, by signing the AR 4.2 Acknowledgement Form. 

 The City of Berkeley Office of Human Resources shall be responsible for the collection and 
management of signed AR 4.2 Acknowledgement Forms. 

 
Security awareness and education for contractors and partners: 

 The City of Berkeley requires contractors and partners to sign the Third Party Agreement 
Form in order to establish their role in protecting City of Berkeley information systems and 
information assets. 

 City of Berkeley information security awareness and education materials shall be made 
available for use by contractors and partners for the education of their workforce members 
who have access to City of Berkeley information systems and information assets. 

 
ENFORCEMENT 
Any employee found to have violated this policy may be subject to disciplinary action, up to and 
including termination of employment. 
 
REVISION HISTORY 
1/1/08 
5/15/08 
7/15/08

II.  Training and Awareness Policy 
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PURPOSE: This policy outlines rules that govern granting and maintaining onsite and remote access 
to the City of Berkeley’s Computer Network, including the creation of user accounts, standards for 
connecting to the City of Berkeley’s network from any Internet host, and the conditions under which 
third party organizations may use an extranet connection to the City. 

Access to the City of Berkeley Network is managed and controlled through security systems and audit 
trail monitoring.  Any effort to circumvent security systems or auditing tools - - or to exploit any 
known or unknown vulnerabilities - - will be regarded a security breach in violation of Administrative 
Regulation 4.2 and shall be handled accordingly. 
 
USER ACCOUNTS 
 
DoIT ensures that all employees, agents, contractors, consultants, et cetera use Unique User IDs and 
passwords to gain authorized access to the City of Berkeley’s information assets. 

1. Account Creation:  DoIT will create a new user account only in response to a properly submitted 
electronic Service Request. DoIT will create the account such that the user is forced to change the 
initial password in order to login to the network (see the Password Policy). 

2. Unique User Identification (ID):  Each authorized user shall be assigned a Unique User ID for 
which that user shall be held responsible and accountable for the purpose of initiating the login 
process to the City of Berkeley’s information systems. The Unique User IDs are not to be shared 
with other users for the purpose of gaining access to the City of Berkeley’s Computer Network 
Resources. Authorized users shall be held accountable and responsible for the use and activity of 
assigned Unique User ID. 

3. Granting User IDs to Outsiders:  Contractors, consultants and other non-employees may be 
granted a User ID in response to a properly submitted electronic Service Request.  

4.  Account Formats:  User IDs are intended to facilitate easy identification of the individuals to 
whom they are assigned. A particular User ID is based on the name that appears on official City of 
Berkeley employment records. 

 The format of the User ID is derived from the user’s first name initial followed by their last 
name (e.g., Jane Doe = jdoe). Since no two users can have the same ID, potential duplicates are 
resolved by adding a middle initial, or, if no middle initial exists, using the second letter of the 
user’s first name. 

 Spaces are not permitted in User IDs, so last names that consist of multiple words will be 
treated as if one word (e.g., De La Garza = delagarza). Since hyphens are permitted in User 
IDs, last names separated by hyphens are not altered when assigned a User ID. 

 Note: The fact that a “first” name may consist of multiple words is irrelevant for the purpose of 
User ID assignment, because only one initial is derived from the first name (e.g., Billy Ray 
Smith = bsmith, NOT brsmith). 

 Exceptions and Changes: Any deviations from the User ID standards outlined herein must be 
requested of the Department of Information Technology in writing via service request, clearly 
stating the reasons an exception is needed.  

5. Termination:  User access will be terminated in response to a properly submitted electronic 
Service Request. As a check against the possibility of terminations that do not have an associated 

III.  Network Access Policy 



 

            
          For more information, contact the Department of Information Technology at: DoIT@CityofBerkeley.info            16 

Service Request, DoIT compares Human Resources’ Termination List against its list of active user 
accounts. DoIT revokes the access rights of individuals who appear on both lists. 

 
REMOTE ACCESS 
 
Remote access includes, but is not limited to, dial-in and cable modems, frame relay, ISDN, DSL, 
VPN, SSH, etc. These standards are designed to minimize the potential exposure to the City of 
Berkeley from damages that may result from unauthorized remote use of City of Berkeley resources. 
Damages include the loss of confidential or otherwise sensitive data, the loss of intellectual property, 
damage to public image, damage to critical internal systems, etc. 
 
Connectivity to third parties such as the Internet Service Providers (ISPs) that provide Internet access 
for City of Berkeley or to the Public Switched Telephone Network does NOT fall under this policy. 
Users who will be accessing the City of Berkeley’s network remotely must do so in accordance with 
Administrative Regulation 4.2. Remote access to the City’s computer network is granted in response to 
a documented DoIT Service Request. Under no circumstances is a remote access conduit permitted 
without the express approval of the Department of Information Technology. Additional information 
regarding and technical support for remote access to the City of Berkeley’s network can be obtained 
from the Help Desk at 981-6525. 

GENERAL REQUIREMENTS: 

 Secure remote access must be strictly controlled. Control will be enforced via password 
authentication or public/private keys with strong pass-phrases.  

 City of Berkeley employees are prohibited from sharing login and password information to anyone 
other than a Department Director.  

 Individuals with remote access privileges must ensure that, while their City-owned or personal 
computer (or similarly-capable device) is remotely connected to City of Berkeley’s network, it is 
not simultaneously connected to any other network. 

 Individuals with remote access privileges to City of Berkeley’s network must not use non-City of 
Berkeley mail accounts (e.g., Hotmail, Yahoo, AOL), or other external resources to conduct City of 
Berkeley business. 

 Routers for dedicated ISDN lines configured for access to the City of Berkeley network must meet 
minimum authentication requirements of CHAP. 

 Reconfiguration of a home user’s equipment for the purpose of split-tunneling or dual homing is 
prohibited at all times. 

 Frame Relay must meet minimum authentication requirements of DLCI standards. 

 All hosts that are connected to City of Berkeley internal networks via remote access technologies 
must use up-to-date anti-virus software approved by the Department of Information Technology 
(this includes personal computers). Third party connections must comply with requirements as 
stated in the Third Party Agreement. 

 Organizations or individuals who wish to implement non-standard Remote Access solutions to the 
City of Berkeley production network must obtain prior approval from the Director of Information 
Technology. 

mailto:helpdesk@ci.berkeley.ca.us
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REQUIREMENTS SPECIFIC TO VPN (VIRTUAL PRIVATE NETWORK): 

 It is the responsibility of employees with VPN privileges to protect those privileges from 
unauthorized use. 

 VPN use is to be controlled using either a one-time, randomly generated credential (i.e., token) or a 
public/private key system with a strong pass phrase. 

 When actively connected to the City of Berkeley network, VPNs will force all traffic to and from 
the remote client through the VPN tunnel: traffic originating from anywhere other than the tunnel’s 
two terminals cannot access the tunnel. 

 VPN gateways will be set up and managed by the IT Department’s Network Operations Division. 

 VPN users will be automatically disconnected from City of Berkeley’s network after thirty minutes 
of inactivity. The user must then logon again to reconnect to the network. Pings or other artificial 
network processes are not to be used to keep the connection open. 

 The VPN concentrator is limited to an absolute connection time of 24 hours. 

 Only DoIT-approved VPN clients may be used. 

REQUIREMENTS SPECIFIC TO EXTRANET CONNECTIONS: 

   Security Review: All newly proposed extranet connectivity will go through a security review by 
DoIT. The reviews are to ensure that all access matches the business requirements in the best 
possible way, and that the principle of least access is followed. 

 Third Party Agreement: All new connection requests between third parties and the City of Berkeley 
require that the third party and City of Berkeley representatives agree to and sign the Third Party 
Agreement. This agreement must be signed by an authorized representative of the Sponsoring 
Department as well as a representative from the third party who is legally empowered to sign on 
behalf of the third party. The signed document is to be kept on file with the relevant extranet group. 
Documents pertaining to connections into City of Berkeley labs are to be kept on file with the DoIT 
Security Officer. 

 All production extranet connections must be accompanied by a valid business justification, in 
writing, that is approved by the Director of Information Technology. Lab connections must be 
approved by the DoIT Security Officer. Typically this function is handled as part of the Third Party 
Agreement. 

 Point Of Contact: The Sponsoring Department must designate a person to be the Point of Contact 
(POC) for the Extranet connection. The POC acts on behalf of the Sponsoring Department, and is 
responsible for those portions of this policy and the Third Party Agreement that pertain to it. In the 
event that the POC changes, the relevant extranet Organization must be informed promptly. 

ESTABLISHING EXTRANET CONNECTIVITY 

 Begins with a DoIT Service Request:  Sponsoring Departments within City of Berkeley that wish 
to establish connectivity to a third party are to complete a DoIT Service Request. Within the Service 
Request, the Sponsoring Department must provide full and complete information as to the nature of 
the proposed access. 

 Is based on the principle of least-access:  All connectivity established must be based on the least-
access principle, in accordance with the approved business requirements and the security review. In 
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no case will the City of Berkeley rely upon the third party to protect the City of Berkeley’s network 
or resources. 

MODIFYING OR CHANGING EXTRANET CONNECTIVITY AND ACCESS 

 Requires a valid business justification:  All changes in access must be accompanied by a valid 
business justification, and are subject to security review. Changes are to be implemented via 
enterprise change management processes. The Sponsoring Department is responsible for notifying 
the DoIT Security Officer when there is a material change in their originally provided information 
so that security and connectivity evolve accordingly. 

TERMINATING EXTRANET ACCESS 

When access is no longer required, the Sponsoring Department within the City of Berkeley must notify 
DoIT, and then DoIT will terminate the access. The Security Officer must audit all extranet 
connections on an annual basis to ensure that they are still needed, and that the access provided is 
appropriate to the business justification. Connections that are found to be in disuse will be terminated 
immediately. Regardless of the reason, when DoIT terminates or modifies an Extranet connection, the 
POC will be notified. 

ENFORCEMENT 

Any employee found to have violated this policy may be subject to disciplinary action, up to and 
including termination of employment. Vendors found to have violated this policy may be considered in 
breach of contract. 

REVISION HISTORY 
1/1/08 
5/15/08 
7/1/08 

 
 
5/15/08 
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PURPOSE: Passwords provide the first line of defense against unauthorized access to City of 
Berkeley Computer Network Resources. As such, logging into the City network requires “strong” 
passwords that must be changed regularly. In addition, credentials used by programs to access a City of 
Berkeley database must be stored and retrieved securely. 

Failure to create a password that meets the strong password criteria will result in the inability to log in 
to the network, Fund$ or other applicable Computer Network Resource. Users of HTE’s QRep and/or 
those who download from Fund$ to spreadsheets or text files will have to match their Fund$ and 
network passwords.  
 
Passwords are not to be stored in readable form in locations where unauthorized persons might 
discover them. Passwords are required to be strong and are required to be changed every 6 months. 
Strong (and weak) passwords are described below. These descriptions are provided to employees 
during Core IT Training, and they are posted on the City of Berkeley Intranet. 

STRONG PASSWORDS :  

 Contain at least eight (8) characters 
 Contain both upper and lower case letters 
 Contain digits and punctuation symbols, as well as letters. Acceptable punctuation symbols 

include: $ (dollar sign), @ (at sign), # (number sign), and _ (underscore) 
 Do not contain your user name, real name, or organization name 
 Do not contain a complete dictionary word 
 Are significantly different from previous passwords. Passwords that increment (e.g., Password1, 

Password2, Password3) are not strong. 
 Change every 6 months 

 
STRONG FUND$ PASSWORDS :  
 Contain At least eight (8) but no more than ten (10) characters. 
 Cannot start with a number 
 Contain letters, digits and symbols (like $, @, #, and _). 

 
WEAK PASSWORDS :  
 Personal information such as your name, phone number, social security number, birth date, or 

address (even names of acquaintances should not be used) 
 Any word in the dictionary, or based closely on such a word (such as a word spelled backwards) 
 A word with letters simply replaced by digits. For example, bl0wf1sh is not a strong password 

 Passwords that never change 

DATABASE PASSWORDS 

To maintain the security of the City’s internal databases, access by software programs must be granted 
only after authentication with credentials. Those credentials must not reside in the main, executing 
body of the program’s source code in clear text. In addition, database credentials must not be stored in 
a location that can be accessed through a web server. 

IV.  Password Policy 

http://icobweb/DoITTraining.asp
http://webserver4/passwords/default.asp
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SPECIFIC DATABASE REQUIREMENTS 

1. Storage of Data Base User Names and Passwords: 
 Database user names and passwords may be stored in a file separate from the executing body 

of the program’s code. This file must not be world-readable. 
 Database credentials may reside on the database server. In this case, a hash number identifying 

the credentials may be stored in the executing body of the program’s code. 
 Database credentials may be stored as part of an authentication server (i.e., an entitlement 

directory), such as an LDAP server used for user authentication. Database authentication may 
occur on behalf of a program as part of the user authentication process at the authentication 
server. In this case, there is no need for programmatic use of database credentials. 

 Database credentials may not reside in the documents tree of a web server. 
 Pass-through authentication must not allow access to the database based solely upon a remote 

user’s authentication on the remote host. 
 Passwords used to access a database must adhere to the strong password guidelines described 

above. 
2. Retrieval of Database User Names and Passwords: 

 If stored in a file that is not source code, then database user names and passwords must be read 
from the file immediately prior to use. Immediately following database authentication, the 
memory containing the user name and password must be released or cleared. 

 The scope into which database credentials may be stored must be physically separated from 
the other areas of code—that is, the credentials must be in a separate source file. The file that 
contains the credentials must contain no other code but the credentials (i.e., the user name and 
password) and any functions, routines, or methods that will be used to access the credentials. 

 For languages that execute from source code, the credentials’ source file must not reside in the 
same browse-able or executable file directory tree in which the executing body of code resides. 

3. Access to Database User Names and Passwords: 
 Every program or every collection of programs implementing a single business function must 

have unique database credentials. Sharing of credentials between programs is not allowed. 

ENFORCEMENT 

As stated above, failure to create a password that meets the strong password criteria will result in the 
inability to log in to the network, Fund$ or other applicable Computer Network Resource. An 
individual who cannot complete assignments due to the failure to create an acceptable password may 
be subject to disciplinary action, up to and including termination of employment. Those experiencing 
difficulty with password creation are directed to contact the DoIT Help Desk at 981-6525. 
Additionally, an individual who circumvents the database security provisions of this policy may be 
subject to disciplinary action, up to and including termination of employment. 

REVISION HISTORY  
12/31/07 
5/15/08 

mailto:helpdesk@ci.berkeley.ca.us
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PURPOSE: The purpose of this policy is to mitigate the City’s exposure to legal, security, and 
bandwidth risks. 

Access to the Internet is filtered using automated software and regularly audited in order to mitigate 
legal liability, safeguard network operations, and optimize bandwidth. This policy applies to all City of 
Berkeley employees, contractors, consultants, and other workers including all personnel affiliated with 
third parties utilizing the City of Berkeley’s Internet and network bandwidth.   
 
Sworn Police Department staff may receive limited exceptions to this policy for investigative purposes, 
based on written authorization by the Director of Information Technology in response to a written 
request from the Chief of Police.  
 
The types of websites that fall into the risk categories listed above are discussed with employees during 
Core IT Training classes and summarized on iCoBWEB, the City of Berkeley Intranet. They include, 
but are not limited to: 
 
LEGAL RISK: 

Sex     Gambling 
Personals & Dating   Pornography 
Hate      

 
BANDWIDTH SATURATION RISK:    

Personals & Dating   Internet Radio & TV 
Internet Telephony   Peer-to-Peer File Sharing 
Streaming Media 

 
SECURITY RISK:  

Bot Networks    Hacking 
Instant Messaging   Keyloggers 
Malicious Websites   Phishing and Other Frauds   
Potentially Unwanted Software Proxy Avoidance 
Spyware    URL Translation Sites 

 
 
ENFORCEMENT 
Users attempting to circumvent this policy may be subject to disciplinary action, up to and including 
termination of employment. 
 
 
REVISION HISTORY 
1/1/08 
5/15/08 
7/1/08 
 

 
V.  Internet Filtering Policy 
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PURPOSE: This policy is meant to minimize the City of Berkeley’s exposure to risks associated with 
removable media, such as malware infections and the loss and/or theft of sensitive information.  

City employees are permitted to use only removable media that adheres to Department of Information 
Technology removable media standards published on iCoBWEB/helpdesk and is owned by the City of 
Berkeley. Privately owned removable media is prohibited from use on City of Berkeley network 
resources. When information is stored on removable media, it must be encrypted in accordance with 
the City of Berkeley’s Encryption Policy.  

ENFORCEMENT 

Any employee found to have violated this policy may be subject to disciplinary action, up to and 
including termination of employment. 

TERMS AND DEFINITIONS 

Removable Media: A device or disk that is readable and/or writeable and is able to be moved from 
computer to computer without modification to the computers. Examples include flash memory 
devices (such as thumb drives, cameras, MP3 players and PDAs), removable hard drives (and hard 
drive-based MP3 players), optical disks (such as CDs and DVDs), and floppy disks. 

Encryption: A procedure used to convert data from its original form to a format that is unreadable 
and/or unusable to anyone without the tools/information needed to reverse the encryption process. 

Sensitive Information: Information which, if made available to unauthorized persons, may adversely 
affect the City of Berkeley, its programs, or participants served by its programs. 

Malware: Software of malicious intent and potential impact 
 

REVISION HISTORY 
1/1/08 
5/15/08 

VI.  Removable Media Policy 
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PURPOSE: To establish standards for physical safeguards to protect against theft of or unauthorized 
access to City Computer Network Resources. 

 This policy takes into account the fact that the physical security requirements of various City of 
Berkeley facilities are not entirely consistent. They vary depending on the type of equipment 
deployed, the sensitivity of the data in use, as well as the physical layout of the facility. 
Accordingly, the physical security measures implemented throughout the City are tailored to the 
unique requirements of each facility. These measures include restricted security zones, locked 
doors, access control systems, intrusion alarm systems, approved security containers and 
destruction equipment. 

 Precautions specific to the Data Centers: Due to the especially critical role of the City’s two Data 
Centers (one in the Civic Center and the other in the Public Safety Building), those locations are 
protected by locks, fire suppression systems, and air conditioning units sufficient to maintain 
temperatures between 68 and 74 degrees Fahrenheit. 

 Precautions specific to remote network equipment: Routers, switches, servers, and other network 
equipment at locations other than one of the Data Centers are secured within enclosures (e.g., 
closets or cabinets) accessible only to DoIT. All such enclosures provide ventilation sufficient to 
meet OEM specifications. 

 

NOTE: Telephony equipment enclosures shall be accessible to both DoIT staff and authorized Public 
Works Department personnel. 

 

 Precautions specific to workstations: Measures related to the physical security of individual 
workstations are largely entrusted to users. In this regard, the best practices that are conveyed to 
users (via Core IT Training, Everyone Emails, etc.) include: 

 Not sharing login credentials (and not enabling others to work under the auspices of one’s login 
credentials) 
 Not leaving an unlocked desktop 
 Saving data on the City network, NOT on the workstation’s hard drive 
 Locking doors and windows when leaving work 
 Reporting thefts of computers and related equipment promptly to the Berkeley Police 

Department and to DoIT 
 Using only approved wireless devices that can be “locked” or “wiped out” from a central 

location 

ENFORCEMENT 

Any employee found to have violated this policy may be subject to disciplinary action, up to and 
including termination of employment. 
 
REVISION HISTORY 
1/1/08 
5/15/08 

 

 

VII.  Physical Security Policy 
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PURPOSE: To establish standards for the configuration and security of servers, routers, and switches 
owned and/or operated by City of Berkeley.  

 
1. Administrative Responsibilities: 
 DoIT technicians function as administrators for all of the City of Berkeley’s servers, routers, and 

switches. In some cases, limited aspects of application server administration may be shared with 
departmental “power users” and/or vendors. However, configuration and maintenance of server 
hardware and operating systems are strictly the responsibility of DoIT technicians. 

 All servers, routers, and switches must be included in DoIT’s inventory. At a minimum, the 
following information must be recorded: 

 Server name, serial number and location 
 Hardware and Operating System/Version 
 Main functions and applications, if applicable 

 Server configuration changes must follow DoIT change management procedures. 
 

2. General Configuration Guidelines: 
 Operating System configuration should be in accordance with approved DoIT guidelines 
 Services and applications that will not be used must be disabled where practical 
 Access to services should be logged and/or protected through access-control methods such as TCP 

Wrappers, if possible 
 The most recent security patches must be installed on the system as soon as practical, the only 

exception being when immediate application would interfere with business requirements 
 Trust relationships between systems are a security risk, and their use should be avoided. Do not use 

a trust relationship when some other method of communication will do. 
 Always use standard security principles of least required access to perform a function 
 Do not use root-level access when a non-privileged account will do 
 Privileged access must be performed over secure channels, (e.g., encrypted network connections 

using SSH or IPSec). 
 Servers should be physically located in an access-controlled environment 
 Servers are specifically prohibited from operating from uncontrolled cubicle areas 

 
3. Monitoring: 
 All security-related events on production systems must be logged and audit trails saved as  follows: 

 All security related logs will be kept online for a minimum of 1 week 
 Daily incremental tape backups will be retained for at least 1 month 
 Weekly full tape backups of logs will be retained for at least 1 month 
 Monthly full backups will be retained for a minimum of 1 year 

VIII.  Servers, Routers, & Switches: Configuration & Security Policy 
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 Security-related events will be reported to the DoIT Security Officer for investigation and follow-

up. Security-related events include, but are not limited to: 
 Port-scan attacks 
 Evidence of unauthorized access to privileged accounts 
 Anomalous occurrences that are not related to specific applications on the host 

 Compliance: 
 Server logs and maintenance records will be audited regularly in accordance with the 

Logging for Audits Policy. 
 Anomalous audit results will be reported, as appropriate, to IT Management, to the DoIT 

Security Officer, and/or to the administrator(s) involved 
 Anomalous audit results will be promptly justified or corrected by the applicable 

administrator(s). Documentation of the justification or correction shall be retained per 
the Logging for Audits Policy. 
 Every effort will be made to prevent audits from causing operational failures or 

disruptions 
 

RULES SPECIFIC TO ROUTERS & SWITCHES 
 
 No local user accounts shall be configured on routers. Routers must use TACACS+ for all user 

authentications. 
 The enable password on the router must be kept in a secure encrypted form. The router must have 

the enable password set to the current enterprise-standard production router password. 
 Disallow the following: 

 IP directed broadcasts 
 Incoming packets sourced with invalid addresses such as RFC1918 address 
 TCP small services 
 UDP small services 
 All source routing 
 All web services running on router 

 Use enterprise-standardized SNMP community strings 
 Access rules are to be added as business needs arise 
 The router must be included in the DoIT inventory 
 Telnet may never be used across any network to manage a router, unless there is a secure tunnel 

protecting the entire communication path. SSH is the preferred management protocol. 

ENFORCEMENT 

Any employee found to have violated this policy may be subject to disciplinary action, up to and 
including termination of employment. 

REVISION HISTORY 
1/1/08 
5/15/08 
7/25/08 
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PURPOSE: To provide guidance that limits the use of encryption to proven algorithms, and to provide 
direction to ensure that applicable government regulations are followed. 

Data sent outside the City network and to City backup systems must be appropriately encrypted. 
Authorized communication of confidential data to outside entities and routine storage of confidential 
data (e.g., Patient Information, Criminal Records, etc.) must be appropriately encrypted.  
 
The use of proprietary encryption algorithms is strictly forbidden unless explicitly approved via written 
service request by the Director of Information Technology, on a case-by-case basis. Questions about 
acceptable encryption technologies should be directed to the DoIT Help Desk at 981-6525.   
 
Proven, standard algorithms such as DES, Blowfish, RSA, RC5 and IDEA are used by qualified 
Department of Information Technology staff members to establish City of Berkeley encryption 
technologies. These algorithms represent the actual cipher used for an approved application. For 
example, Pretty Good Privacy (PGP) uses a combination of IDEA and RSA or Diffie-Hellman, while 
Secure Socket Layer (SSL) uses RSA encryption. Symmetric cryptosystem key lengths must be at least 
256 bits. Asymmetric crypto-system keys must be of a length that yields equivalent strength. The City 
of Berkeley’s key length requirements will be reviewed at least annually and upgraded as technology 
permits. 
 

ENFORCEMENT 

Any employee found to have violated this policy may be subject to disciplinary action, up to and 
including termination of employment. 

TERMS AND DEFINITIONS 

Proprietary Encryption: An algorithm that has not been made public and/or has not withstood public 
scrutiny. The developer of the algorithm could be a vendor, an individual, or the government. 

Symmetric Cryptosystem: A method of encryption in which the same key is used for both encryption 
and decryption of the data. 

Asymmetric Cryptosystem: A method of encryption in which two different keys are used: one for 
encrypting and one for decrypting the data (e.g., public-key encryption). 

 

REVISION HISTORY 
1/1/08 
5/15/08

IX.  Encryption Policy 

mailto:helpdesk@ci.berkeley.ca.us
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PURPOSE: To help secure and protect City information assets by specifying technical requirements 
for wireless infrastructure and endpoint devices. 

This standard specifies the technical requirements that wireless devices must satisfy to connect to a 
City of Berkeley network. Only those wireless infrastructure devices (e.g., WAPs) and only those 
wireless endpoint devices (e.g., laptops) that meet the requirements specified in this standard or are 
granted an exception by the Director of Information Technology via written service request are 
approved for connectivity to a City of Berkeley network. 
 
All employees, contractors, consultants, and other employees at the City of Berkeley, including all 
personnel affiliated with third parties that maintain a wireless infrastructure device on behalf of the 
City of Berkeley, must adhere to this standard. This standard applies to all wireless infrastructure 
devices that connect to a City of Berkeley network or reside on a City of Berkeley site that provide 
wireless connectivity to endpoint devices including, but not limited to, laptops, desktops, cellular 
phones, “Bluetooth” devices, and personal digital assistants (PDAs). This includes any form of 
wireless communication device capable of transmitting packet data.  
 
GENERAL REQUIREMENTS 
All wireless infrastructure devices that connect to a City of Berkeley network or provide access to City 
of Berkeley confidential information must: 

 Be installed, supported, and maintained by an approved support team 
 Maintain a hardware address (MAC address) that can be registered and tracked 
 Use Extensible Authentication Protocol-Fast Authentication via Secure Tunneling (EAP-

FAST), Protected Extensible Authentication Protocol (PEAP), or Extensible Authentication 
Protocol-Translation Layer Security (EAP-TLS) as the authentication protocol 

 Use Temporal Key Integrity Protocol (TKIP) or Advanced Encryption System (AES) 
protocols with a minimum key length of 128 bits 

 Not interfere with wireless access deployments maintained by other support organizations 
 
LAB AND ISOLATED WIRELESS DEVICE REQUIREMENTS 
All laboratory wireless devices that provide access to City of Berkeley confidential information must 
conform to the General Requirements (above). Lab and isolated wireless devices that do not provide 
general network connectivity to the City of Berkeley network must: 

 Be isolated from the enterprise network (that is it must not provide any enterprise 
connectivity) and comply with the Laboratory Security Policy or the DMZ Equipment Policy 
(as applicable) 

 Use Service Set Identifiers (SSID) that differ from City of Berkeley production device SSIDs 
 Disable broadcasts of lab device SSIDs 
 Not interfere with wireless access deployments maintained by other support organizations 

X.  Wireless Communication Policy 
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“BLUETOOTH” DEVICE REQUIREMENTS 

 All Bluetooth devices must meet v2.1 specifications (unless an exception is authorized in 
writing by the Network Security Officer). 

 Bluetooth equipment purchased prior to this policy must comply with all parts of this policy 
except the Bluetooth version specifications. 

 All Bluetooth devices shall employ ‘security mode 3’ which encrypts traffic in both 
directions, between your Bluetooth Device and its paired equipment. 

 If your device allows the usage of long PINs, you must use either a 13 alphabetic PIN or a 19 
digit PIN (or longer). 

 Switch the Bluetooth device to use the hidden mode, and activate Bluetooth only when it is 
needed. 

 Update the device’s firmware when a new version is available. 
 Bluetooth units are not to be paired to phones, laptops, etc. while in a public area. If 

Bluetooth-enabled equipment prompts for a pin after initial pairing, the pairing request must 
be refused and the incident must be reported to DoIT immediately. 

 It is the Bluetooth user’s responsibility to comply with this policy. 
 Bluetooth users must only access City of Berkeley information systems using approved 

Bluetooth device hardware, software, solutions, and connections. 
 Bluetooth device hardware, software, solutions, and connections that do not meet the 

standards of this policy shall not be authorized for deployment. 
 Bluetooth users must act appropriately to protect information, network access, passwords, 

cryptographic keys, and Bluetooth equipment. 
 Bluetooth users are required to report any misuse, loss, or theft of Bluetooth devices or 

systems immediately to DoIT. 
 DoIT shall perform audits to ensure compliancy with this policy. In the process of performing 

such audits, DoIT shall not eavesdrop on any phone conversation. 
 The following is a list of unauthorized uses of City of Berkeley-owned Bluetooth devices: 

 Eavesdropping, device ID spoofing, DoS attacks, or any form of attacking other 
Bluetooth enabled devices. 
 Using City of Berkeley-owned Bluetooth equipment on non-City of Berkeley-owned 

Bluetooth enabled devices. 
 Unauthorized modification of Bluetooth devices for any purpose. 

 
HOME WIRELESS DEVICE REQUIREMENTS 
All home wireless infrastructure devices that provide direct access to a City of Berkeley network, such 
as those behind Enterprise Teleworker (ECT) or hardware VPN, must adhere to the following: 

 Enable WiFi Protected Access Pre-shared Key (WPA-PSK), EAP-FAST, PEAP, or EAP-TLS 
 When enabling WPA-PSK, configure a complex shared secret key (at least 20 characters) on 

the wireless client and the wireless access point 
 Disable broadcast of SSID 
 Change the default SSID name 
 Change the default login and password 
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Wireless infrastructure devices that fail to conform to the Home Wireless Device Requirements must 
be installed in a manner that prohibits direct access to the City of Berkeley internal network. Access to  
the City of Berkeley internal network through this device must use standard remote access 
authentication. 
 
ENFORCEMENT 
Any employee found to have violated the policy may be subject to disciplinary action, up to and 
including termination of employment. Any violation of the policy by a temporary worker, contractor or 
vendor may result in the termination of their contract or assignment with the City of Berkeley. 
 
TERMS AND DEFINITIONS 
AES: Advanced Encryption System 
City of Berkeley Network: A wired or wireless network including indoor, outdoor, and alpha networks 

that provide connectivity to corporate services 
Enterprise Connectivity: A connection that provides access to a City of Berkeley network 
EAP-FAST: Extensible Authentication Protocol-Fast Authentication via Secure Tunneling: 

authentication protocol for wireless networks 
EAP-TLS: Extensible Authentication Protocol-Translation Layer Security, used to create a secured 

connection for 802.1X by pre-installing a digital certificate on the client computer 
Enterprise Class Teleworker (ECT): An end-to-end hardware VPN solution for teleworker access to 

the City of Berkeley network 
Information Assets: Information that is collected or produced and the underlying hardware, software, 

services, systems, and technology that is necessary for obtaining, storing, using, and securing that 
information which is recognized as important and valuable to an organization 

MAC Address: The MAC address is a hardware number that uniquely identifies each node on a 
network and is required for every port or device that connects to the network 

PEAP: Protected Extensible Authentication Protocol, a protocol used for transmitting authentication 
data, including passwords, over 802.11 wireless networks 

Service Set Identifier (SSID): A set of characters that give a unique name to a wireless local area 
network 

TKIP: Temporal Key Integrity Protocol, an encryption key that’s part of WPA 
WPA-PSK: WiFi Protected Access pre-shared key 
 
REVISION HISTORY 
1/1/08 
5/15/08 
6/30/08 
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PURPOSE: To codify procedures for electronic security scanning of the City of Berkeley’s 
network, and to ensure that all information systems that are subject to audits shall record and retain 
appropriate log information. 

 
LOGS ARE MAINTAINED TO ANSWER THE FOLLOWING QUESTIONS: 
1. What activity was performed? 
2. Who or what performed the activity, including where or on what system the activity was 

performed from (subject)? 
3. What the activity was performed on (object)? 
4. When was the activity performed? 
5. What tool(s) was the activity was performed with? 
6. What was the status (such as success vs. failure), outcome, or result of the activity? 
 
SCANS MAY BE CONDUCTED IN ORDER TO: 
1. Ensure integrity, confidentiality and availability of information and resources 
2. Investigate possible security incidents to ensure conformance to City of Berkeley security 

policies 
3. Monitor user or system activity where appropriate 
 
LOGGING 
For the systems covered by this policy, logs shall be created whenever any of the activities listed 
below is performed or attempted: 
1. Data access: 

 Creation of, reading, updating, or deletion of confidential information, including 
confidential authentication information such as passwords 

 Creation of, reading, updating, or deletion of information not covered in #1 
2. Network access: 

 Initiation of a network connection 
 Acceptance of a network connection 
 User authentication and authorization for activities covered in #1 or #2 such as user 

login and logout 
3.  Modifying permissions and configurations: 

 Granting, modifying, or revoking access rights, including adding a new user or group, 
changing user privilege levels, changing file permissions, changing database object 
permissions, changing firewall rules, and user password changes 

 System, network, or services configuration changes, including installation of software 
patches and updates, or other installed software changes 

4.  Application events: 
 Application process startup, shutdown, or restart 
 Application process abort, failure, or abnormal end, especially due to resource 

exhaustion or reaching a resource limit or threshold (such as for CPU, memory, network 
connections, network bandwidth, disk space, or other resources), the failure of network 
services such as DHCP or DNS, or hardware fault 

 
 

XI.  Logging and Scanning Policy 



 

              For more information, contact the Department of Information Technology at: DoIT@CityofBerkeley.info     31 

5.  Suspicious events: 
 Detection of suspicious/malicious activity from an Intrusion Detection or Prevention 

System (IDS/IPS), anti-virus system, anti-spyware system, etc. 
 

LOG CONTENTS AND RETENTION 
1.  Logs identify or contain at least the following elements:  
 Type of action:  examples include authorize, create, read, update, delete, and accept network 

connection 
 Subsystem performing the action:  examples include process or transaction name, process or 

transaction identifier 
 Identifiers (as many as available) for the subject requesting the action: examples include 

user name, computer name, IP address, and MAC address. Note that such identifiers should 
be standardized in order to facilitate log correlation. 

 Identifiers (as many as available) for the object the action was performed on: examples 
include file names accessed, unique identifiers of records accessed in a database, query 
parameters used to determine records accessed in a database, computer name, IP address, 
and MAC address. Note that such identifiers should be standardized in order to facilitate log 
correlation. 

 Before and after values when action involves updating a data element, if feasible 
 Date and time the action was performed, including relevant time-zone information if not in 

Coordinated Universal Time 
 Whether the action was allowed or denied by access-control mechanisms 
 Description and/or reason:  codes of why the action was denied by the access-control 

mechanism, if applicable 
2. Log Formatting and Storage: 

The system shall support the formatting and storage of audit logs in such a way as to ensure the 
integrity of the logs and to support enterprise-level analysis and reporting: 
 Microsoft Windows Event Logs collected by a centralized log management system; 
 Logs in a well documented format sent via syslog, syslog-ng, or syslogreliable network 

protocols to a centralized log management system; 
 Logs stored in an ANSI-SQL database that itself generates audit logs in compliance with the 

requirements of this document; and 
 Other open logging mechanisms supporting the above requirements including those based 

on CheckPoint OpSec, ArcSight CEF, and IDMEF. 
 
SCANNING 
Electronic security scanning of the City of Berkeley’s network will be performed under one of two 
circumstances: 
 
 When such a scan is appropriate to a particular security investigation 
 For the purpose of performing routine periodic audits 

 
Security investigations are undertaken in response to either an alert from internal DoIT monitoring 
systems, a request by the City Manager, and/or Department Directors (with City Manager approval).  
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ROUTINE PERIODIC AUDITS  
Routine scanning includes, but is not limited to: 
 
1. Microsoft Windows Systems 
 Five servers, chosen randomly from the core technologies pool 
 Run vulnerability scan (MBSA) using up-to-date signatures 
 Examine boot files, logs and key permissions for evidence of compromise 
 Validate all running services as correct and appropriate 
 Document findings 

2. Firewalls and Routers 
 Both City of Berkeley network firewalls 
 One router and one switch selected randomly 
 Ensure that all systems run the most secure General Deployment IOS versions 
 Verify ACLs, conduits, IP inspects and fixes for configuration errors 
 Examine current configurations for appropriate access levels 
 Validate changes to the Network Topology Diagram (< not a real link); identify potential 

ingress points 
 Document findings 

3. Wireless Vulnerability 
 Discover all wireless access points (WAPs) with City of Berkeley facilities that are 

accessible outside of those facilities 
 Gather security configurations from the WAPs, and attempt to exploit them in order to 

access the City of Berkeley’s network 
4. Internet Vulnerability 
 Perform external scan of the City of Berkeley’s connection to the Internet. 
 Document all open ports found and protocol vulnerabilities in those open ports 

 
WORK PERFORMED BY OUTSIDE VENDORS & CONTRACTORS  
To enable outside auditing, IT Management shall do the following: 
 Authorize the creation of temporary user accounts (with necessary privileges, in accordance 

with the Network Access Policy) for the individuals who will be performing the scans 
 Indemnify (in writing) the contractor against service degradation and/or interruption 

stemming from the scanning, unless due to the contractor’s gross negligence or intentional 
misconduct 

 Identify (in writing) for the contractor an internal contact person to be available if the 
contractor has questions or requires assistance 

 Agree (in writing) with the contractor on specific dates and times for the scanning to occur 
 
ENFORCEMENT 
Users attempting to circumvent the log and/or data collection efforts covered by this policy may be 
subject to disciplinary action, up to and including termination of employment. 
 
REVISION HISTORY 
1/1/08 
5/15/08 
6/30/08 
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The Department of Information Technology (DoIT) Disaster Recovery Policy is currently being 
updated, to be finalized no later than 11/30/08.  When complete, the updated policy will be added to 
the online version of this Master Plan at: http://icobweb/ITMasterPlan.asp.  

XII.  Disaster Recovery Policy 

http://icobweb/ITMasterPlan.asp
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 IT Project 
Manager 

IT Resource 
(* = Vendor) 

Dept. Project 
Manager 

Department 

Community Access 

1. Interactive Voice Response (IVR) K. Skinner J. Koontz R. Eichorn CMO 

 
2. Expanded Online Services 

 

 
K. Skinner 

E. Yang 
N. Mehta 
K. Plante 

 
R. Eichorn 

 
CMO 

3. Public Access Computer Labs S. Sabatino D.Westmoreland 
A. Abramson 

R. Lowe 
S. Ferris 

Library 
HHS 
Parks 

4. Community Relationship Management (CRM) K. Skinner E. Yang R. Eichorn CMO 

Enterprise Business Applications 
5. Middleware B. Thorman E. Yang N/A IT 

6. ECM: Enterprise Content Management K. Skinner J. Ferguson D. Despain Clerk 

7. EPM: Enterprise Project Management E. Yang  T. Vesely CMO 

8. Financial Management (FUND$) K. Skinner A. Soussa  Finance 

Departmental Work Group Applications 
9. Fire Alpine System M. Gilbert * J. Conti Fire 

10. Police New World System M. Gilbert * A. Greenwood Police & Fire 

11. HHS: PHPIMS R. Lowe 
N. Mehta 
E. Yang 

J. Berreman HHS 

12. Public Works Transfer Station System C. Delgado * P. Holtzclaw Public Works 

13. Public Works Asset & Infrastructure  C. Delgado * A. Clough Public Works 

14. Finance Business Licenses   H. Murphy Finance 

15. Finance Grants Management  K. Skinner  M. Tam Finance 

16. Planning Land Use B. Lavin J. Koontz D. Sanderson Planning 

17. Planning Toxics Management System B. Lavin J. Koontz D. Sanderson Planning 

18. Housing Management System    Housing 

19. Auditor Electronic Timecards  E.Rodriguez A. Soussa B. Zandipour Payroll 

20. Rent Board Records Management System K. Skinner J. Ferguson D. Jojola Rent Board 

21. PR&W Marina Management System    Parks 

22. PR&W Online Reservation System K. Skinner * R. Miller Parks 

Data Warehousing & Analysis 
23. Data Warehousing E.Rodriguez I. Lapidus N/A IT 

24. Enterprise Reporting & Analysis E.Rodriguez B. Quinn N/A CMO 

25. Geographic Information Systems (GIS) B. Quinn C. Delgado N/A IT 

26. Youth Data Project   AGallegos-Castillo CMO 

Organizational Development 
27. Online Training System S. Sabatino N. Stubbs L. Schiff HR 

28. Core IT Training  S. Sabatino * N/A IT 

29. Hiring, Intake, & Testing B. Thorman * K. Whitfield HR 

Network Operations 
30. Network Security S. Sabatino A. Munoz N/A IT 

31. Green IT  S. Sabatino B. McGrath N/A IT 

32. Wireless Field Operations  B. Jennings E. Yamada N/A IT 

33. Voice/Internet Protocol (VoIP) B. Jennings E. Yamada N/A IT 

34. Disaster Recovery  B. Jennings B. McGrath N/A IT 

35. Standardized Desktops S. Sabatino D.Westmoreland N/A IT 

   Note: Cells filled with yellow shading indicate resources not yet identified / assigned. 

Strategic Technology Initiatives FY09-FY11:  Staff Leadership 
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Note: Cells filled with yellow shading indicate resources not yet identified / assigned. 

 TGG 
Priority 

Estimated 
Technical Staff 

(Months) 

Departmental 
Commitment 

(FTE) 
1. Interactive Voice Response (IVR) 1 10 .2 

2. Expanded Online Services  
1 

12 
 

.1 

3. Public Access Computer Labs 3 6 .25 

4. Community Relationship Management 
(CRM) 

 
1 

24 .3 

5. Middleware 1 24 N/A 

6. ECM: Enterprise Content Management 2 12 .5 

7. EPM: Enterprise Project Management 3 12 .25 

8. Financial Management (FUND$) 2 72 (36x2) .75 

9. Fire Alpine System 1 6 .3 

10. Police New World System 1 N/A .5 

11. HHS: PHPIMS 2 24 1.0 

12. Public Works Transfer Station System 1 12 .2 

13. Public Works Asset & Infrastructure  2 18 .2 

14. Finance Business Licenses 3 12 .3 

15. Finance Grants Management  2 6 .2 

16. Planning Land Use 3 24 .5 

17. Planning Toxics Management System 1 12 .2 

18. Housing Management System 3 10 .5 

19. Auditor Electronic Timecards  3 18 .3 

20. Rent Board Records Management System 2 18 .3 

21. PR&W Marina Management System 2 18 .25 

22. PR&W Online Reservation System 1 12  

23. Data Warehousing 2 18 N/A 

24. Enterprise Reporting & Analysis 2 6 .2 

25. Geographic Information Systems (GIS) 1 6 N/A 

26. Youth Data Project 3 TBD TBD 

27. Online Training System 3 6 .3 

28. Core IT Training  1 3 N/A 

29. Hiring, Intake, & Testing 1 6 .3 

30. Network Security 1 18 N/A 
31. Green IT  1 18 N/A 
32. Wireless Field Operations  2 6 N/A 
33. Voice/Internet Protocol (VoIP) 2 12 N/A 
34. Disaster Recovery  1 6  
35. Standardized Desktops 1 12  

Strategic Technology Initiatives FY09-FY11:  Estimated Staff Costs 
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 FY09 FY10 FY11 

 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 

Community Access 

1. Interactive Voice Response (IVR)             

2. Expanded Online Services             

3. Public Access Computer Labs             

4. Community Relationship Management              

Enterprise Business Applications 

5. Middleware             

6. Enterprise Content Management             

7. Enterprise Project Management             

8. Financial Management (FUND$)             

Departmental Work Group Applications 

9. Fire Alpine System             

10. Police New World Systems             

11. HHS: PHPIMS             

12. Public Works Transfer Station             

13. Public Works Asset & Infrastructure             

14. Finance Business Licenses             

15. Finance Grants Management              

16. Planning Land Use             

17. Planning Toxics Mgmt System             

18. Housing Management System             

19. Auditor Electronic Timecards              

20. Rent Board Records Mgmt System             

21. PR&W Marina Mgmt System             

22. PR&W Online Reservation System             

Data Warehousing & Analysis 

23. Data Warehousing             

24. Enterprise Reporting & Analysis             

25. Geographic Information Systems             

26. Youth Data Project             

Organizational Development 
27. Online Training System             

28. Core IT Training              

29. Hiring, Intake, & Testing             

Network Operations 

30. Network Security             

31. Green IT              

32. Wireless Field Operations              

33. Voice/Internet Protocol (VoIP)             

34. Disaster Recovery              

35. Standardized Desktops             

 

Strategic Technology Initiatives FY09-FY11:  Estimated Timelines 
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Strategy: Upgrade the public computer lab, web, and telephone infrastructure. 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. Interactive  
   Voice Response 
   (IVR) 

Enable self-service by automating interactions with the City’s back-end computer
systems and making them available via telephone 24x7. In addition, IVR provides
staff with call statistics to assist in resource allocation.  

2. Expanded 
    Online  
    Services 

Broaden the functionality of the City’s current online service center at
www.CityOfBerkeley.info/onlineservice to serve as ‘one-stop shop’ for the most
frequently requested services in all departments. 

3. Public Access   
    Computer  
    Labs 

Centralize support and maintenance of the City’s public computer labs at
recreation centers and senior centers that were ‘state-of-the-art’ when opened, but
currently in varying states of disrepair.  

4. CRM 
Integrate Community Relationship Management (CRM) software with back-end
systems to permit service request intake, tracking, resolution, and reporting from a
single, customer-centric interface available to staff at City offices and community
members via Internet and telephone. 

Technology is a powerful tool for facilitating community access
to municipal information and services. In recent years,
e-agendas, streaming video, email subscriptions, records online,
and other web tools at www.CityOfBerkeley.info have
improved the convenience and efficiency with which residents,
businesses, and visitors connect to the City of Berkeley.  
 
A scaleable infrastructure that enables non-traditional access to
City services is critical to keeping e-Government efforts moving
forward.  Implementing technical ‘building blocks’ that all
departments can leverage to offer expanded web and telephone
services to the public is key. Well-maintained computer centers
that enable all community members’ access to the Internet is
also a critical component of the City’s Community Access

i i

Berkeley’s 125th Anniversary  
Community Photo

 

A technology infrastructure that helps residents, businesses, and visitors access City information and 
services in a manner that is efficient and convenient, includes 24x7x365 access via web and 
telephone, and reflects Berkeley’s commitment to helping community members on all sides of the 
digital divide. 

Community Access 

Goal 

Community Access: Key FY09-11 Strategic Initiatives 

http://www.cityofberkeley.info/onlineservice
http://www.cityofberkeley.info/


 

              For more information, contact the Department of Information Technology at: DoIT@CityofBerkeley.info     38 

 

                           
 

    Project Manager:  Keith Skinner, 981-6551 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

1.  

Interactive Voice Response (IVR) will enable self-service both during and
after regular business hours by providing 24x7 access to City information
and services. By automating routine, customer-centric business processes,
IVR will not only increase community satisfaction, but also improve
efficiency throughout the City’s customer service program. 
 

IVR retrieves information from the City’s back-end computer systems based
on requests entered or spoken by the caller. It can also be used to help filter
inbound call traffic to smooth peaks and troughs across call center queues,
thus adding a degree of predictability to call volume modeling and staffing.
In addition to the most basic benefits of IVR, it also addresses the increasing
popularity of self-service and 24x7 access, where community members
obtain the service they need when they need it.
 

Interactive Voice Response (IVR) 

Top Business Drivers 

1. Community demand for 24x7x365 access to routine City information and services. 
2. City council directive to reduce ‘call transfers’ and ‘wait times’ for customer service calls. 
3. Limited resources for staffing call centers throughout the City. 

Top Business Drivers 

 Finalize technical protocol for connecting IVR system to City’s back-end systems by 8/30/08. 
 Prioritize 311 services for IVR-enablement by 9/15/08. 
 Implement Pilot IVR System for Building Inspections in Planning Department by 12/31/08. 
 Identify & implement Pilot IVR project for 311 Call Center by 3/31/09. 
 Conduct community focus surveys on IVR user-friendliness and effectiveness by 4/30/09. 
 Develop implementation plan & schedule for IVR rollout to all departments by 6/30/09. 

1. 50% decrease in calls with wait times over 5 minutes. 
2. 75% decrease in call transfers. 
3. 80% Community survey rating IVR system and menus as “good” or “excellent”. 

FY 2009-2011 Action Items 

Target Outcomes & Measurement 
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2.  

1. Community demand for 24x7x365 access to routine City information and services. 
2. Implement online self-service options to improve community satisfaction. 
3. Fiscal pressures to increase the efficiency of Citywide customer service. 

Top Business Drivers 

 Appoint online service center web coordinator in customer service division by 8/30/08. 
 Implement middleware to allow online access to City’s back-end computer systems by 8/30/08. 
 Implement online service and staff directories by 10/30/08. 
 Implement online Parks Reservation system by 10/30/08. 
 Implement online payment engine by 12/31/08. 
 Collect and analyze feedback regarding online service center performance by 1/30/09. 
 Offer business license renewal via online service center by 6/30/09. 
 Online permit application and payment by 3/31/10. 
 Identify, develop, and deploy additional City services by 6/30/10. 

FY 2009-2011 Action Items 

1. 100% participation of all City Departments in populating online service center menus. 
2. 50% increase in visits to the online service center. 
3. 20% of all parking and recreation fees paid via online service center. 
4. 75% Community survey rating online service center “good” or “excellent”. 

Target Outcomes & Measurement 

The Online Service Center is meant to serve as a “one-stop” web
portal for 70-80% of all customer service inquiries, no matter
which department handles the associated service delivery.
Maintained by the 311 Customer Service Center, the Online
Service Center provides streamlined access to routine City
information and services by connecting web visitors directly to
back-end computing systems so that they can submit a service
request, check on the progress of a previously submitted service
request, pay City fees, and download information.
 

www.CityOfBerkeley/onlineservice

Expanded Online Services: Online Service Center 
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3.  

1. Community demand for neighborhood-based Internet access and computer literacy instruction. 
2. City Council commitment to addressing the digital divide. 
3. Aging equipment in need of upgrades and maintenance.  

Top Business Drivers 

 Submit digital divide grant application by 12/31/08. 
 Develop Coordinated Community Computer Lab Support Plan by 7/30/09. 
 Develop a standard kiosk configuration by 10/31/09. 
 Standardize Desktop Image at all labs by 12/31/09. 
 Implement Maintenance & Replacement Schedule & Staffing by 1/31/10. 

FY 2008-2010 Action Items 

1. 50% increase in “uptime” availability of computers in public access labs (to 99.999%). 
2. Community feedback surveys rating 90% of all computer labs “good” or “excellent”. 

Target Outcomes & Measurement 

Public Access Computer Labs expand access to information
technology, provide learning services, and support after-school,
workforce development, recreation, seniors, and library programs.
Although  ‘state-of-the-art’ when opened, these labs are in need of
upgrades, ongoing maintenance, and expanded educational programs
that leverage partnerships between City Departments, the Berkeley
Public Library, and local community organizations to address the
digital divide by offering computer resources and training. Public
Access Computers are located at: 
 Library Central Branch - 2090 Kittredge Avenue 
 Library Claremont Branch - 2940 Benvenue Avenue 
 Library North Branch - 1170 The Alameda 
 Library South Branch - 1901 Russell Street 
 Library West Branch - 1125 University Avenue 
 Martin Luther King Youth Services Center - 1730 Oregon Street Berkeley  
 Frances Albrier Community Center - 2800 Park Street  
 Live Oak Community Center - 1301 Shattuck Avenue   
 James Kenney Community Center - 1720 8th Street  
 Willard Clubhouse - 2720 Hillegass Avenue  
 North Berkeley Senior Center – 1901 Hearst Avenue 
 South Berkeley Senior Center – 2939 Ellis Street 
 West Berkeley Senior Center – 1900 Sixth Street 

Public Access Computer Labs 
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311 Customer Service Team 

 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

CRM (Community Relationship Management) software tracks
which interdepartmental City services a community member has
requested, the delivery dates associated with each service, and
billing information associated with the community member’s
property or service.  The information is centralized (rather than
stored departmentally) to provide direct access to management,
line staff, community members themselves, and other systems
(such as IVR and WCM) that might send information to and
receive updates from the CRM system. In addition, CRM systems
guide customer service representatives through routine service
calls to ensure consistent and accurate information and service
delivery protocols. 

4.  

1. City Council directive for more consistent and effective customer service. 
2. Fiscal pressure to improve customer service efficiency. 
3. Organizational need to integrate service delivery across departmental areas. 

Top Business Drivers 

 “Soft launch” internal use of CRM software in 311 customer service center by 8/30/08. 
 Integration of CRM with back end system for all refuse billing services by 12/31/08. 
 “Soft launch” of 311 service by 1/30/09.  
 “Soft launch” of online public portal by 3/1/09. 
 Integration of IVR and online payment gateway with CRM by 5/1/09. 
 Expansion to additional operational units by 6/30/10. 

FY 2008-2010 Action Items 

1. Integration of CRM with operational backend systems. 
2. 60% decrease in requests for service directly from operational departments. 
3. 75-85% first call resolution in the 311 center. 

Target Outcomes & Measurement 

Community Relationship Management (CRM) 
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Strategy: Implement a service oriented architecture (SOA) for software interoperability and 
scalability. 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

5. Middleware  Central to the City’s planned Service Oriented Architecture for business
applications, middleware will provide a common technical ‘glue’ such so that
software systems normally unable to communicate with one another can trade
information. 

Key FY09-11 Strategic Initiatives: Enterprise Business Applications 

In partnership with the Department of the City Clerk, improve and expand
workflow, records management, and document management system technologies. 

7. Enterprise 
    Project      
    Management 

Select and implement an EPM software system to manage, monitor, and assess the
status of Citywide projects and special initiatives. 

8. (FUND$) 
Conduct a needs analysis and produce an implementation plan for replacing the
City’s core back-end financial system in the next 3-5 years. 

Goal 

A Service Oriented Architecture (SOA) that governs all software investments utilizing sound
business analysis principles and maximizing interconnectivity across business applications via a
library of centralized, reusable logic. 

6. Enterprise  
    Content  
    Management 

SOA facilitates the flow of information from one software package to another.  Normally, the flow of
information to support a simple customer request, such as fixing a pothole, can be quite complex as it
crosses different departments, service desks, and software systems to reach the work crews who
ultimately complete the work. SOA succeeds by facilitating software integration through the re-use of
logic (or ‘services’). By reusing the same services in different software packages, programmers can build-
in the hooks necessary to connect one software package to another. Each of the projects in the City of
Berkeley’s FY09-FY11 applications development portfolio will employ SOA to maximize both
integration across City software packages and return on our technology investments. 

Business Applications Team 

Major software applications at the City of Berkeley fall into two
categories: Enterprise Applications that all Departments depend
upon and Departmental Applications that one or a few City
departments use to guide specific business processes. Traditionally,
the relationship across enterprise applications, as well as between
enterprise and departmental applications, has been inconsistent due to
incompatible software selection. In FY09-FY11, DoIT will implement
a centralized framework for software development based on ‘Services
Oriented Architecture’ (SOA) principles to maximize interoperability,
save development costs, and expedite development cycles.  

Business Applications 
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10. Police  
Complete the implementation of New World Systems, which includes 
computer-aided dispatch, records management, and patrol vehicle remote 
access modules. 

Key FY09-11 Strategic Initiatives: Departmental Work Group Applications  

11. HHS Complete the implementation of the Public Health Patient Information 
Management System (PHPIMS). 

12. Public Works 
      

Select and implement a new Transfer Station Management system to 
improve routing of refuse collection trucks, administration of bin inventories, 
payment, and customer follow-up. 

13. Public Works 
      

Select and Implement a new Asset & Infrastructure Management system
to improve analysis, maintenance, regulatory control, and reporting on City’s
streets, sewers, and storm drains. 

14. Finance 
 

15. Finance  
       

Select and Implement a new Business Licensing system to replace the
existing HTE module with a “best of breed” product that enables online
filing and tracking, and connects more directly to regional and state
databases for updated regulatory information. 

16. Planning  
       

Select and implement a new Land Use system to ensure adherence to all 
City regulations, streamline permit and plans processing, and improve 
overall service delivery to planning department customers. 

17. Planning  
 

Select and implement a new Housing Management system to administer the 
City’s public housing programs. 

Select and implement a new Grant Management system to improve
tracking and oversight of grants throughout all City departments. 

18. Housing  
       

9. Fire  
Complete the implementation of the Alpine Fire System in order to improve 
fire department records management and integrate appropriate fire 
department workflows with those of the police department. 

Select and implement a new Electronic Time Card system to streamline 
payroll activities, reduce manual data-entry and paper processes, and provide 
improved internal controls.

19. Auditor 
 

20. Rent Board 
       
     

Design and implement a Records Management & Workflow system to 
streamline Rent Board operations. 

Implement a hosted Toxics Management, system then evaluate the necessity 
and feasibility of migrating the hosted system to an onsite system. 
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21. Parks 
 
       

22. Parks        

Select and implement a new Marina Management system to administer 
berth assignments and facilitate online payments.    

Select and implement a new Online Reservation and Payment system for 
camps and other recreation programs.     

Key FY09-11 Strategic Initiatives: Departmental Work Group Applications  
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5. 

1. Increased demand for integration with legacy applications (such as FUND$). 
2. Greater need for integration between independent enterprise and workgroup applications (such as 

GIS, WCM, and CRM). 
3. Inefficient business process workflows involving separate applications. 
4. Duplicate sources of the same data in separate applications due to a lack of integration options. 

Top Business Drivers 

 Develop Middleware Platform and Network Architecture by 7/31/08. 
 Pilot integration of FUND$ with Lagan CRM by 8/15/08. 
 Full integration of FUND$ refuse billing processes by 12/31/08. 
 Integrate CRM Application with PW Work Order System by 3/1/09. 
 Develop a Middleware Platform to Support Enterprise Data Warehousing by 12/31/09. 
 Expand integrations to additional operational units by 3/31/10. 

FY 2009-2011 Action Items 

1. 50% improved efficiency in 311 Call Center workflows (measured via survey of call center 
agents). 

2. 50% reduction in vendor customization costs (by leveraging Middleware instead of point-to-point 
integrations). 

Target Outcomes & Measurement 

Middleware connects two or more separate software
applications, allowing them to “speak the same language” and
exchange data.  As demand for speedier business processing and
more efficient data management grows, inter-application
integration between software such as  core financial system
(FUND$), web content management (WCM), geographic
information systems (GIS), and community relationship
management (CRM) becomes critical.  Middleware facilitates
such integrations, and assists in improving business process
workflows that are currently dependent on separate applications.  

Middleware is the core component of the City’s Service Oriented Architecture (SOA) because it
provides a set of enabling services that maximize interoperability and scalability in all City software.
Discreet functions within each application can be packaged as services that can then be combined with
other services to provide a complete solution.  These services can be used multiple times in multiple
ways, affording a great deal of flexibility and scalability.  Since useful pieces of legacy software can be
combined with new systems, the ROI of each software investment can be increased. 

Middleware 
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6. 

1. Legal requirements for records retention. 
2. Increased public demand for easier access to information public records via the Internet. 

Top Business Drivers 

 Implement building permits & plans imaging by 12/31/08. 
 Consolidate & upgrade current ECM system by 6/30/10. 
 Upgrade Records Online functionality by 6/30/10. 
 Begin contract process improvement needs analysis by a date to be specified by the Finance 

department, depending upon staff availability, no later than 6/30/10. 
 Implement contract process improvement by a date to be specified by the Finance department, 

depending upon staff availability, 6/30/11. 

FY 2009-2011 Action Items 

1. 100% compliance with records-retention laws for the City’s public documents. 
2. Improvement in public access to City information and services through the new website and 311 

Call Center (measured by survey). 
3. Consolidation of internal data sources and improved access to information. 
4. Streamlined workflow associated with Citywide contracts. 

Target Outcomes & Measurement 

Enterprise Content Management (ECM) is an ongoing and
evolving strategy for managing, storing, and delivering public
records throughout the City.  The City’s ECM system includes
workflow and business process intelligence systems. Government
agencies are legally required to store public documents in a safe and
secure manner.  In addition, there is an increased public demand for
access to public records and information, as well as an internal need
for re-use of information within the organization.   

ECM: Enterprise Content Management 
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7. 

1. Need for Citywide visibility into program resource allocation, budget, and progress. 
2. Fiscal pressure for individual and consolidated view of projects to better manage staffing, 

funding, timelines, and overall coordination. 
3. Improved coordination of cross-departmental resources on all projects, particularly City 

Council’s critical initiatives. 

Top Business Drivers 

 Business analysis complete and implementation proposal submitted by 3/30/10. 
 Installation and configuration of EPM software by 9/30/10. 
 Completion of limited pilot implementation by 1/15/11. 
 Completion of Citywide rollout plan by 2/28/11. 
 Citywide implementation complete by 12/31/11. 
 Develop framework for project manager mentoring program by 5/31/11. 
 Pilot EPM by 6/30/11. 
 Evaluate the success and effectiveness of the EPM pilot test by 8/31/11. 
 Roll-out EPM to candidate departments/divisions by 12/31/11. 

FY 2009-2011 Action Items 

1. Visibility of all Council critical initial programs and special projects from inception to 
completion. 

2. 30% increase in projects completed on time. 
3. 20% increase in projects completed within original budget. 
4. Standard methods for program definition, budgeting, and project management. 

Target Outcomes & Measurement 

Enterprise Project Management (EPM) is a combination of software
and standards that support projects from inception to completion. Once a
program has been designed and approved, staff project managers can use
standard project management software to forecast timelines, assign staff
and funding resources, track costs, detail project tasks, and provide status
reports. Decision makers can view project details, such as budget, staff,
and timeline impacts on funding sources and other projects or activities
in the City. Templates for specific project types can be created to reduce
the amount of time and effort required to define and track project
activities, and facilitate information sharing across projects throughout
the City.   

EPM: Enterprise Project Management 
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8. 

1. FUND$ design and functionality has not kept pace with the City’s operational needs. 
2. FUND$ total cost of ownership (TCO) is not commensurate with the benefit it delivers. 
3. FUND$ utilizes platforms that are increasingly difficult to support. 

Top Business Drivers 

 Develop, pilot, & implement core FUND$ training program by 12/31/08. 
 Finalize application portfolio, which includes usability rankings for all applications, by 10/30/08.
 Develop composite application plan for extending the life of the most useful FUND$ functions by 

12/31/08. 
 Develop action plan for replacement of least useful FUND$ with a combination of new software 

or hosted systems (SaaS) by 12/31/08. 
 Develop action plan to complete the replacement of remaining FUND$ software by 2012 by 

9/1/09.  

FY 2009-2011 Action Items 

1. Better alignment of financial software with business needs and strategic goals. 
2. Reduced total cost of ownership of GMBA software by 10%. 
3. Reduce staff training costs with more intuitive user interfaces. 

Target Outcomes & Measurement 

The City’s core financial and work management system (affectionately
known as FUND$) was first purchased in 1990.  Since that time, changes
in technology have outpaced improvements to the system. Hence, the
functionality of many FUND$ modules is less than optimal. Planned
upgrades to the City’s technology infrastructure discussed throughout this
Master Plan, such as middleware, data warehousing, and online payment
systems will facilitate migration from specific FUND$ modules to more
effective ‘best-of-breed’ software. Utilizing formal business analysis
methodologies, staff from the Department of Finance, the Department of
Information Technology, Public Works, and the Budget Office will
develop a migration strategy and implement module replacements to
better support the City’s operational needs and strategic goals.   
 

 

Financial Management (FUND$) 
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9. 

1. A large percentage of ambulance billings could not be collected due to inefficient billing 
practices. 

2. Aging FMIS records management system is outdated and no longer supported by vendor. 
3. Current FMIS/FUND$ fire inspection billing process ineffective and staff intensive. 
4. Need to automate routine Fire Department administrative activities. 

Top Business Drivers 

 Tele-Staff to Alpine (legacy) integration by 10/31/08. 
 New Alpine Fire Records Management (RMS) system Go-Live by 11/30/08. 
 New Computer Aided Dispatch (CAD) integration with Alpine by 12/31/08. 
 Fire station ring-down system replacement implemented by 12/31/08. 
 Alpine Fire Inspection module to FUND$ integration by 4/30/09. 
 Emergency medical patient support and ambulance billing implemented by 6/30/09. 
 Equipment Inventory and Maintenance modules Go-Live by 8/30/09. 

 

FY 2009-2011 Action Items 

1. 15% increase in ambulance revenue. 
2. 20% increase in fire inspection billing revenues. 
3. 50% decrease in administrative staff time devoted to billing activities. 

Target Outcomes & Measurement 

The City’s new public safety technology system (PSTS) will replace aging Fire and
Police software applications and ensure integration between them. In FY08, Alpine
Systems Software was chosen after a thorough needs analysis that identified specific
Fire Department business processes that need enhanced automation. This new software
will help improve the Fire Department’s records management, emergency medical
operations and billing, equipment inventory and maintenance, records management,
reporting, fire alarm billing activities, and fire inspection program. Furthermore, the
software will be configured to trade information with the core dispatch system slated for
implementation as part of the New World Systems project (see Initiative # 11).
Additional Fire department computer system improvements include upgraded software
for coordinating shift assignments and improved ring down systems in each fire station. 
 

Fire Department: Alpine Systems Software 
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10. 

1. Fiscal pressure to decrease officer involved no-suspect reporting, i.e. online citizen police reporting. 
2. Increasing need for accurate, up-to-date information in the field and for planning activities. 
3. Tactical need for standard emergency communication frequencies across jurisdictions for mutual aid 

response and disaster recovery planning. 
4. Desire for increased GIS integration for more reliable emergency planning and dispatch. 

Top Business Drivers 

 New Computer Aided Dispatch (CAD) & In-Car Mobile modules live by 12/15/08. 
 Develop internal controls & workflows for continuous improvement of public safety data and 

mapping tools by 2/28/09. 
 New Law Enforcement Records Management (LERMS) module live by 7/22/09. 
 Mobile Field Reporting Module Live by 8/14/09 
 Assess requirements, select, and implement a web-based citizen report submission tool by 8/31/09. 
 New Corrections Management System module live by 10/31/09. 
 Identify steps for improving City GIS systems to enable advanced photographic mapping and 

measurement in the field by 12/31/09. 

FY 2009-2011 Action Items 

1. 10% decrease in no suspect reports taken by field officers. 
2. 25% decrease in overtime spent on maintenance of public safety systems. 
3. 10% decrease in staffing time required for public safety GIS data maintenance. 
4. 20% decrease in staff time spent preparing reports. 

Target Outcomes & Measurement 

After a thorough needs analysis of the Police Department’s operational activities
(including the dispatch center that serves both police and fire), New World
Systems software was selected to replace the City’s aging public safety
technology system (PSTS). As the core component of our upgraded PSTS, the
new software suite provides a solid foundation for improved public safety
operations. The new system will enable centralized collection of public safety
data, better insight into public safety trends, and improved crime-prevention
tools. To address increasing demands on field units, an improved wireless
infrastructure for data exchange between dispatchers, officers, neighboring
jurisdictions, and county databases will be implemented to facilitate the rapid
transfer of life-saving information like criminal suspect photos, building floor
plans, and surveillance video.  

Police Department: New World Systems Software 
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11. 

1. HIPAA requirements for the creation, storage and transmittal of confidential health care information. 
2. Electronic billing & claims reconciliation modules needed to streamline processes & improve 

revenue. 
3. Grant funding reporting and compliance requirements that are dynamic & may demand nearly real-

time processing of patient & service information. 
4. Need for enhanced data collection and analytical capabilities for improved, patient care, streamlined 

workflow, and rapid identification and assessment of events with significant public health 
consequences. 

5. Health care industry’s move to an Electronic Medical Record that makes comprehensive health 
information available to authorized users, and reduces the need to collect and store paper-based 
documentation. 

Top Business Drivers 

 Develop project budget & obtain funding by 10/31/08. 
 Complete analysis of current Public Health activities & develop process improvement plan required 

for system development phase by 12/31/08. 
 Identify, evaluate, and contract with health software vendor by 12/31/08. 
 Complete work with vendor to develop and test software components that meet Public Health patient 

information system mandates by 12/31/09. 
 Complete modifications based on user feedback & conduct system acceptance testing by 3/31/10. 
 Complete business readiness campaign by 6/30/10. 
 Fully implement new software for Public Health Nursing and Public Health Clinics by 6/30/10.

FY 2009-2011 Action Items 

1. 30% increase in reimbursement billing within allowable billing period for patient services. 
2. 10% decrease in total cost of service for the average patient. 

Target Outcomes & Measurement 

For years, the Department of Health and Human Services has provided
exceptional health care to the community using paper-based patient charts
and legacy computer systems.  Recent industry and legislative changes have
amounted to a mandate for modernized technology systems.  HIPAA (Health
Insurance Portability and Accountability Act) imposes new security and
privacy regulations and an industry-wide shift toward electronic medical
record (EMR) creates new technology standards for capturing and securing
all patient information.  Moreover, most Public Health activities are funded
by payments received through medical billing and a variety of grants with
reporting guidelines that require software to accommodate rapid changes.
Over the next few years, patient information management software systems
must be upgraded to ensure effective service delivery.     

HHS: Public Health Patient Information System 
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12. 

1. Aging legacy software is not scaleable and cannot adequately support expanded services planned 
by Solid Waste Division. 

2. Instability and limited capabilities of scale house software causes reduced operational capacity & 
frequent outages. 

3. Performance metrics and billing information is difficult for staff to access. 
4. Suspected lost revenues due to inefficient billing process. 

Top Business Drivers 

 Evaluate proposals and select vendor by 9/30/08. 
 Perform hardware / networking needs analysis to support selected product by 3/31/09. 
 Software implementation completed by 6/30/09. 
 Operations monitoring and assessment completed by 8/30/09. 
 Route optimization and other adjustments to operations by 9/30/09. 

FY 2009-2011 Action Items 

1. Improved capability to perform accurate revenue analysis & collections activities.  
2. 10% reduction in cost of average service delivery. 
3. Improved workflow, resulting in improved customer service. 
4. Improved capability to comply with State reporting requirements. 

Target Outcomes & Measurement 

The City’s Solid Waste division generates $28 million a year providing
services to approximately 25,000 customers.  These services, which are
expanding, are managed by a combination of applications in the City’s
FUND$ financial system (customer service accounts and work orders), scale
house software, and custom databases.  In all cases, the software is outdated
and difficult to use.  In addition, these disparate systems do not adequately
integrate with each other, resulting in double data entry and numerous paper-
based side systems.  This has impacted not only operations, but mandatory
compliance reporting with State agencies.  A 2007 project team comprised of
Public Works, Finance, and IT staff identified process improvement
opportunities for curbside collection efficiency, routing, revenue collection
and tracking, and customer response. Key elements in making these
improvements will be replacement of aging legacy systems, better integration
of software components, utilization of mobile and GIS technology, and
streamlined communication between operational units.

Berkeley Transfer Station
1201 2nd Street

Public Works: Transfer Station System 
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13. 

1. State and Federal laws mandate specific reporting requirements that currently either can’t be met 
or require excessive effort to meet. 

2. Inability to properly maintain and/or replace assets in a timely manner, resulting in higher 
operational & emergency repair costs. 

3. Reduction in funding sources and spiraling cost of labor and materials necessitates more 
advanced forecasting tools; performance metrics.

Top Business Drivers 

 Issue RFP for new system by 8/31/09. 
 Implement new system by 10/31/10. 

FY 2009-2011 Action Items 

1. 10% reduction in asset maintenance costs. 
2. 20% reduction in emergency repair costs. 
3. 70% reduction in staff hours required to prepare mandatory State & Federal compliance reports. 
4. Improved capability to assess asset performance when making purchasing decisions. 

Target Outcomes & Measurement 

The Public Works Department maintains a vast portfolio of public assets: 134
traffic lights, 8,000 street lights, 85,000 refuse containers, 653 miles of streets,
500 miles of sanitary sewers, 78 miles of storm sewers, and 300 miles of
walkways.  Each asset type has its own maintenance cycles and performance
metrics, currently managed using the FUND$ work order module. While
FUND$ has accommodated the more basic asset management activities, it
cannot adequately track more complex activities such as storm drain
management, maintenance forecasting, and geo-referencing assets in the public
right of way.  This not only results in higher operational costs, but also places the
City in danger of failing to meet established State and Federal compliance
standards.  In 2006, Public Works and Information Technology staff worked
together to complete a needs analysis for the City’s asset management activities
and funding was identified to support the selection and implementation of a new
asset management system that will provide better proactive maintenance and,
subsequently, an overall reduction in cost.    

Public Works: Asset & Infrastructure 
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14.  

1. Fiscal pressure to attain greater compliance and increased business license revenues through 
improved data accuracy and integration of external data sources. 

2. Operational need to improve efficiencies through better alignment of software to workflows. 
3. Improve compliance, revenue generation, business monitoring and business development. 

Top Business Drivers 

 Complete business analysis and requirements gathering by 12/31/08, subject to Finance staff 
availability. 

 Identify, evaluate and select software by 3/30/09. 
 System implementation completed by 9/30/09. 
 Integrate new licensing system with CRM by 11/30/09. 

FY 2008-2010 Action Items 

1. Increase in accuracy of classifying businesses to assess license fees. 
2. 20% increase in business license revenue.  
3. 50% decrease in delinquent renewals due to online renewal capabilities. 
4. Implementation of online business license renewal process.  

Target Outcomes & Measurement 

Business licenses account for over $11 million in annual General Fund
revenue that is used to fund critical City services. Maintaining accurate
and timely information is essential to supporting core activities including
revenue collection, license issuance, business improvement districts, and
customer service. The FUND$ Business License module is limited in its
ability to support these functions. A replacement system with more
robust features will better equip staff to identify underreported gross
receipts, resolve delinquent accounts, and correctly assign business
classifications to assess license fees. The new system will also allow
business owners to apply and renew business licenses online and support
business-related data to be more easily shared across departments such as
Economic Development, Public Safety, and Planning.  

Finance:  Business Licenses 
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15. 

1. City is not fully utilizing current grant funding due to the lack of adequate management tools. 
2. Inconsistent accounting practices amongst grant managers. 
3. Budget reductions may endanger some programs if appropriate grant controls are not 

implemented. 

Top Business Drivers 

 Full analysis of existing grant accounting practices by 12/1/08. 
 Standardize grant account practices Citywide using existing systems by 6/30/09. 
 Identify, evaluate and select specialized grant management software by 12/31/09. 
 Implement grant management software by 3/15/10. 

FY 2009-2011 Action Items 

1. Standardization of grant accounting throughout City. 
2. 35% increase in reimbursement of grant-funded expenditures. 
3. 20% reduction in staff time devoted to grant management. 

Target Outcomes & Measurement 

The City of Berkeley relies upon approximately $30 million in grants.
Some departments, like HHS and Housing, rely heavily upon this funding,
but other departments such as Police, Planning, and Public Works also
employ grants as a funding source.  Managing grants is a complicated
process.  Grant managers currently use a variety of systems to track
different components of a grant, including FUND$ codes, spreadsheets,
and paper files.  Replacing these ad hoc tools with a comprehensive
solution will require not only new software designed specifically to support
grant manager activities, but also improved grant accounting practices.  As
a result, this project will require substantial process analysis and training
prior to implementation, but it has the potential to greatly improve the
City’s ability to track, manage, and reapply for grant funding.

Finance:  Grants Management 
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16. 

1. Increasing demand for permit process improvements. 
2. Inefficiency, high staff cost and risk of error with current systems. 
3. Land Use information is not immediately available to other city systems or to community 

members. 

Top Business Drivers 

 Finalize system requirements by 4/30/09. 
 Select vendor by 6/30/10. 
 Implementation by 6/30/11. 

FY 2009-2011 Action Items 

1. Project status, hearing schedule and history of determinations available via Internet to 
community, staff and officials. 

2. Ability to share Land Use data with other City systems such as Building Permits, Business 
Licenses and Public Safety. 

3. 25% reduction in staff cost for administration of development projects. 
4. 20% reduction in the project delays due to process inefficiencies. 
 

Target Outcomes & Measurement 

The Department of Planning & Development not only enforces the
City’s Zoning Ordinance through the issuance and monitoring of use
permits, but also enforces State codes (such as CEQA) and decisions
reached by various city commissions like the Zoning Adjustments
Board, Planning Commission, and Landmarks Preservation
Commission.  Staff has historically tracked information to support
these activities using an assortment of databases, spreadsheets, and
paper systems.  The staff time required to maintain such systems is
inefficient.  Following a formal needs analysis, a more effective
software system will be identified and implemented to manage the use
permit process from beginning to end, facilitate quick access to
information associated with development projects and legislative
decisions, and enable integration with the City’s major enterprise
systems, such as CRM and GIS. 

Planning:  Land Use 
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17. 

1. Duplicate sources of the same data in spreadsheets and ad hoc databases due to a lack of 
integration options.  Difficulty creating a comprehensive view of activities and information 

2. Inability to spatially reference data due to lack of GIS implementation. 
3. Inability to correlate disparate hazardous materials, storm water, and contamination data that 

reside in different databases. 
4. Inability to share data with other agencies and departments. 
 

Top Business Drivers 

 Implement a Hosted Solution by 12/31/08. 
 Evaluate hosted solution versus bringing the solution on-site by 12/31/09. 
 If bringing on-site, implement on-site solution by 5/31/10. 

FY 2009-2011 Action Items 

1. Improved efficiency in project time tracking and reporting. 
2. 50% of regulated facilities participating in on-line inventory data submission. 
3. 50% reduction in paper based data collection. 
 

Target Outcomes & Measurement 

The Toxic Management Division (TMD) of Planning is charged with 
regulating 1300 active and inactive sites, including 400 permitted sites 
that require toxic material and/or storm water monitoring.  The 
chemical inventory and contamination records TMD maintains are 
important to other departments, such as Public Works and Fire, as well 
as the general public.  For years, TMD has relied upon a collection of 
public domain software, Access databases and spreadsheets to manage 
its operations.  The goal of this project is to make toxics information 
more accessible to those who need it, allow the TMD staff to respond 
to complaints and events in a more timely manner, and to improve the 
efficiency of monitoring, enforcement, and billing activities.    
 

Planning:  Toxics Management System 
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18. 

1. Complex compliance and monitoring requirements for low income and affordable housing 
programs that are difficult to track. 

2. Inability to reliably detect properties and landlords involved in more than one program. 
3. Liability to City for inadequate enforcement of State and Federal regulations. 
4. Loss of revenue. 
5. Duplication of efforts among multiple staff maintaining individual spreadsheets and 

inconsistency of the information between them. 
 

Top Business Drivers 

 Complete full analysis of Housing needs by 6/30/09. 
 Research, evaluate, and select software system by 12/31/09. 
 Implement new software by 4/30/10. 

FY 2009-2011 Action Items 

1. 25% increase in compliance with Federal and State regulations. 
2. 25% increase in housing revenues due to more effective analysis and enforcement regulations. 
3. 50% increase in staff efficiency. 
4. Increased transparency of all Housing programs for staff, officials, and the public. 

Target Outcomes & Measurement 

The Housing Department, in pursuit of its mission to preserve and
support affordable housing, administers an array of complex
programs ranging from housing for homeless disabled persons to
monitoring affordable housing compliance for new developments.
Most of these programs are administered using a variety of
spreadsheets and ad hoc databases.  Some of the programs have
recently been automated, including Shelter Plus Care and Davis-
Bacon contractor compliance.  The remaining processes require
automation to ensure complete compliance and the best service
delivery of housing services.  The goal of this project is to identify
and implement a complete housing management system that will
allow Housing staff to concentrate on their specialties and ease the
burden of developing their own program administration tools. 

Housing  Management System 
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19. 

1. High cost and other inefficiencies and risk of error in having departmental payroll clerks transfer 
employee time from paper to the City’s payroll system. 

2. Inability to take full advantage of existing electronic data collection devices (e.g., biometric 
clocks). 

3. Inefficient, costly process to sign and approve paper timecards. 
4. Current time collection cycle requires employees to enter some time before it is worked, resulting 

in unnecessary corrections (for absences and overtime) after timecards have been entered. 

Top Business Drivers 

 Gather time collection requirements from departments by 9/30/10. 
 Identify, evaluate and select electronic timecard system by 1/31/11. 
 Install and configure software and hardware by 3/31/11. 
 Conclude first departmental pilot by 6/1/11. 
 Citywide implementation by 6/30/11. 

FY 2009-2011 Action Items 

1. 25% reduction in duration of biweekly time collection lifecycle. 
2. 50% reduction in payroll clerk time in verifying/entering employee time. 
3. More timely submission of time by employees and easier review for supervisors. 
 

Target Outcomes & Measurement 

Every two weeks, payroll clerks throughout the city process over a
thousand paper timecards, checking budget codes, hour codes, and
authorizations.  In some departments, this information is keyed into
spreadsheets for further tabulation and cross checking and only then
entered into the FUND$ payroll system.  While the complexity of
tabulating employee time cannot be completely addressed by
software, it is possible to improve the process of getting information
into the payroll system.  New electronic timecard software will
facilitate the collection of employee time from a variety of sources,
provide review and approval capabilities, and interface with the
City’s existing payroll system. 

Auditor:  Electronic Timecards 
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20. 

1. Current system is aging and vendor no longer supports platform. 
2. Desire to increase system efficiency and usability. 
3. Demand for easier and more advanced reporting and data analysis. 

Top Business Drivers 

 Business Analysis Complete by 9/30/08. 
 Packaged Software evaluation complete by 12/30/08. 
 Packaged Software vs. Internal Programming Decision by 1/30/09. 
 Pilot Implementation by 9/30/09.  
 System Implementation by 12/30/09. 

FY 2009-2011 Action Items 

1. 20% decrease in administrative and staff support costs. 
2. System compliance with Citywide technical guidelines and data storage standards. 
3. Improved reporting and data analysis tools. 
4. Web enabled applications and tracking. 

Target Outcomes & Measurement 

The Rent Board works to ensure compliance with legal obligations
relating to rental housing; and to advance the housing policies of the
City with regard to low and fixed income persons, minorities, students,
disabled, and the aged. Currently, the Rent Board uses an aged
UnixWare system and Informix database engine to support its
operations. At over ten years old, this system requires redesign to meet
current records management and workflow needs, integrate with
enterprise systems such as Community Relationship Management
(CRM) and Geographic Information Systems (GIS), and adhere to the
data storage and security standards that guide Citywide business
applications. 

Rent Board: Records Management & Workflow System 
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21. 

To Be Determined 
 

Top Business Drivers 

To Be Determined 

FY 2009-2011 Action Items 

To Be Determined 
 
 
  

Target Outcomes & Measurement 

 
 
This space intentionally left blank as a placeholder for
the Parks, Recreation, and Waterfront Marina
Management System project description. 

Parks, Recreation & Waterfront:  Marina Management System
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22. 

1. Current system consumes a great deal of costly staff resources. 
2. Public must register via mail or in person, often resulting in lag time before registration is 

confirmed. 
3. Cumbersome and ineffective waitlist management. 
4. Financial management is inefficient and error prone. 

Top Business Drivers 

 Implement an online registration system pilot by 11/15/08. 
 Evaluate pilot program by 3/15/09. 
 If pilot is a success, expand to facilities, leagues, and other programs by 12/31/09. 

FY 2009-2011 Action Items 

1. 60% improvement in customer satisfaction. 
2. 50% reduction in staff time required to manage program finances. 

Target Outcomes & Measurement 

For years, Parks, Recreation, & Waterfront (PR&W) has relied on a
DOS-based registration system.  Registration was conducted either
via mail or in person at one of the recreation counters.  In addition
to being labor intensive and inefficient, the existing process is also
difficult from a customer service perspective.  The goal of this
project is to implement an online reservation system that will allow
the public to register for Berkeley camps via the Internet or
telephone.  The new software will provide better customer service
and management of the program’s finances.  

Parks Recreation & Waterfront:  Online Reservation System 
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23. Data  
      Warehousing 

Implement a centralized warehouse that integrates data from various operational systems
and applications to enable cross-platform data sharing and comprehensive organizational
data storage, security, and mining. Centralizing and rationalizing the City’s data in this
manner is a critical step to maximizing Citywide operations in the coming years. 

Data Management: Key FY2008-2010 Strategic Initiatives 

24. Enterprise  
      Reporting &  
      Analysis  

Provide a variety of decision support tools and information products that will
accommodate a wide range of users, skills and needs.  Used in conjunction with the City’s
data warehouse, these tools and products will not optimize use of IT staff but also enable
line of business users and decision makers to access and analyze enterprise information in
a meaningful way.  

 
Ernesto Rodriquez 

Data Warehousing Coordinator

Goal 

A robust, cost-effective infrastructure for collecting, storing, securing, and analyzing Citywide 
operational data as a vital public asset for planning and measuring municipal services. 

As the City expands its reliance upon technology systems, managing
the data produced and utilized by these systems becomes increasingly
important. Previously, disparate business applications demanded
separate databases. This led to the proliferation of stand-alone
databases throughout departments and across applications that are
unable to share information, follow inconsistent security protocols,
make Citywide trend analysis extremeley difficult, and cost the City
licensing fees, risks, and inefficiencies.  
 

A data warehouse is a ‘master database’ that centralizes data from a range of different sources so
that information can be shared across business processes and comprehensively mined to conduct
wide-scale management analysis and reporting. In 2008, the City of Berkeley will begin
implementing an enterprise data warehouse in order to simplify the collection, storage, security, and
utilization of data across business applications, departments, and reporting tools.  
 

25. Geographic  
      Information 
      Systems       
      (GIS) 

Upgrade the City’s Geographic Information Systems (GIS) infrastructure in order to 
enable integration with core enterprise applications and facilitate more rapid development 
of spatially oriented analysis tools. 

26. Youth  
      Data  
      Project 
 

Proposed project to develop a system whereby the city and Berkeley Unified School 
District (BUSD) store data and report, via mutually agreed upon outcome measures, 
on the progress the City of Berkeley is making in overall well-being with children and 
youth.  This data can potentially be used for developing report cards for public 
consumption.

Data Management 
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23.  

1. Operational need for centralized, consistent, and accurate information from disparate systems. 
2. Fiscal pressure to increase revenue and improves efficiencies via better decision-making. 
3. Desire for increased information-driven policy-making. 
4. Need for a ‘self-service’ reporting environment for increased user base without IT interference. 
5. Customer-service orientation requires a comprehensive, customer-centric view of data. 

Top Business Drivers 

 Gather Citywide feedback for business needs and prioritization for pilot project by 7/31/08. 
 Identify specific pilot project users and conduct requirements gathering by 7/31/08. 
 Develop a Database Administrator work plan by 10/15/08. 
 Design and implement proof of concept warehouse by 10/30/08. 
 Formalize process for expanding data warehouse to operational units 11/15/08. 
 Establish data governance, security, and meta-data protocols by 12/31/08. 
 Expand data warehouse to operational units 6/30/10. 

FY 2009-2011 Action Items 

1. Successful gathering of requirements and implementation of pilot reporting project by end of FY08. 
2. Development of strategic roadmap for supporting successive data warehouse projects. 
3. Implementation of scaleable architecture that can support a range of reporting and analysis needs. 
4. Decreased spending on external data subscriptions (e.g. Sales Tax data subscription). 
5. Compliance with established data management protocols. 
6. Increased number of users and applications using data warehouse information. 

Target Outcomes & Measurement 

A critical issue facing the City of Berkeley is how to most effectively use its vast
data stores. Decision-makers - from senior managers to front-line employees - in
need of essential business intelligence are increasingly hampered by slow and
limited access to data, disparate data sources, format incompatibility, and a lack
of historical information. The City’s data warehouse is designed to support
business decisions by collecting, consolidating, and organizing data to make it
more readily available to business applications, reporting tools, and decision-
makers. 

A data warehouse is a central information repository. Unlike the proprietary data storage platforms
that are native to the City’s primary legacy systems, a data warehouse stores ‘read-only’ data that is
specifically organized for rapid transfer to a wide variety of business applications and reporting tools.
The data-warehousing program will gather and prioritize requirements across City departments and
implement a robust data architecture to support the changing needs of users across the City. Priorities
for FY08-10 include requirements gathering, data analysis and architecture, system implementation
reporting tool selection, staffing, database creation and configuration, data security controls and end-
user training. 

Data Warehousing 
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24.  

1. Inability to correlate disparate business “facts” that reside in different databases. 
2. Need for immediate ad hoc organizational and operational data to inform important decisions. 
3. Need for consolidated, simplified view of the city to facilitate policy decisions and monitor 

performance. 

Top Business Drivers 

 Design and implement proof of concept reporting and analysis service by 10/30/08. 
 Conduct reporting and analytics needs analysis for first operational unit by 1/31/09. 
 Deliver expanded warehouse and analytical tools to first operational unit by 4/15/09. 
 Expand reporting and analysis services to operational units 6/30/10. 

 

FY 2009-2011 Action Items 

1. 60% reduction of staff time in obtaining routine information. 
2. 70% increase in satisfaction with information available. 
3. 45% increase in efficiency of operations due to better monitoring mechanisms. 
4. 60% decrease in effort required to assemble ad hoc data for decision-making. 
5. 65% reduction in IT service requests for customized reports or data extracts. 

Target Outcomes & Measurement 

Improve the use of data in strategic planning & performance
measurement. Information is of critical importance to any company.
Technology can help empower an organization’s most important
business asset—your people—by connecting them with the right
information quickly, so that they can transform business data into
insights and translate insights into organizational knowledge and
action. Reporting serves as the foundation of a broader business
intelligence strategy by ... reliably and securely—via the web or
embedded in enterprise applications. By delivering the most-
requested information reliably and securely—via the web or
embedded in enterprise applications—reports serve as the
foundation of a broad business intelligence strategy.  

Enterprise Reporting & Analysis 
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25. 

1. Rapidly changing demand for information to support policy makers and city administration. 
2. Governance requiring increasingly complex decision support. 
3. Most activities of city government are related to a geographical location. 
4. Sophisticated public with increasingly complex information demands. 

Top Business Drivers 

 Redesign and implement physical architecture, including software, by 9/30/08. 
 Fully implement and publish revised policies by 10/30/08. 
 Develop and implement new internal and public GIS web portals by 11/30/08. 
 Complete and deliver “top 10” map services/products for internal use by 12/31/08. 
 Complete and deliver “top 10” map services/products for external use by 4/30/09. 
 Complete and deliver second-generation GIS applications to replace Parcel Popper and Parcel 

Notifier by 6/30/09. 

FY 2009-2011 Action Items 

1. Refined, efficient workflow that speeds time to delivery of all products and services. 
2. Replacement of existing GIS applications that are difficult to maintain and/or that provide limited 

functionality. 
3. Proliferation of map products and services supporting all areas of business. 
4. Self-help portal for both staff and public to optimize use of GIS professionals. 

Target Outcomes & Measurement 

Geographic Information Systems (GIS) provide a spatial view of data. While
GIS can be used strictly for generating maps, its most powerful application is
as an analytical tool with advanced modeling, forecasting, planning and
performance measurement capabilities.  The City’s GIS program has
experienced incremental growth over the past 12 years.  While data
development efforts have flourished, easy access to the GIS data repository has
remained a challenge due to a lack of integration Citywide business processes
and enterprise software.  Our goal in the coming years is to upgrade the GIS
infrastructure to be an easily accessible enterprise tool for data analysis. The
new architecture will adhere to the Citywide Service Oriented Architecture
(SOA) standards, thereby facilitating more rapid development of GIS
applications and enabling a more robust set of web-based GIS services the
community via the City’s website at www.CityOfBerkeley.info. 

Brian Quinn 
GIS Coordinator 

Geographic Information Systems (GIS) 

http://www.cityofberkeley.info/
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26.  

1. Fiscal and social pressures to maximize efficacy of youth programs throughout the community. 
2. Inefficiencies in current data generation and tracking mechanisms.  
3. Lack of coordination and performance measurement across City youth programs. 

Top Business Drivers 

 Select Indicators    
 Write Tech Requirements   
 Identify Technician/Programmer   Timelines To Be Determined 
 Load Data / Test Pilot System  
 Desired Go Live    

FY 2009-2011 Action Items 

1. Comprehensive overview of youth program monetary investments and key performance 
measurement metrics. 

2. Access to data input and report output by all major youth programs in the City, including those 
operated by Berkeley Unified School District (BUSD) and community non-profit agencies. 

3. Automated quarterly and annual performance reports.  
 

Target Outcomes & Measurement 

The youth data project is to develop a data system whereby the City
and Berkeley Unified School District to store data and report, via
mutually agreed upon outcome measures, on the progress the City of
Berkeley is making in overall well being with children and youth. This
data can potentially be used for developing report cards for public
consumption. The goal is to provide more robust analytical tools to
assess how well children and youth are doing on a variety of levels:
education, employment, after-school activities, contact with juvenile
justice etcetera.   

Youth Data Project 
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27. Online  
      Training  
      System 

Provide online course development tools that allow subject experts, training 
professionals and others to develop and deliver specialized training not 
requiring a classroom setting to be delivered to staff on demand. 

Workforce Training: Key FY2009-2011 Strategic Initiatives 

28. Core IT 
      Training 

Integrate IT training program with Core Course program – in concert with 
desktop standardization – to include online modules, advanced training in 
Enterprise Applications, and further training in FUND$, business analysis, 
and technology project planning. 

29. Hiring,  
      Intake, &  
      Testing 

Automate hiring and intake procedures for increased efficiency & to support 
clearly articulated technology skills necessary to gain employment at the City
of Berkeley. 

City of Berkeley Executive 
Team 

Goal 

A highly motivated, technically proficient workforce able to utilize the most efficient technologies in 
delivering excellent City services and coordinate strategic investments across departments, divisions, 
and business processes. 

Information technologies are enabling tools and disciplines that assist
organizational effectiveness. However, the best technologies will not
automatically enable employees to be efficient or effective.
Organizational culture - and the degree to which sound planning,
business process reengineering, and employee training practices are
encouraged - plays an important role in determining whether or not
any technology project will succeed.

Organizational Development 
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27.  

1. Increasing demand for Berkeley-specific training and limited staff resources to provide classroom 
training. 

2. Heavy reliance on written or oral communication of specialized policies and procedures. 
3. Cost of classroom training not always justified by the level of course material. 
 

Top Business Drivers 

 Partner with BCM to pilot & publish short online video how-to’s by 3/31/09. 
 Identify, evaluate, and select course-authoring software by 3/31/09. 
 Produce prioritized course creation plan by 9/30/10. 
 Publish first series of classes by 11/30/10. 

FY 2009-2011 Action Items 

1. 25% reduction in cost of classroom training for material that can be disseminated via online 
training (such as employee orientation).   

2. Greater access to training for all staff. 
 

Target Outcomes & Measurement 

The City provides a comprehensive classroom-training program for its
employees, ranging from core courses such as Conflict Resolution to more
specialized safety training for employees who operate heavy equipment.
While this classroom training is successful and necessary, there are unmet
training needs that could be addressed by focused online training program.
For example, online tutorials explaining how to process a purchase
requisition or prepare a budget submission could be delivered at the
desktop.  Supervisors would also be able to require and track compulsory
training. Course development tools can be used by business experts,
managers, and/or training experts.  

Online Training System 
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28.  

1. The need to provide Core IT training and policies for new as well as current City of Berkeley 
staff. 

2. To help increase efficiency in City of Berkeley operations by properly utilizing the technology 
tools given. 

3. In providing this training City of Berkeley staff will better understand and use the technology 
needed to help the City of Berkeley community. 

4. By decreasing the number of helpdesk calls IT staff can devote more time to more complex 
issues, project and newer technologies. 

5. To properly explain IT policies regarding security and technology use to all City staff. 
 

Top Business Drivers 

 Re-analyze data from service request system to determine the most frequently asked 
questions/problems by 11/30/08. 

 Look at current location of self help documentation to determine if newer documentation is 
needed by 12/31/08. 

 Develop, pilot, & implement core FUND$ training program by 12/31/08. 
 Modify Core IT training packet to incorporate system upgrades by 1/31/09. 
 Modify Core IT training packet to include Security Best Practices module by 1/31/09. 
 Re-evaluate and expand program as appropriate: 9/30/09 & 9/30/10 

 

FY 2009-2011 Action Items 

1. 10% decrease in routine service requests from City of Berkeley staff. 
2. 10% increase in iCoBWEB self help visits. 

Target Outcomes & Measurement 

The need for a Core Information Technology Training program has never been
greater.  Almost one quarter of the 16,000 service requests handled by Help Desk
each year involve City employees who need assistance using the core technical tools
on their desktops. As we do better job of training City staff to use technology, we
can reallocate Information Technology support staff to more complex technical
issues, projects, and training for newer technologies. A Core IT Training will also
increase overall efficiency in City of Berkeley operations as City employees become
more adept at utilizing technology to deliver improved City services.   
 

Core Information Technology Training 
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29. 

1. Large number of job openings and applicants overload existing system, resulting in a longer 
hiring process. 

2. Inefficiencies in current system are costly, ineffective and unnecessary. 
3. City is losing competitiveness in hiring qualified applicants due to lengthy process. 

Top Business Drivers 

 System configuration and HR staff training by 9/15/08. 
 Departmental staff training by 10/30/08. 
 Internal and external go-live by 11/15/08. 
 Payroll interface implemented by 12/15/08. 

FY 2009-2011 Action Items 

1. 40% decrease in cost per applicant processing. 
2. 20% decrease in average length of hiring process. 
3. Ability to better detect and analyze trends and monitor hiring metrics. 

Target Outcomes & Measurement 

For many years, the Department of Human Resources has coordinated the
process of hiring employees with outdated and inefficent technology tools.  Most
steps in the current process require manual intervention.  This cumbersome
system is not only inefficient, but also results in lost opportunities with potential
hires because the City’s hiring process is slower than that of competing
organizations. The Human Resources Department’s new web-based applicant
tracking and intake system will support streamlined hiring processes, from job
requisition, to online applications, to employee intake.  Hiring managers will be
able to request requisitions, review applications and select candidates online.
Once a candidate is hired, information will be seamlessly integrated into the
payroll system, significantly improving our current intake process. The new
applicant tracking system will provide a foundation for further developing online
systems for classification-specific testing and tracking. 

Hiring, Intake, & Testing 
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Strategy: Implement updated security tools, consolidate voice and data networks, and launch a Green 

IT program. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

30. Network  
      Security 

Overhaul security protocols and monitoring tools to address new threats and
mitigate weak internal controls, including those associated with network access,
data protection, and desktops.

Network Operations: Key FY08-10 Strategic Initiatives 

              Network Operations Team 

31. Green IT Reduce the City of Berkeley IT carbon footprint by standardization, consolidation,
and enforcing green work habits with respect to technology (such as duplex
printing).  

32. Wireless 
      Field  
      Operations  

Enable City staff to access major Enterprise and Departmental applications from
the field, to facilitate more efficient service to the community and reduce the
need for paper reporting and double data-entry. 

33. Voice Over  
      Internet  
      Protocol  

Complete a network readiness assessment, mitigation plan, and implementation
schedule for consolidating voice and data networks to save costs associated with
hardware, licensing, operations, and administration. 

34. Disaster  
      Recovery  

Comprehensively overhaul disaster recovery and continuity of operations
procedures to reflect needs associated with new Enterprise applications, data
warehousing, and implementation of Internet-based co-location. 

Implement standard City desktop and laptop configurations, direct from
supplier, with standard application suite to save costs associated with building,
maintaining, and deploying disparate machine images. 

As City departments, divisions, and business units increasingly
implement technical solutions to improve the efficiency of
operations, the tasks associated with ensuring efficient network
operations, availability, and security become increasingly
complex. Adopting industry best practices for converged
networks, standardization, security, and disaster recovery will
greatly reduce the cost and strain of maintaining the network
infrastructure that staff and community members depend upon
to conduct their business.  

Goal 

A highly available and fault tolerant network infrastructure that enables City staff to conduct business 
in a secure, cost-effective, and efficient manner and follows best practices for Green IT. 

35. Standardized 
      Desktops 

Network Operations 
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It is increasingly common to encounter news that an organization’s network 
has been hacked, Social Security numbers or financial information has been 
stolen, or missing laptops have led to the loss of mission-critical data. Such 
security risks are difficult to mitigate in the simplest of network 
environments. The City of Berkeley’s complex business environment and 
commitment to improved efficiency through expanded technical services 
make network security an ongoing challenge. For example, increased use of 
web-based and wireless network access is necessary to increase the efficiency 
of departmental operations, but inevitably increases network security threats.  
The Department of Information Technology is committed to mitigating unacceptable security risks 
throughout all network resources - - including our financial system, police department records, 
operational databases, Internet connections, servers, desktops, and removable media - - while at the 
same time equipping City staff with the technology tools they need to deliver excellent community 
service.  
 
In keeping with security best practices, the Health Insurance Portability and Accountability Act of 
1996 (HIPAA), and Department of Justice (DOJ) regulations, the Department of Information 
Technology will continue to develop policy recommendations and implement systems that enable 
regular monitoring, analysis, and correction of behavior on the City’s network. Though these 
restrictions are sometimes difficult to implement, the benefits can lead to not only better security, 
but also reduced operational costs. For example, standardizing desktops will not only reduce the 
number of ‘back doors’ to the network, but also decrease the overall cost of maintaining the City’s 
1,150 workstations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 

1. Growing exposure to potential vulnerabilities and the need to reduce productivity loss. 
2. Health Insurance Portability and Accountability Act (HIPAA) and Department of Justice (DOJ) 

security mandates. 
3. Desire to reallocation of IT resources from baseline activities to strategic initiatives. 

Top Business Drivers 

1. Monthly comprehensive server OS and hardware status reporting. 
2. Configuration Manager agents verified on 99.999% of City workstations. 
3. Completion of enterprise asset classification. 

Target Outcomes & Measurement 

 Implementation of centralized, automated workstation configuration software by 12/31/08. 
 Automated traffic analysis, forensics, patch management, and inventorying by 7/31/09. 
 Implementation of centralized Network Access Control by 12/31/09. 
 Pilot implementation of virtualized desktops by 6/30/10. 

FY 2009-2011 Action Items 

30.  Network Security 
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31.  

1. City Council mandates and Community Commitment to environmental stewardship. 
2. Current data center configuration cannot support growth in stand-alone hardware (‘server 

sprawl’). 
3. Fiscal pressure to reduce hardware, storage, backup, and staffing costs.  
4. Legislated mandates for increasingly robust security and disaster recovery. 

Top Business Drivers 

 Baseline IT energy consumption levels by 10/31/08. 
 Standardize “green procurement” for new IT equipment purchases by 6/30/09. 
 Configure and enforce power saver settings for client workstations across the organization by

6/30/09. 
 Implement Consolidated Data Warehouse Server Farm by 8/30/09. 
 Implement Citywide IT recycling program by 10/31/09. 
 Re-engineer Data Center For Energy Efficiency, Consolidation, & Virtualization by 12/31/09. 
 Consolidate Applications Servers by 12/31/09. 
 Virtualize server farm by 12/31/10. 

FY 2009-2011 Action Items 

1. 75% reduction in server farm via server consolidation and virtualization. 
2. 100% EPEAT (Electronic Product Environmental Assessment Tool) Gold Certification. 
3. 100% enforcement of hardware power saving features via System Center Configuration Manager.
4. 20% Total Cost of Ownership (TCO) Reduction in Hardware, Storage, and Backup. 
5. 500% Increase in Citywide Processing Power Utilization. 
6. 20% Reduction in Data Center Energy Costs. 

Target Outcomes & Measurement 

By passing Measure G in November 2006, Berkeley voters called for an 80%
reduction in community greenhouse gas emissions by 2050 and the
development of a Climate Action Plan. Information Technology plays a
critical role in supporting this effort. The Environmental Protection Agency
reports that energy use in data centers has doubled in the past six years and
that, without implementation of Green IT, this trend will continue.  

Maintaining an efficient computing infrastructure (including data centers, servers, desktops, printers,
and employee work habits) is one of the most important steps City staff can take to reduce energy
consumption, prevent greenhouse gas emissions, and lower the environmental and financial costs of
running our municipal government.  The City of Berkeley network appliances adhere to EPEAT
(Electronic Product Environmental Assessment Tool) criteria.   Other programs, such as desktop
standardization, E-waste consolidation, and standardized training for Green IT work habits will help
support our community commitment to staying green. 

Green IT 
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Wireless technology offers significant opportunities to help City staff working 
in the field. Providing building inspectors, police officers, refuse workers, fire 
personnel, housing officials, and public health nurses with direct access to back-
end systems not only empowers them with the information they need while at a 
worksite, but also reduces the need for paper reporting and double data-entry.  
 
Mobile computing involves not only selecting appropriate hardware for the field (laptops, tablets, 
handhelds, etc.), but also the more complicated processes of developing a mobile interface to core 
business systems and implementing a secure connection to protect information traveling between 
worksites and the City’s internal network. In FY09, the Department of Information Technology will 
complete the implementation of an upgraded mobile computing infrastructure for the Police 
Department’s entire vehicle fleet and begin mobile computing pilot programs for other City 
departments, including Fire, Public Works, Housing, Parks, and Planning. By the end of FY10, 
mobile computing will become an integral part of the City’s approach to providing excellent and 
efficient field services.  
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

32.  

1. Increased need for employee mobility in the field. 
2. Costly inefficiencies in the way information is transferred to and from the field to the City 

network (double data-entry, paper reporting, back-and-forth transit time from the field to the 
office, etc). 

Top Business Drivers 

 Conduct a field wireless pilot, measure performance, and develop an expansion plan by 8/30/08. 
 Adopt a wireless policy that includes security, access, hardware, and software standards by 

10/31/08. 
 Specify technical requirements and expand the current City infrastructure to allow for wireless 

field operations by 10/31/08. 
 Establish standards for physical safeguards to protect against theft or unauthorized access to City 

Network resources by 11/30/08. 
 Establish methods for tracking and auditing wireless equipment by 12/31/08. 
 Finalize recommendations to expand field wireless technology from cellular connectivity to a 

wireless local area network (LAN) via Citywide (non-Public Safety) access points by 12/31/10. 

FY 2009-2011 Action Items 

1. 25% increase in worker productivity as measured by service request completion metrics & self-
reporting. 

2. 50% reduction in paper reporting and double data entry as measured by service request 
completion metrics & self-reporting. 

3. 25% reduction in transit costs to and from the office, as measure by self-report. 
4. 50% reduction in infrastructure costs as measured by savings on cabling costs and labor.

Target Outcomes & Measurement 

Wireless Field Operations 
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With the green initiative in the forefront of the minds of City’s 
constituents, Voice over IP (VOIP), or the transmission of voice traffic 
over data networks, is in prime position for implementation in the ’09 
fiscal year.  Information Technology, in conjunction with the City 
Manager’s office, has been on a mission to strategically consolidate and 
streamline the City’s data infrastructure in an effort to reduce data center 
energy and administrative costs while simultaneously maximizing the 
processing output of the City’s data systems.  With a similar approach to 
the City’s voice network,  no longer will voice and data be on two 
disparate networks requiring separate network infrastructures, but will be 
unified into an already existing IP data network.  Although there will be 
an initial investment, costs associated with voice will decrease over time 
and the City of Berkeley will be poised to take full advantage of current 
and future VOIP technological advances.   
 
 
 

 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

33. 

1. Costly Telco circuit overhead. 
2. Increasing costs associated with two disparate networks. 
3. High administrative costs. 
4. Increased feature functionality for customers. 
5. Preparedness for coming advances in technology. 

Top Business Drivers 

 Produce 2008 IP Telephony Readiness Assessment for the City of Berkeley network by 1/31/09. 
 Design Project Plan with Timelines by 3/31/09. 
 Technology selection & acquisition by 8/30/09. 
 Train IT Administrators in IP Telephony technologies by 9/30/09. 
 Pilot with IT and strategic department partners by 12/31/09. 
 Train all users in new technology by 6/30/10. 
 Rollout to each department in a phased approach by 9/30/10. 

FY 2009-2011 Action Items 

1. 50% reduction in infrastructure costs over 7 years. 
2. Five nines industry standard uptime 99.999%. 
3. 30% reduction in administrative costs. 
4. 25% reduction in energy costs associated with our voice network. 

Target Outcomes & Measurement 

Voice / Internet Protocol (VoIP) 
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 A disaster can occur in many forms, from an earthquake to wildfires to a 
major storm. As the City of Berkeley becomes an increasingly automated 
organization, the importance of protecting our technical infrastructure and 
implementing recovery systems to support the City’s Emergency 
Operations Center (EOC) is  even more important.  Recent improvements 
to the City’s backup and recovery procedures can be expanded to improve 
our disaster recovery procedures.  Replication technologies that allow 
onver-the-wire transfer of data to secured remote are becoming increasingly less expensive, and 
provide a powerful option for increasing the robustness of our disaster recovery program.  In 
addition, the emergence of affordable hosted disaster recovery sites and the virtualization of servers 
give us more flexibility in choosing what we can and cannot do at the remote location.   
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

  
 
 

34. 

1. The need to provide business applications and data after a disaster in a reasonable time frame. 
2. Current disaster plan not in accordance with first business driver. 
3. Commitment to City of Berkeley community and staff for data protection and confidential data. 
4. Legislated mandates for increasing robust security and disaster recovery. 

Top Business Drivers 

 Train IT staff in basic disaster recovery technologies and methods by 12/31/08. 
 Perform a comprehensive “needs analysis” report for City of Berkeley disaster recovery across all 

departments by 3/31/09. 
 Perform feasibility study for implementing disaster recovery technologies (including 

virtualization, fiber, co-location replication, hosted solutions, etc) by 8/31/09. 
 Go to RFP for a comprehensive disaster recovery solution for mission critical applications by 

12/31/09. 
 Decide on new disaster recovery solution by 3/31/10. 
 Complete implementation of new disaster recovery solution by 8/31/10. 

FY 2009-2011 Action Items 

Target Outcomes & Measurement 

1. 99.999% (Industry Standard ‘Five Nines’) recovery of critical data and applications in a disaster. 
2. 60% reduced reliance on tape for recovery purposes for disaster. 
3. 95% increase for time back to business than with tape. 
4. 75% decrease in time for administrative tasks than with tape for offsite backup. 

Disaster Recovery 
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IT staff are questioned regularly about restrictions imposed on City 
workstations. We understand the desire to use familiar tools, like the ones at 
home or at a past job. However, supporting multiple devices and programs 
that perform similar functions is a costly proposition. This reality is partially 
analogous to the Police vehicle fleet—learning to repair and stocking parts 
for Fords, Chevys and Chryslers would be more expensive than maintaining 
just Fords. 
 
In IT, we have the additional challenges of accounting for the interactions between and the security 
of whatever technologies are in use. Industry standards in this regard are based on the fact that the 
most efficient, secure and cost-effective way to deliver computer applications is to serve them to 
end users from a central source. Ideally, users will interact with applications in a web browser so 
that no specialized software has to be loaded onto individual workstations. Browser-based services 
also permit maximum flexibility—they potentially can be configured for access from any Internet 
connected device, and they can utilize delegated permissions to enable staff and the public to share 
the same program securely. 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 

35.  

1. Imperative to reduce hardware and software acquisition and ownership costs. 
2. Urgency to reduce productivity loss arising from compromised workstation software. 
3. Pressure to improve security of Computer Network Resources. 
4. Reallocation of IT resources to support strategic initiatives. 

Top Business Drivers 

 Implementation of centralized, automated workstation configuration software by 8/31/08. 
 Elimination of end-user Administrator access by 12/31/08. 
 Establishment of hardware standards for mobile computing by 9/30/08. 
 Establishment of an objective process for evaluating requests for exceptions to desktop standards 

by 12/31/08. 
 Upgrade Microsoft Office 2003 suite by 3/31/09. 
 Pilot implementation of virtualized desktops in at least one City Customer Service Center by 

6/30/10. 

FY 2008-2010 Action Items 

1. Configuration Manager agents verified on 95% of City workstations. 
2. 15% reduction in annual workstation hardware expenditures. 
3. 20% reduction in cost of administering PC Replacement Program. 
4. 90% of City desktops upgraded to most recent City adopted MS Office suite. 

Target Outcomes & Measurement 

Standardized Desktops 
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Baseline:  Routine technology services that are budgeted in the Department of Information Technology 
budget and reflect the activities that must get done in order to maintain the City's technical 
infrastructure (email, telephones, file servers, FUND$). 

 
Business Analysis:  The process of systematically and objectively gathering information about 
business systems and subjecting that information to formal analysis. 
 
Community Relationship Management (CRM):  Software that reflects a service model focused on 
the storage and retrieval of information about customers and community needs in a manner that 
promotes efficient customer service. 
 
Consolidation:  The practice of reducing the number of hardware appliances / software applications 
throughout an organization and combining them into a centralized system. 
 
Data Warehouse:  A central information repository that collects, consolidates, and organizes data to 
make it more readily available to Citywide business applications, reporting tools, and decision-makers.  
 
Departmental Applications:  Major software business applications that one or a few City departments 
rely upon to guide specific business processes. 
 
E-Government:  The use of Internet technology as a platform for exchanging information, providing 
services, and transacting with citizens, businesses, and other arms of government (also known as e-gov, 
digital government, or online government). 
 
Enterprise Applications:  Major software business applications that all Departments depend upon as 
the City's core software infrastructure. 
 
Enterprise Licensing:  A software site license that typically allows unlimited use of the program 
throughout the organization. 
 
FUND$:  The City's core financial and work management system. 
 
Hardware Sprawl:  A situation in which multiple, under-utilized pieces of hardware take up more 
space and consume more resources than can be justified by their workload. 
 
Integration:  The process of physically or functionally linking together different computing systems 
and software applications. 
 
Interactive Voice Response (IVR):  An automated telephony system that interacts with callers, gathers 
information, and routes calls to the appropriate recipient. 
 
Interoperability:  The ability of a system or a product to work with other systems or products without 
special effort on the part of the customer. 
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Middleware:  Connects two or more separate software applications, allowing them to "speak the same 
language" and exchange data. 
 
Non-Baseline:  New technology projects meant to improve specific departmental business processes.  
The start-up costs associated with these sorts of activities must be funded by sponsoring departments / 
workgroups. 
 
Notice of Interest (NOI):  A form that provides the Department of Information Technology with 
general notice of interest in pursuing a wide-scale technology project so that adequate resources can be 
scheduled in advance to perform analysis & initiation.  
 
Process Improvement:  A methodology for focused change in a business process achieved by 
analyzing the AS-IS process using process maps and other tools, then developing a streamlined TO-BE 
process in which automation may be added to result in a process that is better, faster, and cheaper.  
 
Return on Investment:  The profits or savings a business will realize from any given use of money. 
 
Scalability:  The ability of a computer application or product (hardware or software) to continue to 
function well when it (or its context) is changed in size or volume in order to meet a business need. 
 
Service Oriented Architecture (SOA):  A system's architectural style for creating and using business 
processes, packaged as services, throughout their lifecycle. 
 
Standardization:  The method of establishing uniform technical specifications, criteria, methods, 
processes, or practices for all hardware and software. 
 
Technology Governance Group (TGG):  Formed to ensure a Citywide approach to choosing 
technology investments and policies.  TGG prioritizes "Notice of Interest" submissions from 
departments interested in pursuing technology projects.  TGG comprises two permanent chairs - the 
Deputy City Manager and the Director of Information Technology - and five rotating chairs open to 
interested Department Directors. 
 
Technology Infrastructure:  Encompasses all information technology assets (hardware, software, 
data), components, systems, applications, and resources. 
 
Virtualization:  Server virtualization is a generalized term describing the ability to host 
multiple/complete Operating System images (i.e., instances of Windows Server) on a single piece of 
hardware. 
 
Voice Over Internet Protocol (VoIP):  The transmission of voice traffic over wide-area data networks 
or the Internet  (also known as IP Telephony). 
 
Web Content Management:  A system that simplifies the publication of Web content to Web sites, 
allowing content creators to submit content without requiring technical knowledge of HTML.  WCM 
allows for better searches and better-organized content and services so that residents, businesses, and 
visitors can quickly find what they’re looking for. 

 

Glossary (Continued) 



Information TechnologY Master Plan  
FY2009—FY2011 

 

 

         TRANSPARENCY      •         PARTNERSHIP         •     STRATEGIC DIRECTION 

Technology Vision: The City of Berkeley will equip community 
members and employees with innovative, secure, environmentally 
sound, and cost-effective technologies to provide excellent munici-
pal services, facilitate civic participation, and help improve the 
day-to-day lives of community members. 
  

Elected Officials  Mayor: Tom Bates Councilmembers: Linda Maio (District 1); Daryl Moore (District 2); 
Max Anderson (District 3); Dona Spring (District 4); Laurie Capitelli (District 5); Betty Olds (District 6); Kriss 
Worthington (District 7); Gordon Wozniak (District 8); City Auditor: Ann-Marie Hogan 
 

City Manager: Phil Kamlarz            Deputy City Managers: Lisa Caronna & Christine Daniel 
 

 

Research & Preparation 
Donna LaSala, Director, Department of Information Technology 

 

The Technology Governance Group (TGG): Lisa Caronna, Deputy City Manager; Donna LaSala, Director of 
Information Technology; Dan Marks, Director of Planning & Development; Claudette Ford, Director of Public 
Works; Fred Medrano, Director of Health & Human Services; Tracy Vesely, Budget Manager 
 
The Technical Policies Team:  Donna LaSala, Director of Information Technology; Keith Skinner, Business Ap-
plications Manager; Nader Kury Network Operations Manager; Katrina Holmes, Information Systems Specialist; 
Barry Jennings, Senior Information Systems Specialist; Ivan Lapidus, Senior Information Systems Specialist; 
Butch Lavin, Senior Information Systems Specialist; Brian McGrath, Senior Information Systems Specialist; Sue 
Sabatino, Senior Information Systems Specialist; Mark Gilbert, Applications Programmer Analyst II; Ernesto 
Rodriguez, Applications Programmer Analyst II 
 
Special Thanks To: Brian Quinn, Applications Programmer Analyst II; Beth Thorman, Applications Programmer 
Analyst II; Eddie Yang, Applications Programmer Analyst II; Ken Plante, Information Systems Support Techni-
cian; Norlinh Stubbs, Information Systems Support Technician; Kirk Whitfield, Information Systems Specialist; 
Mary Kay Clunies-Ross, Senior Management Analyst; Alicia Abramson, Library Technology Manager; Rebekah 
Lowe, Senior Systems Analyst 
 
Cover Design: Amy Lee, Applications Programmer Analyst I & Norlinh Stubbs, Information Systems Support 
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